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l. Introduction to the National Assessmentregarding the Risks of Money
Laundering and Terrorism Financing

Preamble

A The performanceof the National Risk AssessmemigardingMoney Laundering and
Financingof Terrorismcompliesboth with the criteria imposed by Recommendation
1 of the International Financial Action Task Force (FAT&)d with the legal
obligations imposed by Law 129/2019 d¢hne preventon and control of money
laundering and financing of temism, including the amends and additionsoefrtain
legal actsas they werenotified by Romania to the European Commissadter the
provisions of the Directive 2015/849 (AMLD#gnve been turned into national rule

A Themain objective of this approach attional level is for the Romanian authorities
to realistically identify the risks of money laundering and terrorist financing and to

ensure that the necessary measures are taken to reduce them through the efficient

allocation of financial, technical andiiman resources.
A The national assessment of these risks is of particular importance at the macro
economic level, becaudmsedon its outcomesRomania will be able to improve its
regimeso ado prevent and combat money laundering and terrorist finanging b
Getting to knowthe risks of money laundering and terrorist financing;
Assessing the effectiveness of risk mitigation strategies;
Prioritizing risk mitigation activities;
Making justified decisions regarding the limitation of the coverage ofriek sectors
and products from the point of view of preventing and combating money laundering and
terrorist financing;
Redistributingresources to address the areas identified as pegorit

A The interinstitutional cooperation developgdroughoutthe implanentation of the
present process of national assessmegdrdingthe risks of money laundering and
financing of terrorisnprovidesgroundsfor the consolidation of a practice of a FHsk
based approach in the field, which will certaiflgcomepermanentwhen specific
assessmentsill be carried out periodically

The methodology used

A The National Office for the Prevention andr@o! of Money Laundering (NOPCML)
together with the National Bank of Romania (NBR) and the Financial Supervisory
Authority (FSA) nitiated the national assessment of money laundering and terrorist
financing risks in Romania in September 2019.

A In order to implement the project, a Steering Committee was established, made up of
representatives othe NOPCML, NBR, FSA, POHCCJ, MJ, Ml and RIS. The
members of the Steering Committ@®ntributed in taking the most important
decisions in accordance with the Assessment Methodology provided by the Council
of Europe.

A According to the Methodology, the data collected and usedsiteféhe period2018
2020, the information regarding the cases of convictions and referrals to court for the
crime of money laundering/terrorist financing constituted the starting point for the
macroeconomic analysis that is the subject of this report. The statisteaktided to
the analyzed sectors, available to the supervisory authorities|seasided.

A At the same time, the data and information regarding ongoing investigations into
money laundering were collected based on a questionnaire from prosecutors from all



the competent units in the country (including the specialized bddA&d and
DIOCT).

A Other categories of information that were the basis of the risk analysis refer to the
perceptions of the actors involved, obtained by completing questionnaires and
partidpating in focus groups, as well as to information from external sources such as
the Supranational Risk Assessment carried out by the European Commission or the
documentary materials of the GAFI/FATF and other relevant international
organizations.

A The natonal assessment of money laundering and terrorist financing risks was thus
based on a comprehensive analysis of the following components:

o analysis of the threats arising from predicate crimes which are the main source
for the generation of criminal inconsebject to recycling;

o analysis of subjects who undertake money laundering activities;

o0 analysis of economic sectors with a significant risk of money laundering;

o analysis of financial sectors and products that can be used abusively for money
laundering anderrorist financing;

o0 the crosshorder characteristics of money laundering;

o analysis of terrorist financing risks.

A According to the used Methodology, the level of risk assigned to each
sector/product/channel/subject is based on the probability of money
laundering/terrorist financing and their consequences, generating a risk determined by
means of the risk assessment and the risk maine.assessment of the likelihoots
assimilated to the assessment of the frequency with which criminals can undertake
money laundering actions, taking into account their knowledge and skills in this
regard (typologies and case studies playing an essential role) and the impact of
preventive and recovery controlBhe assessment of consequendssrelated to the
assessment ¢he volume at which criminals can launder money.

A In relation to the risk matrix following the integration of the assessment of the
probability and the estimated consequences, the assigned risk level can be low,
medium, high and extreme.

Brief presentation of the Report's findings
Predicate crimes generating criminal income

A Tax evasionrepresents a relevant source generating criminal income that is suitable
to be recycled so that, taking into account the significant damages highlighted and the
conclusiwe statistical data in the Report, it is appreciated that the risks associated with
the laundering of money from tax evasion are high.

A Corruption represents a criminal phenomenon withhih impact from the

perspective of money laundering risks, considetitegfrequency and the large volume of

the criminal proceeds found in the cases investigated and those finally resolved, but also

the subjective perception expressed in the majority of processed questionnaires.

A The analysis carried out reveals thatman trafficking allows money laundering

through the use of cash, the use of middlemen and carriers, so the money laundering risks

associated with human trafficking are high.

A Computer crimes are usually committed by Romanian citizens abroad and the

criminal proeeds were transferred through money carriers in Romania; the upward trend

observed in recent years at the level of the authorities that implement such cases, justifies
the assessment of these risks as high.



A Based on existing data and national judicial fica¢ it is estimated that the
phenomenon of smuggling, especially cigarettes, presents an average risk of money
laundering.

A The risks posed by drug trafficking for money laundering (predicate crimes are
committed abroad by organized crime groups, and Ra@ma a transit point for the
transfer of narcotics to other countries) can be assessed as medium.

A Although crimes against the environment (illegal deforestation, waste management)
did not have a major impact in the analyzed period, currenthastfound that these
crimes are gaining consistency, being linked to an exposure to the risks of money
laundering as it results from the existing data regarding the organized crime groups
that operate especially in Bucharest and its proximity, as well as theskamye of
money from uncertain sources transferred through the bank accounts of front
companies (with the object of waste management activity).

Risks of money laundering
Relative tothe subject submitted to the money laundering risk analysis

A Resident legal entities from Romania present an average risk, as Romanian
companies can be used to carry out illicit activities, including money laundering.
Taking into account the criminal case law, the report highlights a number of examples
where resident companieseaimvolved in money laundering activities, especially
illegal money derived from tax evasion (the most common predicate crime
encountered).

A Resident natural personsare exposed to an average risk, an aspect that derives
mainly from the use of personal accds belonging to natural persons with the aim of
dissimulating commercial activities specific to legal persons. Mitigation of this risk is
achieved through the use of bank accounts for carrying out commercial activities,
provided that the procedure appligor opening a bank account involves the
application of KYC (knowyour-customer) measures which significantly reduce
exposure to risk.

A Publicly exposed persongresent a high risk, especially in terms of the position held,
which allows them to have accetss public funds and to be protected to a certain
extent by their investment in such a position, and this status creates an important
advantage that might be used by the money launderers. This conclusion is also
supported by the results of the analysipredicate crimes, which revealed a high risk
in relation to corruption crimes.

A Non-resident natural personspose a low risk given that they represent a low
percentage of people convicted underlther onthe preventon andcontrol ofmoney
laundering andifiancing of terrorism.

Relative tothe economic sectothat issubject to money laundering risk analysis

A The real estate sector(including construction- trade in construction materials,
developers and real estate agents) represents a real challendgeefqooint of view of
combating money laundering, being characterized by a high degree of risk, given the
number of convictions in this sector, as well as the amount of money laundered. This
perspective also took into account the widespread use of ctshieal estate sector,
especially for the purchase of construction materials and for the payment of workers,
who are largely outside the labor market.

A The agricultural sector presents a medium risk, being exposed in particular due to
the use of cash arttle possibility of accessing subsidies from the EU budget or the



national budget, fictitiously and which are used for purposes other than those for
which they were granted. In addition, awareness of the risk of money laundering
through the sector is limite

A The oil and natural gas trading sectorhas an average risk, in the context in which

the most common predicate crime was tax evasion, and organized criminal groups
could use the sector to hide the illicit origin of money, as a result of the fact that the
commercial operations carried out in this sector involve large amounts of money.

A The trade sectorpresents an average risk as a result of the fact that most companies

or authorized natural persons are registered in the national trade register and have
bark accounts, in both cases the commercial entities are under the supervision of the
competent authorities. Moreover, the vast majority of commercial operations intersect
at a given moment with the banking system, being seconded by the performance of
financial-banking operations, which leads us to apply the rules of knowing the
clientele within financial institutions, these operations falling under the scope of
supervision performed by them. Companies also interact with other categories of
reporting entitiegaccountants, auditors, notaries, lawyers, consultancy firms, etc.),
each of them applying its own set of kngaur-customer measures and monitors, in
accordance with the law, the entire business relationship with that company.

Relative tothe category ofeporting entities that are subject to specific legislation from the
perspective of the analysis of exposure to the risk of money laundering

1

The banking sectorpresents aaverage residual risk, partly due to a more mature
control environment compared the rest of the obliged entities. However, the high
volume of turnover and the natural focus of the sector on the management and transfer
of assets means that the banking sector as a whole is normally exposed to the risk of
money laundering.

Electronic money issuing institutions subsectorfollowing onsite inspections, it

was assessed as being exposed to a meldigimresidual risk.

When assessing the residual risk associated with the activity of financial instruments
intermediaries, respectively when essing the risks after the application of
mitigation measures, it was found that financial instruments intermediaries present an
average residual risk of being used for the purpose of money laundering

When assessing the residual risk associated with ttiitpof delegated agerfts
respectively when assessing the risks after the application of mitigation measures, it
was found that the investment agents/delegates present an average residual risk of
being used for the purpose of money laundering.

When assssing the residual risk associated with the management of collective
investment funds (opeend and closednd investment funds), respectively when
assessing the risks after the application of mitigation measures, it was found that
investment fund managemecompanies present an average risk residual to be used
for the purpose of money laundering.

'Residual risk- the risk regarding the fulfilment of the objectives, which remains after the establishment and
implementation of the response to the risk

’Delegated agent- natural or legal person who, under the full and unconditional responsibility of a single financial
investment services company on whose behalf he acts, based on a contract, promotes investment sesvirel/or
related services to clients or potential clients, receives and transmits instructions or orders from clients regarding
financial instruments or investment services, place financial instruments and/or provide clients or potential Clients with
consuting services regarding these instrumentsr services.



When assessing the residual risk associated with the activity of a credit institution
authorized as a depository or custodian of securities, respectively wiessiagghe

risks after the application of mitigation measures, it was found that depositories of
financial instruments present an average residual risk of being used for laundering
purposes of money.

It is estimated that relative to the identified risk,Inerabilities, threats and remedial
measures and preventive response measures, insurance companies and insurance
intermediaries present an average risk of being used for money laundering purposes.
When assessing the risk associated with the activity ofirashering voluntary
pension funds, it was found that nbank financial institutions, respectively
administrators of voluntary pension funds, especially due to the characteristics of the
managed product, present a low risk of being used for money langgeniposes.

The sector of noiank financial institutions (NBFIs registered exclusively in the
General Register of the National Bank of Romania and which do not have the status
of payment institution or electronic money institution), supervised by NOPCM
presents a medium risk, as it is considered that money laundering through NBFIs
could be possible by criminals or their intermediaries obtaining loans to be repaid
using illicit funds, even if the related costs are higher than in the case of other offers
on the market, in order to benefit from the fact that the application of -koow
customer measures may in some cases be less rigorous than in banks.

The sector of pawnshops(nontbanking financial institutions registered in the
National Bank of RomaniaRegister), supervised by NOPCML, present a medium
risk, taking into account the fact that in their case the frequent use of cash is identified
and the fact that there are difficulties in terms of identifying the real beneficiary of the
clients as well a relation to the determination of the origin of the funds / goods
involved in the transactions.

The sector of mutual aid societiegnonbank financial institutions registered with

the National Bank of Romania), supervised by NOPCML, presents a low rigkms

of money laundering threat.

The sector of currency exchange housgsesents a medium risk, taking into account
the fact that amounts from criminal sources can easily be subjected to successive
currency exchanges, in various currencies, in ordefatditate the running of
complex operations aimed at disguising the real origin of the assets involved.

In terms of money laundering risk exposure of the gaming provider sector:

a) Casinos (landbased or online) and online gamblingposes a high risk,
given hat the sector is attractive for laundering the proceeds of crime,
which requires a medium level of expertise, as illegal proceeds can easily
be converted into legitimate gambling winnings.

b) On the other hand, for betting (labdsed) gambling service proers and
(land-based) slot machines, given the majority use of cash, the possibility
of easily disguising the identity of the real beneficiaries, but also the
relatively small amounts played, it is estimated that the risk level is
average.

Professionals sl as lawyers and notaries public are exposed to a medium level of
risk, given the advisory services they can provide to potential offenders in setting up
complex corporate structures for the investment and transfer of illicit funds.
Professionals such ashartered accountants and accounting experts as well as tax
consultants are also exposed to a medium level of risk as the services they provide
may be attractive to criminals as they could facilitate the creation of an appearance of
legitimacy for funds ofillicit origin. Equally, these professionals are attractive to



criminals because, through their professional reputation, they provide an appearance
of legality and good repute which they can use to deceive the vigilance of reporting
entities. However, its worth noting the quality of the oversight work in these cases
by professional selfegulatory bodies, as their contribution to increasing compliance
and due diligence is obvious.

A Other professionals such as auditors and appraisers present a lownsstieiéng the
way in which they carry out their activity and the type of services offered which are
factors that reduce the level of vulnerability. Also, the analysis found an intensive
surveillance activity of these entitieshich contributes favorablyot mitigating the
identified risks.

A The money laundering threat related to other legal professionals is considered medium
for insolvency practitioners and low for bailiffs.

A Considering that in Romania real estate agencies do not have specific regulations an
are not coordinated by a sedgulatory body and the degree of awareness of the
sector regarding the risks of money laundering still seems to be limited, taking into
account the fact that the enforcement institutions of the law have identified cases in
which the money obtained from crimes was laundered through real estate
investments, and other activities of supervision of the sector have revealed non
compliance with the legal provisions, it is estimated that the risk exposure for real
estate agents isgh. Services provided by management and business consulting
professionals,regarding including financial or accounting aspects, can be frequently
used in money laundering schemes and are considered by criminals to be the best way
to compensate for theiratk of expertise, these elements thus arguing for the
consideration of the fact that the level of money laundering threat related of the
services provided by professionals providing managerial and business consigltancy
to be considered high.

A Service providers for companies or trusts other than those provided for in letters
(e) and (f) of Law no. 129/2019, presents a high risk considering the fact that they
often offer services that can facilitate the creation of legal constructions/companies
with complex opaque structures, attractive to people who intend to initiate
transactions in which they use the money from crimes, for make it impossible or
extremely difficult to establish a link between the funds and their illicit origin.

A As far as art dealers arerwerned, the analysis reveals a medium risk of exposure,
given that the art trade is an attractive sector for money laundering, requiring a high
level of expertise and more elaborate training than in other sectors and the art trade,
artefacts and antiqueis largely carried out through private transactions, as the
persons involved in such transactions do not have areggifatory body nor a
structured general knowledge of amtoney laundering and artBrrorist financing
legislation (as revealed by thaaysis of the sample of questionnaires completed by
entities in the sector).

A In recent times, cryptocurrencies and virtual currency have been highly developed and
theyare an emerging sector, leading to the assessment that providers of such virtual
assetsare high risk. In this context, the interest shown by organized crime groups is
growing, especially as there is weak institutional control and the sector is
characterized by the anonymity of transactions, speed and no limits on the volume of
funds transfered.



Cross-border characteristics of money laundering and terrorist financing

A

A

A

Crossborder risk is classified as high because collecting data on the origin of money
that has been transferred to Romania is a lengthy and costly process, and most of the
time money of uncertain origin only transits accounts opened in Romania.

From a money laundering point of view, the globalization process allows money to be
easily transferred to different regions of the world, which increases the possibility of
using such perations to hide funds of illicit origin. In addition, criminal networks
operate in more than one country to reduce the chances of detection, the use of
multiple jurisdictions (including offshore jurisdictions) limits/reduces the efforts of
authorities tauncover the perpetrators of crime.

The risk of terrorist financing through crelserder transfers is low because the money

is usually transferred to Romania through financial institutions that apply-koaw
customer measures, either remaining in Romantiaeing transferred abroad and thus
permanently under banking control, and this channel is avoided by terrorists.

Terrorist and terrorist financing risks

A

A

So far, no networks have been identified on the territory of Romania operating for the
purpose ofobtaining, collecting or transferring funds for the benefit of terrorist
organizations/entities/groups.

There have been occasional cases where foreign residents have transferred various
amounts of money to conflict zones, without it being possible to rdeterwith
certainty the real beneficiaries of the funds, the motivation (strictly personal or
support for a terrorist entity) or how the funds were used. The movements were not
directed or ordered by terrorist organizations and were sporadic, individdal an
unorganized.

In the case of the 8 persons convicted of involvement in terrorist offences, including
the person convicted of involvement in terrorist financing activities, checks were
carried out on the source of the funds. The checks revealed that sidetahle
financial effort was required to commit the offences and that the funds came from
own sources.

The international climate for terrorism, persons/entities issuing/distributing and/or
trading any form of electronic moneyl/virtual assets, money ramadis through
money transfer service providers with an extensive network of global agents,
including hawala and other informal money and value transfer systems, are
considered/approached by the authorities as risk elements in relation to terrorist
financing, even if they have not manifested themselves in Romania.

As the prevention of terrorist financing activities remains a priority at institutional
level and within the NTPFTS, the authorities in charge of the field have permanently
adopted a preventivenicipative approach in the management of suspicious
situations, constantly monitoring and assessing the level of risk generated by persons
suspected of being involved in terrorist financing activities.

On the basis of these assessments, the cases ofstefirmancing presented in the
National Assessment Report have been identified and documented, and in some cases
the need to put in place preventive measures has arisen, including the declaration as
an undesirable person or the prohibitiorentryRomania.

In the area of preventing and combating terrorism (including financing activities),
inter-institutional and international information exchange is constantly being
considered. The mechanisms already in place in this respect allow for an appropriate
level d cooperation, and it is appropriate to facilitate rapid and secure-looodsr
access to financial data to allow early detection of operations.



A The risk of terrorist financing in Romania can therefore be assessed as Low.

Findings of the National MoneyLaundering and Terrorist Financing Risk Assessment

A Money laundering is a complex process, the seriousness of which is by no means
negligible, especially in the context of financial instability, imbalances and
vulnerabilities of the economic system, genedalby the crisis period, during which
the risk of such criminal phenomena increases significantly.

Thus, in times of crisiamoney laundering and organized crime can be observed to increase,

often linked to specific activities of the underground economg tlu fiscal pressure,

increased corruption and other similar phenomena.
As a general note, this report notes that the intensive use of cash leads to a high risk of
its use by organized crime groups to hide the illicit origin of money. The cases
analyzed irthis report have shown that, at national level, extensive use of cash is the
main method of money laundering. In addition, there are many economic sectors in
Romania that allow intensive use of cash transactions, such as construction, real estate
developnent, agriculture, waste industry, exchange houses, gambling.

A Beyond these general findings, it should be pointed out that Romania is a country with
a relatively limited attractiveness for money laundering, due to specific regulations
and a relatively low egree of financial secrecy, all of which are addressed and
analyzed in the context of the corresponding weight of the national economy in the
overall regional and global economy.

A In Romania, the financing of terrorism remains at a very low level and igalyc
depending on developments abroad. Our country does not face an indigenous terrorist
phenomenon and there are no terrorist organizations or cells operabngrational
territory. Moreover, no networks have been identifiedoannational territoy with
the purpose of obtaining, collecting or transmitting funds abroad for the benefit of
terrorist organizations or persons involved in activities qualified as terrorist acts. The
measures taken so far hakelpedmaintain the national security enviroant and
have prevented terrorist threats from materializing.

A It was found that there are areas offfideent legislation that may favor the
materialization of some of the risks identifielichas, in the vast majority of cases,
an inadequacy of the resces available to the competent authorities was also
indicated, particularly of the recent IT tools and technologies that would allow
adequate responses to current social realities.

A Another general factor increasing the risks is the insufficient awarerfefise o
reporting entities of the criminal phenomenon to which they are exposed, as well as a
low public awarenesgegardingthe importance of preventing and combating money
laundering and terrorist financing, which makes them reluctant to cooperate with the
competent public authorities.

A Looking at the sectors concerned as a whole and at the types of actors involved in the
process, the report concludes that the national institutions responsiblentiailcay
money laundering and terrorist financing have thpacity to identify and combat
effectively all the activities of an illicit nature that generate dirty moneyth@dsk
of money laundering and terrorist financing.

A The findings contained in this Report on the National Assessment of Money
Laundering ad Terrorist Financing Risks must be viewed and analyzed in their
dynamig, with reference to the economic dimension of each sector under analysis,
but also to the elements of content that typically define money laundering and terrorist
financing risks.



Il. Money Laundering and Terrorist Financing Risk Assessment by Topic

During the period under review, the number of resident legal persons convicted for money
laundering was quite small, namely one case of money launderinghephedicate offence

of tax eva®n (the amount laundered being EUR 12 million in the petroleum products trade
sector) and one case where the predicate offence was bribery (the amount laundered being
EUR 40,000).

Nonresident legal persons were convicted in two money laundering dasese case the
predicate offence was embezzI|l ement, t he amc
second case the predicate offence was theft,

Resident individualsvere involved in 116 money laundering conviction® ifiain predicate
offences committed in these cases were tax evasion, fraud, embezzlement, abuse of office,
forgery and trafficking in human beings

The number of nomesident individuals who were convicted of money laundering offences
was the subject of cases. The main predicate offences involving-mesident individuals

were abuse of office, tax evasion, fraud and embezzlement. The main method used by the
perpetrators was the reconstitution of land ownership through false ownership documents.

Residat publicly exposed personwere convicted in 6 cases of money laundering and the
predicate offences were: trading in influence, tax evasion, bribery and abuse of office

The main subject of money laundering convictions is resident individuals and ascfamn
74.80% of the total number of convictions.

Non-resident individuals account for 5.30% of all convictions analyzed in this report, as
previously mentioned in this chapter.

Legal persons

According to data available at the National Bank of Romahia number of resident legal
persois who areclients (with resident beneficial owners) in the banks' portfoliosfis
1,271,741, representing 91.95% of the total number of legal entity clients. The number of
resident legal entity clients (with at leasheo nonresident beneficial owner) in banks'
portfolios is 107,658, representing 7.78% of the total number of legal entity clients. The
number of nofresident legal entity clients in banks' portfolios was 3,739, representing 0.27%
of the total number of leg entity clients.

This report has taken into account the ML/TF risks to which legal persons established under
Law 31/1990 on companies (legal persons carrying out profitable activities), republished, as
subsequently amendednd GEO 26/2000 on foundatits and associations (nqmofit
persons)

As per the provisions of the Law 31/1990, companies may have one of the following
statutory forms:
General partnership;

F  Limited partnership;

E  Joint stock company;

E  Limited partnership limited by shares; and



F  Limited liability company.

The situation of the entities registered in the National Trade Register was as follows:

Structure 2018 2019 2020

SRL 915,581 973,182 1,024,889
TO 6,576 6,436 6,332
PFA 247,472 236,638 248,154
SCS 129 126 120
CNS 1,701 1,614 1,559
SCA 0 0 1

TOTAL 1,171,459 1,217,996 1,281,055

Law no. 129/2019 is the legal instrument transposing into national law the provisions of the
4™ AML Directive, and Article 56 establishes the obligation for legal persons subject to the
obligation of registration in the National Trade Register and the obligation to declare the
beneficial owner.

In Romania there are three registers of beneficial owners, as follows:

(a) the register organized at NTRO (National Trade Register Offiogl for legal
entities obliged to register in the Trade Register, with the exception of autonomous
companied of national societiédsand of companies fully or majority owned by the
Romanian state; (lihe register organized at the level of the Ministrylastice (MJ) for
associations and foundations; thg register organized &AFA (National Agency for
Fiscal Administration} Ministry of Finance (MF) level for trusts.

According to the centralized evidence regarding convictions, legal entities wede by
resident and nenesident natural persons in order to launder sums of money obtained from
crimes, as follows:

E tax evasion;
72 deception;
E embezzlement.

The main way used in money laundering cases involving companies is internal transfers
through compaybank accounts followed by cash withdrawals.

The NBR data showed that cash deposits made to the accounts of legal entities (especially
highly | iquid activities) in 2019 amounted
million in 2020. The situation garding cash transactions should be analyzédin the

context of the Covidl9 pandemic which through the imposed health restrictions caused the
contraction of the national economy and the total volume of cash receipts. Taking all these
arguments into aceint, the volume of cash used at the level of legal entities is still high in

the Romanian economy.

*The autonomous authority is organized and operates in the strategic branches of the national econerttye arms
industry, energy, mining and natural gas, postal and railway transpers well asn certain areas belonging to other
branches established by the government, currently the exception is eliminated by GEO no. 123/2022;

“National companies are organized as commercial companies by decision of the Government, and those of local
interest by decision of the local state administration body.



The widespread use of cash creates a vulnerability from a money laundering point of view.
This vulnerability is also mentioned in the Supranational Rigse&sment on Money
Laundering and Terrorist Financing in the European Union (NARS). In this context, it is
important to strengthen financial discipline measures on cash receipts and payments.

Associations and foundations

Natural and legal persons carmgioutgeneral interesactivities oractin the interest of the
community or, where appropriate, in their personal interest, may form associations or
foundations- private legal persons with no property purpesender the terms of the law
(political partes, trade unions and religious cults are not covered by this Law). Two or more
associations or foundations may form a federation. Associations, foundations and federations
may carry out any other direct economic activities if they are ancillary and clesstigd to

the main purpose of the legal person. Associations, foundations and federations may be
shareholders in companies.

An association, foundation or federation may be recognized by the Romanian Government as
being of public utility (activity carriedut in areas of general public interest or in certain
communities) if several conditions laid down by law are met. Associations or foundations of
public utility are recognized by Government Decision, at the request of the association or
foundation in queson.

The Ministry of Finance, through the Economic and Financial Inspection Department, shall
control the justification, granting and justification of the sums received from the general
consolidated State budget.

Associations and foundationsustkeep records o#ll theirtransactions for at least 5 years.

Upon establishment, annually or whenever there is a change in the identification data of the
beneficial owner, the association or foundation is obliged to communicate the identification
data of tle beneficial owner to the Ministry of Justice for the purpose of registering/updating
the record of the beneficial owners of associations and foundations.

From the National Register of NGGdndex of Nonprofit Legal Entities it results that in
October2021 a total of 126,913 entities were registered, of which: associations represent
82% of all registered entities (104,288 entities), foundations represent 16% of the total
(20,268 entities), federations represent 1% of the total (1,528 entities), adifféhence is
represented by unions (78 entities), foreign legal entities (36 entities) and unspecified (4
entitieg.

Of the 104,288 associations registered in the National Register of NGOs, 98,935 are active.
The main areas in which they are registeaegl Bucharest (17.7%), Cluj county (5.9%) and
Timi'H county (4. 3%).

Of the 20,268 foundations registered in the National Register of NGOs, 19,139 are active.
The main areas in which they are registered are Bucharest (16.7%), Suceava county (9.2%)
and Clujcounty (7.5%).

According to the NOPCML case analysis module, associations and foundations have not been
identified as a sector in their own right in terms of reporting obligations. We note that
according to Law No 129/2019, associations and foundaimnsot reporting entities. Prior

to the entry into force of Law No 129/2019, associations and foundations were reporting



entities and were subject to the obligations set out in theregarding the Prevention and
Control of Money Laundering and Terroti§inancing. Thus, they were obliged to establish
internal supervisory controls, including kngwur-customer (KYC), recortteeping and
reporting measures

With regard to the results of the fite supervisory activity (analytical process comprising a

risk assessment matrix revealing the degree of exposure to the risk of money laundering and
terrorist financing of the reporting entity) carried out during the reference period by the
NOPCML in relation to the "associations and foundations" sector, weaneh® following:

A total of 8,979 associations were superviseasa#, with 2.9% of associations classified as
high risk and 1.3% of associations classified as partially high risk.

A total of 1,535 foundations were supervisedsifé, with 3.7% of dundations classified as

high risk and 1.1% of foundations classified as partially high risk;

In the framework of the ogite supervision activity (esite controls), carried out during the
reference period by the NOPCML in relation to the "associatiodsf@mdations” sector,
nortcompliance with the legal provisions in the field was identified, regarding: internal
policies, rules and procedures to combat money laundering and terrorist financing, the
application of measures to know the real clientele/beiagies by means of riskased
circumstances, as well as the implementation of international sanctions, with the following
contraventions being applied

In the framework of ofsite supervision activity carried out on a total of 130 associations, 111
cortravention sanctions were applied (representing 10 fines amounting to 152.000 RON and
101 warnings).

In the framework of the oemite supervision of a total of 98 foundations, 59 fines were
imposed (representing 10 fines of RON 155,000 and 49 warnings).

Conclusions- As a result of the supervision and control activities, we consider that
associations and foundations may be more vulnerable to the risk of money laundering or
terrorist financing due to the low level of knowledge and implementation of nesasur
prevent money laundering and terrorist financing, in particular with regard to the application
of risk-sensitive KYC measures and the lack of awareness of the risks to which they could be
exposed of being used in illicit money laundering/terrorisairicing activities, especially
given the (current) legal framework which does not include this type of entities in the
category of AMLreporting entities

In substantiating the above conclusions, the following aspects are taken into account: the
legal framework and the control of the activity of Rprofit organizations in accordance with

FATF Recommendation No. 8 (transparency regarding donors) are insufficient; lack of legal
instruments necessary to verify their income/expenditure; weak policies toatomb
misappropriation as regards NGOs, such as a statement of principles and definition of terms,
strict procedures to prevent misappropriatictandardization and maintenance of bank
records; standardization of accounting practices, such as account codésrer codes;
classification of costs, e.g. as direct or indirect; ensuring internal controls, including
segregation of duties between staff responsible for procurement, funding, cash disbursements,
salaries and liquidations; and financial reporting nements.



There is also a lack of adequate guidance and awareness on funding indicatorspf@fiton
organizations.

The aithorities responsible for preventing and combating the financing of terrorism
constantly carry out checks on situations or sesitbat could pose a terrorist risk and which
include suspicious activities financing terrorist entities, whether they are organizations or
individuals. So far, no neprofit organizations involved in financing terrorist activities have
been identified irRomania.

NGOs are vulnerable because it is possible for third parties to use them to receive funds,
anonymous donations, loans and online fundraising which could facilitate money laundering
in the nonprofit sector.

Anonymous donations are also a \arability in this sector. Donations can be exploited for
money laundering purposes if NGOs receive donations from suspicious sources or if donors
ask for the funds to be returned. Criminals could also launder funds if NGOs accept a cash
loan, then returrhie loan to the criminal later in the form of a bank transfer.

Thus, there is a risk that higisk individuals, such as publicly exposed persons, may make
direct donations if the source of their funds is unknown or through third parties making
payments o their behalf. (For example, a number of suspicious donations to pay for services
such as independent tuition feefinds that have passed through several businesses before
being used to pay private tuition feethe school in question is not immedigtaware that

there is any concern about the ultimate source of these)funds

General risks of products/services offered in the NGO sector

Charities often collaborate with partner organizations in different jurisdictions or with
individual agents, inclding international transfers of funds that can be misused by
individuals claiming to be associated with charities, although the risk of this happening is still
low. The work of humanitarian NGOs can sometimes take place inrisiglareas where
nonstate aned groups or terrorists are present. However, specific risks depend on various
factors, such as the level of professionalism of an NGO and the situation in the country,
including the political dynamics of the conflict in question

General vulnerability of the NGO sector to the risk of money laundering/terrorist
financing and specific products

As mentioned above, some NGOs may be at risk of money laundering and terrorist financing
through the use of small amounts of cash, making it difficult for lawreament agencies
and financial intelligence units to track sources of funds and transfers sent abroad using cash.

Some activities of noprofit organizations may involve higher risk in terms of funding
sources (unknown/high number/international soulegls/risk countries), types of activities

or beneficiaries (unknown/high risk countries/high risk clients/use of channels to send money
crossborder). Risks increase when formal banking channels are not available for money
transfers to and from NGOs.



The nonprofit sector could abuse new technological tools such as participatory finance and
blockchain systems and regulators may need to assess and address any associated risks.
Instead, these new tools could also be used to increase the traceabilitysof fund

The analysis of legal entities registered in Romaniasrevealed the following:

Threats:
Use of legal persons by criminals to hide the illicit origin of money.

Vulnerabilities

A Possibility of using cash to finance businesses and lack of rigarontrol of the
origin of the money deposited by individuals;

A Lawyers may set up companies which could then be used to hide the illicit origin of

the money; registered office established at the address of the law firm (problems with

searches due to prafgonalconfidentiality);

The possibilityto use the accounts of legal entities, even if they have suspended their

activities;

Lack of a legal procedure for publishing the suspension of activity in real time to

prevent the use of legal entities for moteyndering purposes;

The possibilityto usethe company only for the transit of illegally obtained money;

The possibilityto creae complex legal structures allowing the concealment of the real

beneficiary and the disguising of the illicit origin of themey is an attractive point

for organized crime groups;

The possibilityto exploit the procedure for setting up legal entities in Romania, which

is accessible and lcwost;

A The possibility for foreign nationals to set up legal persons by power of att@ney,
procedure which can facilitate the anonymity of the beneficial owner;

A limited liability companies (SRL) are particularly vulnerable to abuse, including
singlemember LLCs, which is the simplest form of organization that could be used.

oo o Do

™

The risk of residen| Average Moderate Average
legal entities

Associated vulnerabilities:

Use of cash;

Using the accounts of the resident legal entity to transfer sums of money;
The establisiment procedure is easy to access and low cost.

Associated threat:
Money laundering resulting from tax evasion

Event description:
Using the bank accounts to hide the proceeds of crime;
Cash withdrawal to return the money to the actual beneficiary.

Risk description:

It is a medium risk

Average probability

The consequences are moderate

Conclusion



Individuals residing in Romania have a medium risk of their accounts being used
for money laundering purposes. Romanian companies can be used foradtisities,
including money laundering. From the case studies analyzed in this report it has been found
that the accounts opened by the companies have been used to launder the proceeds of tax
evasion.

As regards the risk of terrorist financing throughi@mian companies, we conclude that it is
low. This risk is also kept at a low level by the application by financial institutions of-know
your-customer measures and controls carried out by supervisory authorities.

Natural persons (residents)

Accordingto the NBR, the total number of current accounts held by individuals at the end of
2020 was 24,681,152 (irrespective of the number of accounts held by each customer and their
currency), while the number of resident individual customers in banks' portéshosnted

to 19,580,567 representing 98.95% of the total number of individual customers.

In the commercial activity carried out on the domestic market, cash is used as a frequent
instrument by individuals.

Regardingthe volume of cash withdrawals neady individuals in 2019 it was EUR
46,422,427,906 and in 2020 it was EUR 43,735,500,¥26en ®mparing the volume of
cash withdrawals made by individuals in 2020 with the cash deposits mentioned for legal
entities, the two figures are almost similar,ievhraises a concern about the level of cash
usage in the Romanian financial system.

On the NOPCML websitone can finda Guide on suspicious indicators and money
laundering typologies from which the following indicators have been listed below:

ALarge @sh withdrawals by a natural person;

Ainconsistency between the declared occupation of the beneficiaries of the funds and
the transactions carried out through their accounts;

AMultiple cash withdrawals via authorized persons on the accounts of external cash
receivers;

AUse of individuals' accounts for transactions involving commercial activities;

AUse of account proxies to carry out transactions on the accounts opahniyd
individuals;

AUse of individual accounts as transit accounts.

The vast majority of umanked individuals have a poor economic educatidivelin an area
where the banking infrastructure is not developaddly in rural areas), with poor education
generating insufficient income for a decent living. These people may be used by criminals in
money laundering flows, especially for the use of cash, without being aware of the legal
consequences of their actions.

People with a low level of education aatimited income can be used by money launderers

in particular by opening bank accounts inithiame, and the real beneficiaries of the funds

5 The figure refers to the number of accounts opened by individuals (some individuals may have more than one
account in lei and different currencies).



channeled through these accounts may be criminals. Poorly educated people are used in this
way, as intermediaries, without incurring the high cost of recycling the money.

Threats:
The use of individualsegpecially lowincome individuals with low levels of economic
education) by perpetrators to hide the illicit origin of money.

Vulnerabilities:

Athe use of individuals' accounts for the transit of proceeds of crime;
Athe use of accounts belonging to widuals for cash withdrawals.

The risk of resident legal Average Moderate Average
entities

Associated vulnerabilities:
Use of cash;
Using the accounts of a resident natwal person to withdraw money.

Associated threat:
Laundering of money derived from the crime of tax evasion.

Event description:
Use of an interposed natural person;
Cash withdrawals to be made available to the real beneficiary.

Risk description:

It is a medium risk

Average probability

The consequences are moderate

Conclusion

Resident individuals are exposed to a medium risk because they mostly use bank accounts
and the procedure for opening a bank account meets the KYC stanflmmsfor cash
depod#ts to any account opened with a Romanian bank, the individual must complete
documentation on the origin of the money and the beneficial owner. A cash control system is
in place in Romania, which includes on the one hand a legal limit on the use of dash an

the other hand the reporting of cash transactions exceeding the legal limit, which allows for a
monitoring of cash transactions.

The risk of terrorist financing using resident individuals is low. This risk is also kept low by
the application by fiancial institutions of knowyour-customer measures and supervisory
controls.

Publicly Exposed Persons (PEP)



In Romania, the list of important public functions is drawn up on the basis of Law no.
129/2019 and is published on tNéA websité. The Romardn legislation provides for a list
containing internal and external key public functions, the actual identification of PEPs at the
level of reporting entities is difficult, as the list contains only the names of key public
functions, and the identificatioaf possible associates/appropriates of a PEP is even more
difficult. This problem, the identification of PEPs, was raised several times by reporting
entities in the Focus Groups

The identification of PEPs is not only a challenge at national levekaime challenges are
highlighted at international level.

According to NBR statistics, out of the total number of PEP customers of Romanian banks
(21,674 bank accounts) 95.94% are resident PEPs. Of the 4.06% of totalsimnt PEP
customers, only 6.57%re norresidents from highisk jurisdictions (as determined by the
European Commission). Half of the total A@sident PEP customers are from other high
risk jurisdictions and 37.71% are EU/EEA PEPs.

At the end of 2020, the volume of internation@nsactions in resident PEfcounts was
U2, 904. 364 million and t he v oresidenePEPdccointst er n a
was U4,895. 738 million.

During the period under review resident PEPs were subject to six convictions for money
laundering, where the predicate offes were market manipulation, tax evasion, bribery and
abuse of office.

Given the importance of campaign financing, it is necessary to assess the risk of money
laundering in this sector.

Law 334 on the financing of political parties and elections vwaapi@d in 2006. In 2018,
methodological regulations on the application of this law were issued, updated with all new
regulations in force in the EU and recommendations made by GRECO.

Threats:
Criminally funded PEPs can be used to facilitate the manaydering process.

Vulnerabilities:
A Use of donation whose source is unknown (in the case of political parties);
A Defficient application of the control mechanism of the financing activities of a
political party;
A Defficient controls performed in the field BEP integrity;
A Defficient training of civil servants in the field of public procurement.
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"Consultation groups with reporting entities, supervisory and selégulatory bodies organized according to the
methodology applied in this report.
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The risk of PEPs Average Major Picked up

Associated vulnerabilities:
Difficul t identification of PEP, especially close people;
The use in financial transactions of persons close to the PEP;

Associated threat:
Crimes of corruption and similar crimes;

Event description:

Use of PEPs;

Use of bank accounts for internal transfers;
Investing money in the purchase of property.

Risk description:

It's a high risk

Average probability

The consequences are major

Conclusioni PEPs are identified as high risk, are vested with public power or dignity that
provides credibility, whichcould lead to the concealment of suspicions. PEPs may use
corporate assets, third parties, professionals, international fund transfers and international
payment services to conceal the origin of criminal assets.

The risk of terrorist financing throughdhuse of PEPs/public officials is low. This risk is
also kept low by the application of kneyour-customer measures by financial institutions
and by supervisory controls.

Non-resident persons

In Romania, the total number of nrossident individuals i439,502 0ut of which63,591EU
citizens (other than Romaniare)d 75,91honEU citizens

The number of nomesident individual customers in the banks' portfolios amounts to
206,395, representing 1.05% of the total number of customers.

The number omonresident corporate clients in banks' portfolios was 3,739, representing
0.27% of the total number of bank clients during the reference period.

Threats:
Non-resident individualscan open bank accounts or set up companies to recycle money by
externalzing money using foreign transfers and/or cash withdrawals.

Vulnerabilities:
A Impediments to the identification of the beneficial owner in the case of transactions
carried out through the misuse of powers of attorney granted bgesaent persons;
A The possibility to misuse an account a company for a limited period of time
followed by leaving the country, in which case tracing is difficult and involves
additional costs.

Taking into account the analysis carried out for 202820 this report has sivo a low
involvement of nofresident persons in money laundering offenbgsadaptinghe banking
legislation to international standards athdough better enforcement ofthe KYC (Know
Your Customer) rules, the risk of noesident persons using the bargksystem for money
laundering purposes has been considerably reduced.



The risk of non- Average Minor Low
resident persons

Associated vulnerabilities:

74 impediments to th identification of the beneficial owner in the case of transactions carried out t
the misuse of powers of attorney granted by-resident persons;

72 the possibility of misuse of an account or company for a limited period of time, followed by |¢lae|
country.

Associated threat:
Misuse of an account or company;

Event description:
Using a bank account for internal or external transfers;
Using a company for a limited time, then closing/deactivating it

Risk description:

Itis low risk

Moderate probaility
Consequences are low

Conclusion - nonresidents are at low risk, representing a low percentage of all persons
convicted of money laundering. Also, this category of subjects represents a low percentage of
the banks' customer portfolio, which sifycantly reduces the risk of using these persons for
money laundering purposes. Last but not least, another mitigating factor is the additional
KYC procedures applied by reporting entities to snesident persons from higisk
countries.

With regard tothe risk of terrorist financing by nemsidents, we conclude that the
geographical risk is low. This risk is also kept low by the application of kymwcustomer
rules by financial institutions and controls by supervisors.

[ll. ASSESSMENT OF MONEY LAUNDERING AND TERRORIST FINANCING
RISKS BY ECONOMIC SECTOR

The real estate sector

Analysis of the data on money laundering convictibasindicaed that one of the sectors at
high risk of money laundering is the real estate sector (construction, trade dihdpuil
materials, developers and estate agents).

The real estate sector is an emerging sector which has favored its use for laundering
substantial amounts of money. In the period 2PQ80, 16 final sentences were handed
down for money laundering offencesnamitted through this economic sector, with alot
value of 035,787,597.

The main predicate offences generating dirty money were: tax evasion; deception;
embezzlement and fraud against EU financial interests.



The methods used to recycle funds in the real estate sector were internal bank transfers from
resident individuals to resident legal entities followed by cash withdrawals and purchases of
real estate.

In 2020, the construction industigoaredsignificanty compared tothe previous years.
According to data presented by the National Institute atis$ics in 2020, the total volume of
construction work increased by 16% compared to 2019 at a time when the construction
industry in Europe was shrinking as a result of the COY®OPandemic.

In 2020, industrial construction activity recorded the higlggewth (18.5% compared to
2019) in the construction industry. The residential building construction sector also saw an
increase of 17.8%, a trend also observed in previous years. Construdbialk dfstribution
warehouses and industrialildings hasndicatedan increase of almost 11%.

In 2019, tax incentives for construction employees were introduced, with the industry
showing an upward trend. The strong development of the sector recorded in 2019 was due to
the substantial increase in nogsidentia construction of about 11%. In the year, the entire
construction activity increased by 27.6%.

Real estate is a sensitive sector exposed to risks. Regulation of this sector is lax and the fact
that it is an emerging sector means that there are incraasiagelated to money launderers'
access to the sector.

The trade in high value goods allows funds of uncertain origin to circulate rapidly in a poorly
regulated market. This sector ensures anonymity of funds through the use of cash and there
are no proedures to identify the beneficial owner of transactions.

USE OF ACCOUNTS HELD IN ROMANIA BY A RESIDENT LEGAL ENTITY
CARRYING OUT ITS ACTIVITY IN THE REAL ESTATE SECTOR

Description The typology is characterized by the presence of a resident individog
receives, through personal accounts, substantial sums of money f
nonresident legal person, with the justification "invoice value”. The- 1
resident legal person was the beneficiary of large value transfers f
resident legal person, with the fifisation "against consultancy contrac
The resident individual transfers the amount of money received fror,
external party to a resident legal entity operating in the real estate mg

Profile of natura| The resident individal controls the nomesident legal entity and th
person/legal resident legal entity has made a number of transfers to the re
entity individual. The resident individual provides advisory services to the
resident legal person. After the transfer to the resident pegabn, which
is active in the real estate sector, the resident natural person was reg
in the land register with a recently purchased high value real estatg
resident legal entity has consistently recorded losses and the consl
contract wih such a high value is not justified by the financial indical
declared by it.

Indicators (type | - The high value foreign earnings;

specific) - The purchase of a higialue asset;

- External payments with the justification "consideration for consult
contract” initiated by a company facing financial difficulties;




- linking credits to debits on the account of a resident individual.

MECHANISM the use of the accounts of a resident legal person operating in t
estate market;

the use of the accounts afnonresident legal person to conceal
illicit origin of the sums involved;

the use of the neresident legal person's account as a transit accoy

the use of external transfers;
the use of bank accounts;

INSTRUMENT
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Threats:
The real estate stx is used by organized crime groups to launder money obtained from
illegal activities in Romania, especially as a result of tax evasion.

Vulnerabilities:
A specific risk in this sector is the widespread use of cash (starting with the building
materids sector).

Real estate agents and developers have links with other professionals (lawyers, notaries,
accountants, etc.) who pose a risk of misuse by criminals. Numerous contracts and parties are
used in the real estate sector, so it is a complex activatycan facilitate the concealment of

the illicit origin of money. In addition, the amounts involved are significant and allow money
obtained from crime to be introduced into the legal economy

The analysis carried out in the report revealed that tiseaelow level of awareness of the
exposure to money laundering risk of professionals (lawyers, notaries, accountants) providing
specific services in this area.

The level of awareness of money laundering or terrorist financing risks in the sector varies
according to the size of the entity. Thus, small operators are not aware of their exposure to
money laundering and terrorist financing risks, but large companies/those that are part of
international trusts are more aware of these risks and make the neadfsds to apply
AML/CTF legislation.

The lack of coherence of the legal framework in the real estate sector is a major problem.
There is a need for a coherent legal framework across the board. Given the multitude of
entities operating in the sector atié multitude of activities they carry out, a specific legal
framework for each of them is necessary to prevent abuse of the sector.

No. Elements Likelihood Rating (L) Assessment of Risk rating
consequences (C

Real estate sector risk | Average




Associated vulnerabilities:

Use of the underground economy;

Use of cash;

Poor detection of suspicious transactions (accountant, real estate agent and notary);
Poor supervision;

Incoherent legislation;

Associated threat:
Tax evasion related to the reakstate sector

Event description:
Use of resident companies operating in the real estate sector;

Investing money in cash resulting from tax evasion, especially by purchasing construction materials
and paying workers in cash under collaborative contracts.

Risk description:

It's a high risk

Average probability

The consequences are major

The real estate sector is a higbk sector due to the fact that large amounts can be transferred

or invested in this sector and the level of transparency of the sectdatively low. Also,

weak legislation in the sector exposeto a high risk of money laundering. In addition, the
sector involves complex activities from the purchase of property (land), construction and sale
of end products, so a wide range of segyproviders are used, including legal serviceal

estate agent services and financial services. These participants use corporate structures, often
characterized by opacity

The analysis showed that the real estate sector is not used to finaneenterror

Agriculture

In the 20182020 period, the agricultural sector was identified in 11 cases in which final
sentencewvere handed down for money laundering.

The main predicate offences were tax evasion (in 9 cases) and offences against EU financial
interests (2 cases).

In these cases, the money came from frequent domestic bank transfers between resident
natural persons, including persons holding local public office, and the principal method of
obtaining possession of the laundered amount by the &&neficiary was cash withdrawal.

Agriculture has been an important sector of activity in Romania's economy, but in recent
years its share of GDP has declined significantly. In 2020, the agriculture sector accounted
for 4% of Romania's GDPMoreover, as evealed by an analysis carried out by the
Department for Sustainable Development of Romania of the General Seweatéribe
Romanian Government and published in the magazine "Economistul” (no.5(339) of May
2022), Romania is the EU Member State with lighest employment rate in agriculture,
amid the paradoxical manifestation of skilled laltsirortagerevealed at the level of
Romanian farmsAccording to Eurostat, in 2018, 29.4% of Romania's population worked in
agriculture (while in more advanced Eurapecountries in terms of development this
percentage is less than 1.596r example Germany).



From the point of view of the trade balance in the agricultural sector, statistical data from the
NSI reveals that Romania exports raw materials and produttslevw added value and
imports products with high added value, the trade balance thus starting to record a negative
trendsince 2015pnethat hasvorsenedsince thenBased on this situatiomne can cledy
concluce that the major vulnerability of thisector is the use of cash. In rural areas, where
activities in tke agriculturalsector predominate, the banking system is difficult to acmeds

the banking infrastructure is podhusfavoring the soleuse of cash. The widespread use of
cash in the Ronméan economy is a major risk highlighted in the literdtufignerefore the

use of cash can create the possibility of money laundering, while preserving anonymity and
making it impossible to trace funds.

The use of cash in agriculture is facilitated by:
A the use of poorly educated latforcewhosepaymenis made exclusively through the
use of cash;
A the seasonal nature of the work carried out in the agricultural sector, favoring informal
work without an employmentagreemenand pad in cash;
A carrying out he activity in this sector in rural areas where cash is mainly used.

Threats:

The agricultural sector is easy to access by anyone involved in money laundering because of
the intensive use of cash, and banking operations are rarely used, especiallysda ca
involving large companies or purchases of agricultural machinery/land for which cash limits
are imposed by law. In this context, it is easy to get money into the system without
controlling its origin. These financial transactions take place outsideatiiéng system and

can no longer be verified by compliance officers or subject to kymwcustomer measures
applied by financial institutions

Vulnerabilities:
Activity in this sector involves the use of cash labor and even raw materials that afer paid
in cash.

Awareness of the risk of money laundering or terrorist financing in this sector is almest non
existent, with the majority of participants in agricultural activity having a low level of
education.

There are many farms in Romania, but mostheim are subsistence farms. However, large
farms do involve large sums of money for the purchase of land or equipment, which could
facilitate the use of money obtained from illegal activities. It is also well known that in
agriculture, large farms (a srhadercentage of farms) are owned by foreign nationals or
foreign legal entities operating in the sector, which could facilitate the use of foreign funds
without the possibility of obtaining information on the origin of the money or identifying the
real berficiary.

In this area, there are many grants that could be misused by the beneficiary in the absence of
adequate supervision and controls by the authorities.

8

https://www.eba.europa.eu/sites/default/documents/filesiocument_library/Publications/Guidelines/2021/963637/Final
%206 206 206 26 din% 20Ri2uit% 20mL% 20TF% 20Risk% 20Factors.pdf


https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Guidelines/2021/963637/Final
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Guidelines/2021/963637/Final
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Guidelines/2021/963637/Final%20%A0%25%2020%A0%25%2020%A0%25%2020%A0%25%20din%25%2020Revizuit%25%2020mL%25%2020TF%25%2020Risk%25%2020Factors.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Guidelines/2021/963637/Final%20%A0%25%2020%A0%25%2020%A0%25%2020%A0%25%20din%25%2020Revizuit%25%2020mL%25%2020TF%25%2020Risk%25%2020Factors.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Guidelines/2021/963637/Final%20%A0%25%2020%A0%25%2020%A0%25%2020%A0%25%20din%25%2020Revizuit%25%2020mL%25%2020TF%25%2020Risk%25%2020Factors.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Guidelines/2021/963637/Final%20%A0%25%2020%A0%25%2020%A0%25%2020%A0%25%20din%25%2020Revizuit%25%2020mL%25%2020TF%25%2020Risk%25%2020Factors.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Guidelines/2021/963637/Final%20%A0%25%2020%A0%25%2020%A0%25%2020%A0%25%20din%25%2020Revizuit%25%2020mL%25%2020TF%25%2020Risk%25%2020Factors.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Guidelines/2021/963637/Final%20%A0%25%2020%A0%25%2020%A0%25%2020%A0%25%20din%25%2020Revizuit%25%2020mL%25%2020TF%25%2020Risk%25%2020Factors.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Guidelines/2021/963637/Final%20%A0%25%2020%A0%25%2020%A0%25%2020%A0%25%20din%25%2020Revizuit%25%2020mL%25%2020TF%25%2020Risk%25%2020Factors.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Guidelines/2021/963637/Final%20%A0%25%2020%A0%25%2020%A0%25%2020%A0%25%20din%25%2020Revizuit%25%2020mL%25%2020TF%25%2020Risk%25%2020Factors.pdf
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Guidelines/2021/963637/Final%20%A0%25%2020%A0%25%2020%A0%25%2020%A0%25%20din%25%2020Revizuit%25%2020mL%25%2020TF%25%2020Risk%25%2020Factors.pdf

The underdeveloped banking network in rural areas is a determining factor in the widespread
useof cash in this area.

Accounting in this sector allows for the use of cash, and these transactions are based on legal
documents completed by individuals and are bank supporting documents.

Elements Likelihood Rating (L) Assessment of Risk rating
| consequencesd)
Risk in the agricultural | High Moderate Average
sector
Associated vulnerabilities:
Use of cash;

Lack of detection of suspicious (accounting) transactions;
Poor supervision in terms of accessing funds from the European budget or the natarbudget;

Associated threat:
Tax evasion related to agriculture

Event description:

The use of enterprises operating in the agricultural sector;

Use of foreign capital;

The investment of cash was the result of tax evasion, especially through the purcha$enaterials and
payment of workers.

Risk description:

It is a medium risk

High probability

The consequences are moderate

The agricultural sector presents a medium risk, mainly due to the use of cash and the
possibility of accessing subsidies from tB& or the national budget that are used for
purposes other than those for which they were granted. In addition, awareness of the risk of
money laundering through the sector is limited.

The rural population is the main participant in the activities efagricultural sector and the
structure of rural society in Romania is not suitable for financing terrorist acts.

The analysis showed that the agricultural sector is not used for terrorist financing.
Oil and natural gas trading sector

In the period20182020, 7 final convictions for money laundering were handed down in the
oil and gas sector.

In the cases mentioned above, the main crime that generated the money laundered was tax
evasion.

The recycling methods used were internal and external bankfers, followed by cash
withdrawals.

Historically, the oil and gas sector in Romania has made a substantial contribution to gross
domestic product (GDP), but in the current period this contribution has started to decrease
due to several factors (e.geclining reserve replacement rates). Following the trend to



replace fossil fuels with alternative fuels (renewable energy), the role of this industry is
continuously decreasing.

Between 2007 and 2019, the total impact of oil and gas companies apéandtie economy
was around 5.9% of GDP.

Even in this context, the fuel trade is extremely attractive to money launderers due to the fact
that these products are subject to excise duty and taxes, which allows them to obtain a
substatement of the salemducts without paying these taxes and duties and to reinvest the
profits obtained illicitly in this sector as well.

The sale of petroleum products involves the collection of additional taxes and other excise
duties, which makes it easier for tradergngage in tax evasion, a trend also identified at EU
level.

USE OF ACCOUNTS HELD IN ROMANIA BY LEGAL ENTITIES
RESIDENCES FOR THE RECYCLING OF MONEY OBTAINED FROM CRIMES IN THE
MARKETING OF PETROLEUM PRODUCTS

Description . : :
The typology is characteed by the presence of a group of resident |

entities which have received amounts in the order of tens of millions of
from nonresident legal entities with the justification "Invoice countervalue
petroleum products”. The resident legal perswese coordinated by ner
resident individuals from the same jurisdiction as the-msident lega
persons. Once the money was received, it was immediately transferred
Asian jurisdictions

Profile of natural Non-resident legal @rsons have been involved in tax evasion involy
person/legal entitpetroleum products in the jurisdiction in which they are registered. The re
legal persons did not carry out a real economic activity and the object o
activity was the marketing of petroleumopucts. The accounts of the resid
legal persons were used for the transit of the illegally obtained sums. Re
legal persons also failed to submit the tax declarations required b
legislation in force

- highrvalue forégn receipts and payments made repeatedly;

- correlation of the credit with the debit of the accounts of res

companies;

Indicators (type

specific) - information regarding the involvement of rogsident legal entities in the
crime of tax evasion in the sale of petroleum products
A using the accounts of resident legal entities to carry out oper
MECHANISM involving amounts from untaxed commercial activities;

A using accounts belonging to legal entities to transfer mon
jurisdictions in the Asian area;




A the use oEompany accounts as transit accounts
INSTRUMENT A the use of external transfers;

A use of bank accounts;

Threats:

Organized crime groupsould use the sector to hide the illicit origin of money, as the
commercial operations carried out in thistee involve large sums of money. Also, the
contracts used in this economic sector are complex contracts which most of the time have an
extraneous component, making it difficult to trace the money

Vulnerabilities:

A the involvement of large sums of money;
A the possibility of avoiding payments to the state budget involving substantial amounts;
A the awareness in this sector is almost absent,
A the involvement of an element of foreignness. In most casesHofe jurisdictions"
are involved;
A the poor quality odack of controls by state authorities regarding tax and money
laundering regulations.
A there are many cases of smuggling in this sector.
Elements Probability assessment (IT) Assessment of consequences (( Risk rating
The risk in the oil products | Average Moderate Average
and natural gas marketing
sector

Associated vulnerabilities:

Use of electronic transfers;

Use of Internet banking services;

Deficient/gap checks performed by the tax authorities.

Associated threat:

Fiscal evasion in the sector ahe marketing of petroleum products, oil and natural gas;
Smuggling

Event description:




Use of resident companies in the oil and natural gas trading sector.
Money collected from abroad through external transfers;
Use of ghost companies.

Risk descriptbn:

It is a medium risk

Average probability

The consequences are moderate.

The oil and gas trading sectothas a medium risk and the most common predicate offence
was tax evasion. Sometimes this sector is linked to smuggling of goods and the amounts
involved are substantial.

The oil and gas trading sectoiis not attractive for terrorist financing, due to the fact that all
transactions are carried out through the banking system, which is well aware of the risk
involved in highrisk jurisdictions and whit has implemented adequate KYC measures. In
conclusion, the risk of terrorist financing is classified as low.

Commercial activities
In the trade sector, 17 cases of money laundering offences were identified and the predicate
offences identified in thabove cases were tax evasion, fraud and embezzlement.

Tax evasion is the main predicate offence in the trade sector.

The trade sector in Romania accounts for 18% of the Gross Domestic Product (GDP), worth
RON 189,200 million, which shows that it is amgortant economic sector offering the
possibility to recycle substantial amounts of money.

E-commerce experienced significant growth during the CO¥®Dpandemic. In 2020, this
sector has seen the highest growth, with Romania ranking first among theesoahSouth
East Europe, which has led to the use of this sector by money launderers.

According to a study published by the renownembmmerce platform Ecommerce Germany

News, 15 million consumers in Romania shop online. They surf the Internet fart &o

hours and 21 minutes on average per day. Of the 15 million people, 11 million are active
users on social media platforms, 98% of whom access these platforms from their mobile
phones. The European@mmerce Report 2022 (prepared by the Centre for édrisight

of the University of Applied Sciences in Amsterdam at the request of Ecommerce Europe and
EuroCommercg® reveals that in Romania;ceo mmer ce turnover i s esti
in 2021, up 11% compared to 2020, and the sector is expectedl grby 13 % t o (07
in 2022.

In practice, ecommercespecific transactions in Romania accounted for almost half of the
Eastern European total in 2021, estimated at

E-commerce accelerates high value transfers due to the predominaftin®enet banking

and online card payments. At the same time, these payment instruments offer the advantage
of anonymity in terms of the beneficial owner of the funds transferred and anonymity of the
source of funds.

® https://lecommercegermany.com/blog/europeascommerceoverview-Romania
10https://ecommerceeurope.eu/Wpcontent/uploadf/?()??l()t‘SSCM|2022_FuIIVersion_LIGHT_v2.pdf
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Threats:

Money launderers could usigis sector to hide the illicit origin of money, taking advantage of

the anonymity and speed of transactions in this sector.

Vulnerabilities:

AThe use of complex structures, including shell companies, to develop business

activities;

A The use of account®mpanies established in higisk jurisdictions in commercial
activities;

A The use of inactive companies;

A The use of newly established or recently reactivated companies used in commercial

activities with a high volume and significant values;
A The use of INTRNET banking payments in@mmerce to avoid interaction with
bank officials and to avoid the use of supporting documents.

Elements Probability Assessment of Risk rating

assessment consequences (C)
(i

The risk in the Average Moderate Average
trade sector

Associated vulnerabilities:

Use of external transfers;

Use of Internet banking services;

Use of a newly established or recently revived company engaged in higblume, high-
value commercial activities;

Use of "ghost" companies.

Associated thrat:
Tax evasion, fraud and misappropriation of funds;

Event description:
Using resident companies for fraudulent money transfer;
Cash withdrawal of fraudulently obtained money.

Risk description:

It is a medium risk

Average probability

The consequences@ moderate.

The trade sectorpresents a medium risk due to the fact that most companies or authorized
individuals are registered in the national trade register and hold bank accounts, in both cases

the business entities are under the supervision ofdhgetent authorities. Moreover, the

vast majority of commercial operations intersect at some point with the banking system, and
are supported by the performance of finanbi@hking operations, which leads us to the

application of knowyour-customer rule within financial institutions, these operations
falling under the scope of oversight by financial institutions

The trade sectoris classified as low risk from the point of view of terrorist financing for

the reasons mentioned above.



IV. ASSESSMENT OF MONEY LAUNDERING AND TERRORIST FINANCING
RISKS BY FINANCIAL SECTOR/PRODUCT

4.1. General conclusions of the sectoral assessment

The banking sector presents an average residual risk, mainly due to the most complex
and mature control environment compared torés¢ of the obliged entities.

The overall risk of the nebank financial institutions (leasing/lending) ssdctor is
low due to the limited nature of the products, the low geographical coverage and the fact that
most entities have resident clients inithportfolio and offer low value leases and loans.

The subsector of institutions issuing electronic money presents an avbiglyeisk.
The classification in this level of risk was due to the identified deficiencies.

The payment institutions stdectorwas assessed as mediagh risk, mainly due to
the identified weaknesses.

The emoney distributors/paying agent sséctor is considered medidnmigh risk due
to the lack of oversight tools, the number of agents and the lack of a culture of compliance.

With regard to financial instrument intermediaries, investment agents/delegates,
investment fund management companies, as well as financial instrument depositories, it was
found that these entities present an average residual risk of being used forpitee mfr
money laundering. At the same time. It appears that financial insurance institutions present an
average risk of being used for money laundering purposes (for life insurance and unit
link/annuities).

The sector of pawnbrokers (ntyank financial istitutions registered in the National Bank of
Romania’s register) and ndank financial institutions (registered exclusively in the National

Bank of Romania's general register and not having the status of payment institution or
electronic money institutiy present a medium risk of being used for money laundering
purposes, as does the foreign exchange sector. At the same time, the mutual aid houses sector
(nonbank financial institutions registered in the National Bank of Romania's register)
presents a lowisk in terms of money laundering threat

The gambling services provider sector presents a high risk of being used for money
laundering purposes, both in terms of casinos {lzaskd or online) and online gambling. For
gambling service providers (lafihsed) and slot machines (labdsed), the risk level is
medium.

Professionals such as lawyers, notaries, chartered accountants and accounting experts as well
as tax consultants are exposed to a medium risk of being used for money laundering, whereas
othe professionals such as auditors and appraisers are at low risk.

The level of money laundering threat related to legal professionals is also considered to be
medium for insolvency practitioners and low for baliliffs.

The level of money laundering thre@ated to the services provided by management and
business advisory professionals is considered high.



Providers of services to companies or trusts, other than those referred to in points (e) and (f)
of Law 129/2019, present a high risk of being used foney laundering purposes.

The level of money laundering threat related to real estate agents and developers is
considered high and persons trading art present a medium risk.

Providers of virtual currency and fiat currency exchange services and proofdéigtal
wallets present a high risk of being used for money laundering purposes.

Sector of financial entities supervised by the National Bank of Romania
4.2.1. Overview of the sector
Entity Categories

The National Bank of Romania (NBR) has ersiVe responsibility for riskbased supervision

and control of compliance with the legal framework on preventing and combating money
laundering and terrorist financing by the following categories of financial institticmest

carry out their activity antlave a physical presence on the territory of Romania:

a. credit institutions: Romanian legal entities and branches of credit institutions of
foreign legal entities (35 entities: 23 banks, 2 housing savings and lending banks, a
credit cooperative organizatiand 9 branches of credit institutions from other states
limbs);

b. payment institutions: (9) Romanian legal entities and (2) branches of payment
institutions from other member states (11 payment institutions in total);

c. electronic money issuing institution@) Romanian legal entities and (3) branches of
electronic money issuing institutions from other member states (a total of 5 electronic
money issuing institutions);

d. nonbank lending/leasing financial institutions (NBFI) registered in the Special
Register: (74 entitiesi of these, 4 institutions are also authorized as payment
institutions, and one is also authorized as an electronic money issuing institution).

In the case of the institutions referred to in points (a) to (¢) Romanian legal persons, the NBR
shall also have the power to supervise and control the activities carried out by them directly
in the territory of another Member State.

In addition to this full supervisory competence, the NBR supervises, as host supervisor, on a
risk basis, whether thactivities carried out through agents and distributors in Romania of
electronic money issuing institutions and payment institutions from other Member States
comply with the legal requirements on the prevention and combating of money laundering
and terrorst financing.

The banking system is the main player in the financial system with the largest market share
and also offers a much wider range of financial products and services with the best
international interconnectivity.

Regstered at the end of 2020;



Supervisory skills and took

It is important to underline, in order to understand the approaches and tools used by the
Central Bank in its capacity as a supervisory authority in the field of preventing and
combating money laundering and terrorist financing, that the NBR is emgadWwgraw only

to verify compliance of the supervised entities with the provisions of the legal framework on
the prevention and control of money laundering/terrorist financing, without actually having
any tasks related to the analysis/investigation of molaindering/terrorist financing
cases/transactionsn these circumstances, the NBR is not legally empowered to receive
Suspicious Transaction Reports (STRs) from supervised entities, as these tasks are related to
the NOPCML. Consequently, the guidancetib@ ML/TF typologies that may be developed
internally by the NBR is largely based on information received from other authorities
receiving, analyzing or investigating such information/cases and/or from external public
sources.

The main supervisory actis carried out by the NBR on supervised institutions aim to
determine whether:

(a) the risk assessment methodology and its implementation adequately cover all
categories of customers, products and services, distribution channels, geographical
areas, as well athe overall activity of the supervised institution and that they are
sufficiently documented and updated, whenever necessary;

(b) specific control systems and procedures are in place to verify that its own risk
assessments are relevant and comprehensivefajgteoand that the results of related
audits are communicated to management and followed up with appropriate corrective
actions;

(c) its own risk management policies and procedures are appropriately linked to the
determination of the set of customer due éiige (CDD) measures applicable to each
client;

(d) the rules are applied effectively and the way they are applied is not formal in the sense
that they are not only aimed at avoiding legal risk by ticking certain requirements, but
fulfil the purpose of the fiel of preventing and combating money laundering and
terrorist financing to ensure appropriate preventive measures;

(e) the identification of customers/actual beneficiaries is carried out in accordance with
the requirements of the regulatory framework;

() financial institutions do not initiate a transaction when they have not been able to
apply all knowyour-customer measures/establish the legitimacy of the purpose and
nature of the business relationship/manage the risks;

(9) financial institutions shall have arrangertsem place for regular verification of both
the veracity and adequacy of information held on customers, including the beneficial
owner, commensurate with the level of risk associated;

(h) financial institutions apply, in addition to standard kageur-custome measures,
additional knowyour-customer measures in all situations which, by their nature, may
present an increased risk of money laundering or terrorist financing;

(i) financial institutions conduct adequate, documented and formalized monitoring of
transations and business relationships to detect unusual or suspicious transactions;

() financial institutions submit a suspicious transaction report to the NOPCML whenever
there are grounds for suspicion (based on analysis of samples and red flagged
transactions);

(k) financial institutions implement effective and appropriate IT systems covering all
financial activities, the entire customer portfolio and all transactions that pose
associated money laundering or terrorist financing risks and monitor, collect and



analyzedata on money laundering and terrorist financing risk to facilitate appropriate
internal and external reporting;

() financial institutions shall designate persons with responsibilities for the
implementation of artmoney laundering and combating terrorigtahcing and
money laundering requirements and the nature and limits of the responsibilities
assigned;

(m) financial institutions shall ensure regular training/verification of employees
accordingly, establish and document appropriate standards in the rentytoeess;

(n) the requirements of Regulation (EU) No 847/2015 on transfers of funds are properly
implemented.

In this context, information collected by the NBR in relation to suspicious
activity/transactions may only arise if something is detected inrthlysas of the sample of
transactions/customers used for the compliance check. It is important to emphasize that such
a detection may be a potential outcome of the verification, but not an aim, given the role of
the supervisor as defined by law and thg fiercentage of transactions that can be reviewed
by the supervisor compared to the total volume of transactions conducted by a
bank/institution.However, if the NBR, in the exercise of its specific duties, discovers facts
that could be related to monewtalering or terrorist financing, it immediately informs the
NOPCML, but without being involved in further analysis or knowing whether suspicions
have been confirmed, also taking into account the time horizon required to go from suspicion
to a final convidbn, the evidence that could/could not be obtained, etc.).

The NBR, as Romania's central bank, is both the supervisory authority in the field of
preventing and combating money laundering and terrorist financing and the prudential
supervisory authority fothe categories of financial institutions listed above (with the
exception of the prudential supervision of branches of institutions in other Member States).
Complementary to its supervisory activity, the NBR, as licensing and prudential supervisor
(in cooperation with the Money Laundering and Terrorist Financing Prevention and
International Sanctions Supervision Service), verifies the fulfilment of fit and proper criteria
for shareholders, beneficial owners and members of governing bodies, includingacompl
officers® The supervised entity/acquirer must provide the NBR, in a timely and accurate
manner, with all information necessary for the assessment of fit and proper in all cases (new
appointments, changes in circumstances, changes in role, ete.supbrvision of fit and
proper criteria must prevent persons who would pose a risk to the proper functioning of the
governing body from entering or continuing their role in the first place when a fit and proper
issue has arisen. In order to grant autfation to a Romanian legal person credit institution,
the NBR must be informed of the identity of the shareholders or assocratigal or legal
persons- who will hold, directly or indirectly, qualifying holdings in the credit institution
concerned, andf the value of these holding$he NBR shall grant authorization only if,
having regard to the need to ensure the sound and prudent management of the credit
institution, it is satisfied as to the suitability of such persons. Any potential acquiregiskall

prior written notice to the NBR of any proposed acquisition, indicating the target threshold
for capital ownership and providing all relevant information required by lavarder to
assess the quality of the persons and entities involved in ordelateghe submitted

1%Government Emergency Ordinance No 99/2006 on credit institutions and capital adequacy, approved with
amendments and additons by Law No 227/2007, with subsequent amendments and additions;
NBR Regulation No 5/2013 on prudenti@quirements for credit institutions, as amended and supplemented, which
includes the provisions of the Guideline on the assessment of the suitability of members of the management structure
and key persons (EBA/GL/2017/12);

NBR Regulation No 12/2020 onetlauthorisation of credit institutions and amendment of their statutes.



authorization project, upon request of the NBR, the NOPCML shall provide information on
the risk of money laundering or terrorist financing in relation to the persons or entities
concerned. Other authorities are also consulted and iatmmis obtained from public
institutions in Romania and from other national and international supervisory authorities

The NBR rejects an application for authorization if it is not satisfied as to the suitability of
the shareholders, the beneficial @ss) the directors and/or managers of the credit institution
because the reputation, honesty and integrity of the person or their professional expertise are
not appropriate to the nature, scale and complexity of the credit institution's business or are
not consistent with the need to ensure prudent and sound management

The NBR assesses the suitability of the potential acquirer against a number of criteria,
including its reputation, i.e. its integrity, reputation, professional competence and experience
of any person discharging managerial and/or administrative responsibilities within the credit
institution as a result of the proposed acquisition and whether there are reasonable grounds to
suspect that a criminal offence or attempted criminal offence oéynlanindering or terrorist
financing has been committed in connection with the proposed acquisitithins respect, the

NBR applies the Joint Guidelifieon the prudential assessment of acquisitions and increase
of qualifying holdings in the financial see¢ JC/GL/2016/01, which harmonizes the
conditions in the EU under which the potential acquirer of a holding in a financial institution
is obliged to notify its decision to the competent authority responsible for prudential
supervision. The assessment aried out in accordance with the relevant provisions of the
sectoral directives and regulations which require as a condition for the granting of
authorization that the persons who will run the institution are "fit and proper" on the basis of
the documentsprovided, information requested from the NOPCML, other supervisory
authorities, previous employers, etc

The assessment of the suitability of these persons shall be carried out in accordance with the
EBA Guidelines on the assessment of suitability ohvoers of the management structure
and key persons.

The same approach, based on specific legislation, applies to all other categories of financial
institutions supervised by the NBR.

The supervisory model in the area of prevention of money launderthtgaorist financing

used by the NBR for entities supervised for prudential purposes is characterized by the so
called external model, as classified in the material entitled "The Economic and Legal
Effectiveness of Anti Money Laundering and Combating drest Financing Policy Final
Report™* carried out under a project funded by the European Commission. The main
advantage of this model is the existence of sound sectoral knowledge. Thus, within the NBR,
since 2009, in order to improve the specialization tangeting of inspections, a specialized
structure has been created within the Supervision Directorate, now called the Service for the
Supervision of the Prevention of Money Laundering and Terrorist Financing and the
Application of International Sanctions.

rhe common guide of the European Supervisory Authorities (European Banking Authority, European Authority for
occupational insurance and pensions and the European Securities and Mgriuthority);

¥ http://www2.econ.uu.nl/users/unger/ecolef_files/Final%20ECOLEF%20report%20(digital%20version).pdf

Z "The final report on the economic and legal edictiveness of the policy to combat money laundering and
financingterrorism"
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The structure of the National Bank of Romania specialized in the field of prevention of
money laundering and terrorist financing cooperates internally and benefits from technical
assistance, as appropriate, from other relevant departments, such egahBitectorate, the
Regulatory and Authorization Directorate, the IT Services Directorate, etc.

Continuous assessment of ML/TF risks

Since 2017, the NBR has initiated a risk assessment process to estimate the risk of supervised
entities. Each institudn is assessed on the basis of a process that involved analyzing the
information received through the questionnaire sent to supervised entities for this purpose,
correlated with the findings of inspections and%fé monitoring activities. These ratingse

used for the annual planning of-site supervision in the area of prevention and combating
money laundering and terrorist financing.

Both exogenous risk factors for the sector and endogenous risk factors intrinsic to the sector
under review are tan into account. Various questionnaires, sent out each year to address
new issues, have provided an opportunity to update the view of the sector artheaisthe
information provided. The overall picture is adjusted on the basis of the exchange aftrelev
information (a continuous cooperation with the prudential supervision services as they are
part of the same directorate), with particular emphasis on operational risk and internal control
weaknesses. In fact, in recent years there have been cases thdesepervisory and
evaluation process the assessment of SREP by prudential supervisdrave been
influenced by the risk of money laundering and terrorist financing, an issue that has just
started to be formalized at EU level. In addition, there achanges of information with
NAFA and NOPCML. In accordance with the provisions of the legal framework in force, the
NBR cooperates with all competent national authorities.

Annually, based on the results of the risk assessment at the secsmtdsutienty level
covered by supervision, the NBR reviews and, where appropriate, revises the objectives of
the supervisory actions so that they are appropriately calibrated.

From 2020 onwards, the questionnaires used have been designed separately for-each sub
sector, distinguishing between different types of financial institutions.

These questionnaires, in addition to providing the NBR's supervision with a picture of the
system itself, provide crosshecking information to identify how supervised entities ngana
perceived risk and the level of effective understanding of the requirementsly to assess
compliance, but also the quality of entities' antiney laundering and astgrrorist financing
policies and procedures, as well as risk appetite. Supgnasaff come from different areas
such as prudential supervision, compliance or other departments specializing in different
internal control functions within commercial banks, the NCBPBS, the specialized police unit
on economic crime investigation, etc

According to the latest version of the supervisory procéflimethe area of prevention of
money laundering and terrorist financing (November 2021), the strategy has been improved
to increase the efficiency of the use of resources. Thaiteffcomponenof the NBR's
AML/CTF Service is mainly responsible for the elements taken into account in the risk

15SRER Supervisory Review and Assessment Process

160n the supervisory review and riskased assessment of credit institutions, nebank financial institutions, payment
institutions and electronic money institutions in relation to their exposure to money laundering, terrorist financing and
international sanctions risk



profile, such as the business model or the analyses of banks' internal procedures, while the
onsite structure carries out the checks to be performesiten

Off-site assessments are not limited to the monitoring of key risk indicators, sources taken
into account when updating the risk profile of financial institutions include negative media
reports, complaints, referrals, new products or new alternatiamnets launched by
supervised institutions, changes in their business strategy, information from internal or
external audits of supervised entities, information from NOPCML/other authoBassd on

this data, internal assessments are issued with pileplesafurther action (e.g. drafting a
supervisory report, requesting additional information and documents from the bank or other
institutions (if the information reveals risk factors related to other institutions, setting up
meetings with key staff, takinthe findings into account when updating the individual risk
profile and so on).

Three strategic priorities have been defined for 2021, the first two of which are included in
the objectives of each planned supervisory action for 2021:

1. Implementation of the current AML/CTF regulatory framework/international
sanctions enforcement by supervised institutions and recommendations transmitted to
the system during 2020, including from the perspective of ML/TF/international
sanctions evasion risks generated y@©OVID pandemie,with 3 components:

A The Assessment of the methodology for conducting and updating the risk
assessment implemented by the supervised institutions, how it is implemented,
and the policies developed to manage and mitigate the risk of money
laundering and terrorist financing and circumvention of international sanctions
to which the institution is or could be exposed, respectively;

A The assessment of how the recommendations submitted to the system were
implemented in 2020;

2. Verification of theimplementation of the provisions of Regulation (EU) 2015/847 of
the European Parliament and of the Council of Ma§', 28015 on information
accompanying transfers of funds and repealing Regulation (EC) No 1781/2006,
management of the ML/TF risks associatgth increasing digitization, adoption of
FinTech/new technology solutions, increasing cybercrime during the pandemic and
weaknesses in the IT systems used in the Know Your Customer business, prevention
of money laundering with 3 components

A The assessemt and implementation of the digitization strategies and their
impact on business models and implications on internal governance and
internal control system (establish a sound and effective governance culture of
ML/TF risks associated with implementatioof digitization strategies,
adoption of FinTech/new technology solutions, the rise of cybercrime during
the pandemic and the weaknesses of IT systems used in the KYC, ML
prevention and countgerrorism financing business and a robust internal
control sysem, in particular in terms of risk assessment, accurate customer
identification and quality of data collected at the time of business relationship
initiation, established KYC measures and transaction monijoring

A The assessment of the ML/TF risks assodiatéth digitization projects to
enable remote access for both individual and corporate customers and to
provide digital services and solutions;

A The MU/TF risks arising from reliance on digital and remote solutions to
conduct dayto-day operations and prale services to customers.



3. Raise awareness of emerging risks, i.e. new ML/TF/bypassing international sanctions
typologies, in the context of a potential new economic crisis and with a view to
updating risk assessments accordingly.

A Work with supervised ingutions, NOPCML and judicial bodies to identify
and raise awareness of emerging risks, i.e. new ML/TF/bypassing international
sanctions typologies, in the context of a potential new economic crisis and to
update risk assessments accordingly.

These actins aim to identify the most important sources, causes, risks and interdependencies
between them in order to provide a thorough understanding of the sect@ecsob and
financial entity being supervised, to adjust the strategy, not only in terms aWisopg
actions, but also to make proposals for changes to the regulatory framework, procedures and
regulatory tools.

Inherent money laundering/terrorist financing risk factors

The risk assessment in this regard is consistent with the requiremerite agkbased
approach in line with GAFI (FATF) Recommendation 1.

With regard to inherent risk factors, a distinction is made between exogenous and
endogenous risks/vulnerabilities, with NBR supervision being able to influence only the
second category iorder to increase the resilience of financial institutions. Resilience/risk
mitigation measures relate to the effectiveness of available policy instruments to prevent
money laundering and terrorist financinbhis refers both to the content/scope of pplic
instruments and the implementation of these instruments (existence of policies, controls and
procedures in place to adequately manage identified money laundering and terrorist financing
risks commensurate with the nature and size of the reporting emitrcerned). Resilience

can determine the likelihood of occurrence of threats and the extent of their potential impact.
The principle is the greater the resilience/risk mitigation measures, the better the threats will
be addressed. While inherent rigictors and sometimes vulnerabilities consist of factors that
are relatively insensitive to policy changes, the resilience element comprises factors that can
be influenced. In fact, the purpose of risk assessment is to support specific policy decisions
and the implementation of those decisions that can help prevent the occurrence of money
laundering and/or terrorist financing

The approach combines qualitative and quantitative information and professional expertise.
Data was collected from a variety ofémbational and national sources (public and private),
including international studies and reports, statistics and data not publicly available from
surveillance work. This was complemented by expert advice through regulateyyh
interactions with the dborities concerned and the private sector to enrich the findings. In
line with a conservative approach, risk assessment was considered better where statistics or
detailed knowledge were lacking. Where appropriate, a lower level of granularity is applied
for a subsector level assessment

Regarding the presence of illicit funds in the financial landscape in Romania, based on the
responses received from the inspectors general of the NBR's Money Laundering and Terrorist
Financing Prevention and Internatibridanctions Enforcement Service, who, using their
professional assessment and opinion, expressed their views to estimate the threats and
vulnerabilities related to the supervised sector and based on the responses to questionnaires
received from the supered entities, the following conclusion can be drawn



In addition to the threats and vulnerabilities already outlined in the NRA, the sector
supervised by the NBR is exposed to money laundering and/or terrorist financing risks
arising from the followingnherent factors:

the nature of products offered to customers; (banks and payment institutions)

the geographical area covered; (banks and payment institutions)

the variety of products offered to customers (banks);

the heterogeneity of the customer pordpl

the increasing speed of access to services (banks, Pls, EMIIs);

the rapid development of new products and distribution channels, under pressure from
FinTech;

the ongoing changes in ML/TF trends and typologies (banks, Pls, EMIIs); and

the difficulties gnerated, in some cases, by GDPR, in relation to certain customers in
terms of updating KYC information;

ToTo o T o Do I Do

The threats of money laundering and terrorist financing are different in nature and this is
taken into account, so the NBR has taken steps to comshuimprove awareness of all
legal obligations related to this risk. It should be noted that both the findings of the
supervisory activities and the information received from other authorities and available
intelligence did not indicate a major threathe financial sector supervised by the NBR

In order to identify terrorist financing risks/related vulnerabilities in NBR inspections, data
are requested on crebsrder transactions, occasional transactions (remittances) and sample
checks are carriedub on transfers to and from higlsk jurisdictions, online transactions
from PIs located in highisk countries, customers who repeatedly transfer or cash small
amounts of money to/from different persons associated withrisgltountries, NGOs, etc

Surveillance activities assess the scenarios implemented for monitoring transactions, how
parameters are set in the screening application and perform effective detection tests to ensure
that the scenarios are tailored to the customer portfolio and typmaofcial institution
assessedAlso, as part of this activity, both the internal control systems related to the
management/filtering of suspicious transaction alerts as well as the analysis performed by
compliance staff for closed alerts (without STRs)identify potential instances of nen
compliance are subject to review. These checks under the NBR's legal powers were more
focused on assessing the functioning, efficiency and coverage of the systems in general, and
not on specific transactions, as the cainbank does not play an active role in any
investigation.

In conjunction with the supervision and monitoring activities, in order to support reporting
entities in fulfilling their legal obligations, the NBR regularly sends risk awareness letters to
the system related to red flags/indicators such as the use of terms in transaction details,
identification of beneficial owners, derisking, risks posed by straw men used in company
formation, opening of bank accounts and processing of transactions, as well resks
related to offshore companies

Subsequently, during inspections, the measures implemented as a result of these disclosures
are checked. Targeted financial sanctions (TFS), the listing of organizations and individuals
under an international coterterrorism sanctions regime, is one of the preventive measures
against terrorist activities (and also those related to the financing of nuclear proliferation).



In addition to the prevention of terrorist financing through the use of the international
sanctions list, another means / component is the implementation of the requirement set out in
the NBR Regulation No. 2/2019 on preventing and combating money laundering and terrorist
financing to establish, for all customers and for all transactions, tegardf their risk
categories, systems to detect complex and/or unusual/suspicious transactions, including from
the perspective of how transactions are carried out in relation to the customer risk profile
determined by the institution, using metrics and dels, aimed at detecting any
circumstances/elements that may raise questions about the nature, purpose or motivation of
the transaction, such as the existence of certain anomalies compared to the customer profile
(the analysis of the CTF domain from thegpective of the sector supervised by the NBR is

also presented in the final part of this document).

Overview of ML/TF threats

The matrix used for the sectoral assessment:

Threat factors Low threat Medium threat High threat
ACCESSIBILITY Difficult - it is difficultf Moderate Easy
e.g., to access and/armay| Reasonably accessibl Widely accessible
accessibility and
relative cost cost more than oth and/or a and available throug
options. viable option from the| a Imodest mean
financial point of view| and/or at relatively
low cost
EASE OF USE e.qg,| Difficult Moderate Easy
technical knowledg¢ It requires  morg Requires moderate | Relatively easy to use
and/or expertise and | planning, knowledge | plannirg; technical little planning, little
necessary support and/or technical knowledge and/or knowledge and/or
expertise than othg expertise. technical expertise
options. required compared to
other options.
THE DISSUASIVE | Significant Limited measures of | Reduced (weaker)
EFFECT e.qg, Discouragement discouragement and | Limited or it doesot
existence of AML| measures controls havea certairn work as intended.
and/or other barriers i and controls exist an¢ effect deterring the
the way are reasonably criminal use of the
abuse effective to discourag service.
ML/TF.
DETECTION Likely Limited Difficult
e.g.,capacity of to| A range of money A number of money | Detection is difficult
identify and report to th laundering methods il laundering methods c{ and there are fey
authorities visible and detectable be identified but the | financial or other
ML/TF reporting is indicators of
transactions/activities limited and large suspicious activity.
volumes of fund flows
limiting detection.




INTENT

€.g,

attractiveness
perceived for money
laundering throuly this
system

Low

perceived as relativel
unattractive

and/or unsafe.

Moderate
Perceived as being
of moderate
attractiveness

and/or quite
safe.

High

Perceived as
attractive and/or
safe.

This matrix is useful for assessing and differentiating seetodsdifferent products/services
which, due to their characteristics, present a higher risk/opportunity for certain criminal
activities. However, the results are presented in a broader picture, including information from
surveillance actions, typologiedce

According to the classification in the matrix above, the overall picture of the financial sector
supervised by the NBR shows that it offers accessibility at a reasonable cost, which increases
risk. However, the size of the system and financial fleaguite small at EU level, so large
amounts are easy to detect. Also, the accessibility in terms of the international network and
complex products cannot be compared to that offered by international financial.centers

From this point of view, the bankgnsystem is reasonably accessible and a financially viable
option, which is a medium threat. In terms of ease of use, it requires moderate levels of
planning, knowledge and/or technical expertise, so is also considered a medium threat.
Suspicious transacins illustrate that the average criminals do not use the banking system for
laundering or transferring, as such transactions are usually the result of the actions of
international networks specialising in internet fraud, etc.
Deterrent measures and cotfdgr@are in place and reasonably effective and significantly
discourage money laundering, which is a factor that reduces the overall risk. High level of
know-your-customer requirements, documentation and formalities, continuous updates and
monitoring, combied with a predominantly domestic customer base, reduce the possibility
of abuse

The high share of STRs from the financial sector supervised by the NBR (predominant in the
total number of STRs) illustrates a good capacity to identify and report mon&etagto

the authorities, so that detection has a low threat impact. As a result of the NBR's focus on
verifying transactions that have been flagged by IT systems or that have posed a high risk on
customer samples, on scenarios for detecting suspicitivgyaon the quality of suspicious
transaction analysis, on the adequacy of training received by employees of regulated entities
under NBR supervision, etc., the number of STRs reported by the sector has increased in
recent years, as has the number ohrte STRs (submitted prior to the transaction taking
place). According to the NOPCML report for 2020
(http://www.onpcsb.ro/pdf/rapact2020.pd2020 also saw an 81.63% increase in the number

of casesthat had transactions suspended (compared to 2019), due to an increase in the
number and quality of eante STRs

Thus, there is an intention to use financial services. However, due to the factors explained
above, it is perceived as moderately attractand/or quite safe. Among the ssdrtors
supervised by the NBR, it can be observed that thessator of norbank lending/leasing
financial institutions presents the lowest risk of money laundering/terrorist financing. This is
due to the fact that theustomer portfolio is almost entirely made up of residents and the
amounts processed through these financial institutions are quite small, and due to the nature
of the products offered (loans, leasing). Although in other countries loans have been used for


http://www.onpcsb.ro/pdf/rapact2020.pdf

terrorist financing activities, there are no indications that such cases have been recorded in
Romania.

The payment institutions authorized by the NBR operate mainly in Romania, with no
branches or subsidiaries abroad, and only 2 entities have tradstesne activities to other
Member States (one EMII and one PI, both Romanian legal entities), but at the end of 2020
none of them was actively providing services in other Member Sties.together with the

limits of transfers, clearly reduces accesitjp and intent on this level. The 2 main
remittance players with a global reach, as indicated by transaction flows, are very active,
especially in jurisdictions with large Romanian migrant communities. The risk should not be
underestimated; vulnerabils are related to the fact that a business relationship is not
formed with clients and that information on the client's source of funds is linhiteddition,

in the case of neresident clients, there are increased difficulties in verifying the data
provided by clients- e.g. address, as this is not available on passports, and an increasing
number of countries also exclude this information from national identity documents.
However, these factors are similar for most jurisdictions.

Vulnerabilities in the sector supervised by the NBR

Endogenous risks are vulnerabilities related to the supervised institution, its policies,
procedures and prevention systems, which may increase the risk of misuse for money
laundering and terrorist financing purposes.

Deficiencies consist of ineffective enforcement (an application of a AML/CTF requirement or
policy in a manner that is considered ineffective or inappropriate and which by its nature may
result in a breach if the situation is not rectified) or violations Ufailto comply with a
AML/CTF legal requirement).

Specifically, no cases of ML/TF deficiencies related to unwillingness on the part of entities,
but to inaccurate/inadequate implementation, were identified in the supervision process.
Some of the causes tifese deficiencies are related to the limited availability of AML/CTF
specialists in the market, lower level of awareness of money laundering and -¢ectnotést
financing risks among employees in the territorial units, some deficiencies in theingdraini
and workload The NBR is well aware of the importance of training and awareness, as most
of the deficiencies identified in the supervisory actions were linked, in one way or another, to
errors by staff involved in the implementation of financial ingtis' procedures as a
manifestation of operational risk.

In order to mitigate this vulnerability, an obligation for financial institutions to incorporate in
their employee training programs both the findings of supervisory work and an awareness
componehof the consequences of supervisory weaknesses and the potential implications for
the institution and those responsible for the occurrence of risks has been included in the
sectoral regulationAs a result, institutions should provide ongoing trainingthose
responsible for implementing the measures set out in the KYC rules to ensure that they are
aware of the legal requirements, their responsibilities under the KYC rules, the risks to which
the institution is exposed according to its own risk assessrttentconsequences of not
properly fulfilling their responsibilities and the implications for them and the institution
should risks arise, and that they have sufficient information to recognize transactions that
may be related to money laundering or tastdinancing. Institutions should include in their
training program information related to legal requirements, relevant guidelines, their own risk
assessments, kneyour-customer rules, training information and feedback from the National



Office for the Pevention and Control of Money Launderjriggether with relevant practical
issues arising from their own and, where appropriate, their group's work, including typologies
and case studies. In addition, financial institutions shall periodically check abrser
responsible for implementing the measures laid down in the Know Your Customer rules to
ensure that they are properly trained to perform their duties. In particular, institutions shall
take into account in their control departments, branches or othity and agents and
distributors that do not report suspicious transactions subsequently detected by the (central)
institution, if suspicious elements have been identified at their level, as well as those for
which deficiencies are identified by internaldits or supervisory actions of the National
Bank of Romania.

According to the inspectors' findings, although the supervised sector, and in particular the
banking sector, understands its obligations, ML/TF risk is present. However, vulnerabilities
were dentified during the supervisory work and related recommendations or, where
appropriate, sanctions were issued. It should be stressed that this is not a general
phenomenon, such findings have been observed over the years and are not present in every
institution/inspection, so they cannot be considered as a pattern for the financial system
supervised by the NBR

The most frequent violations identified over the years (this does not mean that they are
prevalent in the system), based on general or targetpdahon objectives, were related to:

1. Risk assessment:

A within the internal risk assessment, the European Commission Report / the
results of the supranational risk assessment were not taken into account (for
example, the products/activities consideredhis report as presenting a high
risk were classified by the institution as having a standard or low risk);

A in the risk assessment at customer level, relevant factors that, either
individually or consolidated, may increase or decrease the money laundering
and terrorist financing risk posed by a business relationship or occasional
transaction have not been taken into account (especially in the case of
credit/leasing companies);

A regarding the methodology for classifying clients in the portfolio according to
risk, cases of erroneous client classification were identified in the analyzed
sample or in the databases (especially in the case of credit/leasing companies);

A the superficial application of additional measures to know the clientele,
without including thespecific measures aimed at managing the identified risk;
and

A inadequate/insufficient indicators used in the assessment of compliance risk /
AML (especially in the case of lending/leasing companies).

2. Internal controls:

E inadequate resources allocated tteninal control functions (especially in the
case of lending/leasing companies);

E the lack of the most appropriate measures to remedy the deficiencies reported
by the internal control functions;

E failure to assess/report deficiencies in customer awarenesg(\IWL and

E deficiencies in training and testing procedures (especially in the case of
lending/leasing companies).



3. Governance: The role of the board of directors or senior management
72 allocation of insufficient resources for internal control functions/AMLFC
department; and
72 implementing ineffective measures to remedy deficiencies reported by internal
control functions.

4. Customer awareness measures:

72 deficiencies regarding the setting of the parameters of the applications used to
identify the PEP/lack of aBP identification system (especially in the case of
credit/leasing companies);

7 failure to apply adequate additional measures to know the clientele for other
high-risk categories, distinct from the category of PEP clients (especially in
the case of credighsing companies);
deficiencies in monitoring the business relationship/transactions;
cases of nompdating of customer data;
numerous procedures with many crosterences, which are difficult to use
and not specific enough, too formalized, reproducigglli@rovisions instead
of establishing precise actions adapted to specific people, generating
ambiguity in terms of responsibilities; and

7 staff turnover and inadequate trainingraining is generic, not specific to
distinct activities, and lacks an awaess component.

5. Check for unusual transactions:

72 deficiencies in systems or analysis of alerts generated by monitoring
applications or analysis of suspicious transactions reported by other
organizational structures (Network, Payments, Fraud, etc.) / insuffic
number of staff responsible for reviewing alerts;
imprecise parameters used for the scerasi®ed monitoring system, which
generates a large number of alerts;
the lack of prioritization of the alerts issued by the monitoring systems and the
lenient ceadlines for their analysis;

a poor analysis of the transactional behavior of some customers due to
workload/lack of training; and
the lack of a control procedure regarding the management of alerts generated
by the institutions' IT system.
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It should be oted that the above deficiencies have been identified over the years and
drastically reduced following recommendations/surveillance measures.

Regarding lending/leasing NBFIs, money laundering deterrence measures (resources,
systems) are not as efficieas those of banks (except for Aeanking financial institutions
that are part of a financial group), but the risk associated with them is also very low.

The deficiencies mentioned or identified above were reflected in the following categories of
vulnerailities:

(i) Exposure to ML/TF risk in the process of continuous monitoring of customer operations
through applications
In the context of the assessment of the relevant risk factors related to fraudulent
transactions, it was found that the ease with whielditinstitutions offered all customers
access to the Internet Banking service (which presents certain inherent ML/TF risks, by



facilitating the rapid and remote ordering of transactions), correlated conduct, mostly,
with establishing the achievement afess targets in the case of employees responsible for
attracting customers.

Thus, the access of customers who present a high risk for digital platforms, in the absence
of a dynamic process of permanent monitoring of all ongoing operations, which would
allow the segmentation of scenarios according to the category of clientele, as well as the
possibility of customizing and permanently updating the implemented scenarios/limits for
pre and postransaction monitoring, reflects a high appetite for the risknohey
laundering and terrorist financing, without taking into account the relationship of direct
proportionality visa-vis the credit institution's ability to manage it.

(i) The risk of occasional use of inactive (dormant) accounts for fraudulent transactio
The main factor that makes these dormant accounts more prone to fraud is the lack of
customer activity. When an account is inactive, either the customer has lost track of the
account and is no longer in contact with the bank, in which case the custdhreost
likely not notice any unauthorized activity on their account, or may raise the suspicion
that that customer is waiting the timing of using the account depending on the outcome of
unexpected earnings. In both cases, the unusual behavior oktbmeuin relation to the
nature and purpose of the business relationship can be noted.

From the analysis carried out, it was found, among other things, that some of the legal entities
that had opened accounts at several banks, ordered some trangadbercarried out after

long periods of time in which the only recorded operations consisted in the automatic
payment of account management fees, and when these accounts became active, the
transactions carried out were predominantly external, unrelatdtetobject of activity or

their value far exceeded the transactional volume declared by the clients at the initiation of
business relations.

At the same time, issuing possible alerts was impossible in the absence of detection
rules/scenarios that corresm to individual risks (information held about the client), as well

as in the impossibility of examining the history of transactions concluded during the business

relationship, even more so especially since these accounts were closed shortly after the
opeaations were carried out.

(iif) Exposure to ML/TF risk in the process of approving the initiation of business relations /
account opening, in conjunction with the existence of-cwnpliant standards of
derogation from the application of customer due diligemzasures to the initiation of
business relations / account opening.

During the checks carried out on the processes of opening accounts at credit institutions
in Romania and used to carry out fraudulent transactions, such as CEO/BEC fraud, the
inadequacy bKYC measures, respectively the lack of effective measures in terms of
internal control, was found, aspects that led to a flawed assessment of intrinsic risks from
a ML/TF perspective, likely to affect the entire process of getting to know the client.

The main risk aspects identified with regard to customer awareness (KYC) measures applied
at the time of initiating business relationships were:
A the low level of awareness of the risks of ML/TF at the level of employees within the
territorial units, considéng that they did not notice the suspicious nature of the initiation
of business relations on the same day, at the same territorial unit, with several commercial



companies having the same beneficiary real, as well as objects of activity and identical
registered office addresses;

A failure to identify the unusual nature of the transfer of clients' operational activity from
one bank to another, after only a few months, given that these entities were recently
established commercial companies;

A lack of mandatorynformation in the account opening files (exampletracts from the
Trade Register, operating authorizations);

A inconsistencies between the object of activity of legal entity clients, according to the
constitutive act, and the information provided by téeitorial unit in order to approve
the initiation of the business relationship;

A the branches (customer relations managers) did not do the necessary due diligence to
understand the reason why people domiciled in other states opened accounts at a bank in
Romania, without having a solid economic justification for their requests for banking
products or services in Romania, without presenting documents issued by the Romanian
authorities (example temporary residence permit), or proof of any connection cfethe
persons with the "suppliers" of social headquarters.

(iv) ML/TF risk and integrity standards / conflicts of interest
Institutions must ensure that decisions in the line of prevention and control of money
laundering and terrorist financing are taken indeeetly, without being affected by
possible influences, pressures or conflicts of interest, meaning that they must define,
control and implement an activity management framework that ensures efficient and
prudent administration, including by separating theies between the operational and
monitoring functions. From the analyzes carried out so far, it was possible to observe, in
several cases, the predilection of the customers in the sample for certain territorial units of
credit institutions, which couldndicate deficiencies in compliance with integrity
standards.

In order to reduce ML/TF risks, institutions must compensate for the potential lack of
independence generated by conflicts of interest resulting from the remuneration of staff
according to cedin commercial performance indicators, stimulated by an inadequate
remuneration policy (low salaries), by implementing controls internal measures intended to
prevent, in this sense, the impact on the process of classifying clients based on risk, also
taking into account the dynamic business environment in which they operate, also
characterized by staff turnover.

These are, along with monitoring for the prevention of internal fraud, tools that prevent the
exploitation of bank employees for money launderifige only case presented in the risk
assessment is an old case, which involved a very small amount compared to the level of
assets in the sector.

(v) vulnerabilities in ensuring the confidentiality of information held in relation to money
laundering and teworist financing risks (respectively, requests for information /
recommendations made by the central bank regarding the business relations of the
reporting entities with certain persons, which have come to the knowledge of the latter).

(vi) the phenomenon dfde-risking”, respectively the approach characterized by refusal /
termination of business relationships to avoid, rather than to manage, money laundering
and terrorist financing risks.



Resilience measures/risk mitigation measures

Considering the riskactors mentioned above, the NBR has issued recommendations for the

implementation of the following measures to improve the management framework, policies,

procedures and controls implemented to mitigate and effectively manage money laundering
risks moneyand terrorist financing:

A not granting or, as the case may be, ceasing the provision of digital banking services,
which allow the rapid initiation of fund transfers, to customers included in the categories
of high and mediurhigh risk of money launderinand terrorist financing;

A exercising increased vigilance by implementing additional controls to help reduce the risk
of fraud and money laundering and terrorist financing associated with inactive (dormant)
accounts;

A the centralization of the approval of thnétiation of business relations / the opening of
accounts, regardless of the risk associated with them, at the level of a structure within the
head office of the institution
credit of a Romanian legal entity / branch of a foreign legal entity creditiinsm;

A the elimination of the possibilities / situations of derogation from the application of the
provisions of the internal rules regarding knowing the clientele and opening accounts, so
as to ensure the compliant application of the provisions of @égalatory framework
regarding the prevention and combating of money laundering and the financing of
terrorism;

A the implementation of demanding human resources management standards at the level of
all structures involved in the processes of preventing mdaeydering and terrorist
financing, through:

o compliance with appropriate standards for the employment of persons with
responsibilities in the application of customer awareness measures;

0 pursuing the improvement of professional skills and awareness OfAvtisks at
the level of all organizational structures with responsibilities within AML/CTF
processes, including by presenting the relevant practical aspects resulting from
their own activity,

A carrying out internal audit missions to ensure an indepéndssessment of the
effectiveness of confliepf-interest management policies and the integrity of the
employees of the structures involved in customer due diligence processes in order to
prevent and combat money laundering and terrorist financing;

A conducing internal audit engagements to provide an independent assessment of how
recordkeeping procedures and all documents comply with legal requirements, including
establishing access to them (strictly on a rAeekhow basis), reporting procedures
internally and to the competent authorities, including reporting and communication
systems and channels, ensure full confidentiality of information requests, as well as data
related to the prevention of money laundering and terrorist financing;

A assessing situatiorvehere certain risk factors associated with a client arise, including in
the process of updating documents and information, which should not automatically lead
to the termination of the business relationship; the decision taken should be proportionate
to the risk and based on an analysis of the concrete situation, in order to establish,
gradually, the necessary measures for the management of related risks, in accordance with
the provisions of the relevant legal framework;

A segmentation, customization and uia of scenarios/limits implemented for prand
posttransaction monitoring, in order to ensure a dynamic process of permanent



monitoring of all operations performed by customers through digital applications (for
example, transfer operations performerbtigh the internet banking channel), especially
in the case of highisk customer access to digital platforms, insufficient risk management
generated by the use of these digital services may lead to serious violations;

A holding training sessions dedicat@d&ML/CTF obligations, including the consequences
of failure to fulfill responsibilities and the implications for the institution and for the
persons who hold such duties through the job description or who is responsible-for non
compliance with legal prosions, in case of incidents;

A the assessment of all employees responsible for implementing the measures provided for
in the rules on knowing the clientele and those responsible for coordinating the
implementation of the internal rules for the implementatbmternational sanctions for
the blocking of funds, to ensure that they are properly prepared for the performance of
their duties, from the perspective of ensuring the confidentiality of data and information,
as well as to ensure that their obligatioegarding the management of confidential
information are expressly stated in the job description.

The financial institutions have the obligation to notify the National Bank of Romania of the
adopted measures, within the terms established by it.

The NBR is constantly acting to support entities in understanding developments and
implications regarding ML/TF risks. The entities supervised by the NBR were actively

consulted on the draft law transposing the Directive (Law no. 129/2019) and on the draft
regulaion of the NBR (NBR Regulation no. 2/2019) and submitted comments/observations
regarding the provisions of the law.

Also, with the entry into force of the new legal framework, the NBR organized meetings with
the reporting entities (and other than credistitutions), in accordance with the
recommendation of the Moneyval Committee in the Detailed Report issued as a result of the
fourth assessment round mutual of Romania. The recommendation was to take actions aimed
at increasing the awareness of fmmkng financial institutions, electronic money issuing
institutions and payment institutions regarding their AML/CTF obligations and supervisory
authority expectations.

The NBR acts through three distinct channels to enhance and improve the guidance of
supervised entities, respectively through:

() issuing tailored and highly detailed recommendations for specific/individual entities,
based on findings from surveillance activity regarding their system/prevention
measures or in response to specific requestsgfiidance. If necessary, we can
provide examples where we have addressed several specific measures to a single
credit institution, following the supervisory report.

(i) issuing specific recommendations/measures for the supervised secsadsub if
threats/ulnerabilities of common interest are detected;

(i) holding meetings/sending letters to industry associations/representative bodies
regarding measures involving the need for coordination between supervised entities to
achieve best results.

(i) Guidance proviled by the NBR for supervised entities through specific documents
(measures or recommendations) issued following supervisory actions carried out based
on the riskbased approach



One of the strategic objectives assessed by the NBR in each supervisomypéatined

for 2021 was "to assess the methodology of supervised entities in conducting and
updating risk assessment, its implementation and the policies developed to manage and
mitigate the risks of money laundering and terrorist financing, and of cienton of
international sanctions, respectively, to which the institution is or could be expssed”
most of the supervisory reports for the 2021 actions are already drafted, the process of
issuing very specific actions or recommendations to addressnthiagls is an ongoing

one. These types of tools used in the supervisory process are, in the NBR's view, one of
the most effective forms of guidance, as the measures are tailored to each institution,
adapted to the specific business model, governancews&umtd internal control system

of the supervised entity and to the specific vulnerabilities identifiééo of the banking

sector was covered in 2021 by inspections that included this specific objective (14 credit
institutions out of 35). At the level dfie other types of entities that are supervised by the
NBR (nonbank financial institutions, payment institutions or electronic money issuers), a
total of 12 inspections were also carried out that included this specific objective.

(i) Letters sent by te NBR to the supervised sectors (some of which are related to types of
ML/TF, and others to risks/threats)

With regard to the ML/TF typologies, it is important to underline that the NBR is

empowered by law only to verify compliance by supervised entitithsthe provisions of

the legal framework on AML/CTF and the implementation of international sanctions,

without having, in fact, powers related to the investigation of money laundering/terrorist

financing cases/transactions. Also, the NBR is not the etenp authority to receive

STRs from supervised entities, such tasks being in relation to the NOPCML.

Consequently, the guidance on the typologies of ML/TFs that can be developed internally

by the NBR is very limited and largely based on information reckifrom other

authorities receiving, analyzing or investigating such information/cases and/or from
external public sources. However

1) In 2020- 2021 the NBR sent over 100 information letters to the financial system (and
in some cases they also included iszguents to take proportionate measures for risk
management), regarding: business relationships in which certain entities are involved
associated with money laundering activities, warnings regarding the identification of
certain types of suspicious transans, fraud or attempted fraud, feedback from
NOPCML regarding STR reporting, fictitious banks, publication of
guidelines/instructions/final reports of the expertsyidking, international sanctions,
etc.

2) During 2020 - 2021, at the highest level, the RBissued several letters of
recommendation, addressed to all institutions under its supervision or to some sub
sectors. E.Q:

a. 2 letters (no. 94/February 20 2020 and no.138/March 1 2020,
supplemented and detailed by letter no. 152/18.03.2020), regawine types
of money laundering. Specific recommendations were ordered for the entire
banking system so as to mitigate the risks identified by the NBR following
several supervisory inspections.

b. no. 504/September 0 2020 for the entire banking systemegarding the
phenomenon of derisking, accompanied by a set of instructions on how to
approach this phenomenon.

c. no. 517/September 152020 for the entire system supervised by the NBR,
regarding the legal provisions regarding the confidentiality of in&tion and



the necessary measures to be taken to comply with the obligations generated
by this field.

d. no. 554/October' 2020 regarding the phenomenon of identity theft in order
to obtain loans, based on false identity documents;

e. no. 323/May 19, 2021- regarding deisking;

f. no. 589/September 102021- recommendations for all credit institutions in
relation to the application of international sanctions regimes, etc.

(ii) Training and meetings with the supervised sector

After the entry into force fathe NBR Regulation no.2/2019 on the prevention and control of
money laundering and terrorist financing, the NBR organized 4 meetings with supervised
entities (all credit/leasing NBFIs, Pls, EMIIs supervised by the NBR were invited, with 83%
of the sectorparticipating). These consisted of presentations of the new aspects of the
legislation and open discussions on issues that could raise implementation issues identified
by the NBR and the financial sect@iscussions focused on the requirements for argfti

risk assessments. The NBR representatives provided explanations of supervisory expectations
and examples of possible sources of information, at European and national level, that could
be used for entities' own assessments. Practical examples werévaisofgapproaches for
processing the possible transactions they may face, to reflect the specific risk taken by each
entity in relation to its activities

The sessions were highly appreciated by the financial sector. The participants followed the
supenisory authority's recommendation to organize within their own institutions a working
group dedicated to AML/CTF aspects.

Also, for credit institutions, in addition to the periodic meetings within the committee of
compliance officers (which are organizatithe request of the Romanian Banks Association),
meetings were held through remote communication means, which covered a wide field of
compliance, including measures to be implemented to improve the governance framework,
policies, procedures and contrdls effectively mitigate and manage the risks of money
laundering and terrorist financing.

Money laundering typologies, whenever notified/identified, were also disseminated to
supervised entitié§ As a result of cooperation with other institutions anthatities in the
AML/CTF area, the NBR has identified a number of downstream risks in relation to certain
individuals and legal entities. Thus, in order to assist reporting entities in the process of
complying with the relevant legal framework, to be @bleontinuously assess their business
relationships with their customers and, in particular, to be able to identify and report
suspicious transactions and activities through suspicious transaction reports, the central bank
has sent letters to the superdgmancial system outlining possible ML/TF threats whenever
they arise in relation to possible business relationships with certain natural and legal persons

The Central Bank Supervision Directorate closely monitors all developments in this area,
partidpates in EU working groups and supervisory colleges and implements best

YAccording to MONEYVAL, the 4th Round of mutual assessments, the second compliance report presented by
Romania in2019, ,,Furthermore, the definite increase in the number of sanctions led to a corresponding increase in the
number of RTSs. The sector supervised by the NBR and especially the banking system has an overwhelming share in
the total number of STR. (85.57% fathe total number of STR)". As a result, an official letter was received from
NOPCMLexpressing high appreciation for the direct contribution of the NBR to the continuous increase in the number

of STR.



requirements and practices. Reporting entities supervised by the central bank are aware that if
they want to be part of the single financial market and be competitive, they neigph twitd
legislative and regulatory developments in the marketorder to understand the NBR's
approach to supervision along the AML/CTF line on the obligation for entities to identify and
assess money laundering and terrorist financing risks, we vaflyboutline the evolution of

the legal framework on this issue and how the conclusions resulting from supervisory work
contribute to the architecture of the new regulatory framework.

Under the legislation, institutions have been required to conducbthe risk assessments to
identify and assess the risk of money laundering and terrorist financing at the client level, at
the level of services and products offered, and at the level of the whole business, taking into
account national and sectoral assemsts available in the jurisdictions in which they operate
and assessments at the level of the group to which they belong

At the beginning of 2020, at the request of the NBR, all credit institutions made their own
risk-based assessments available toctretral bank. At the same time,-site surveillance
activities were also aimed at assessing the supervised entities' understanding of
vulnerabilities, and therefore more attention was paid to internal risk assessments. All these
aspects are analyzed @thduring orsite inspections or continuously in «fite monitoring
activities. Based on all these aspects, the main recent priorities in surveillance activity have
been:

A The assessment of the methodology for carrying out and updating the risk assessment,
implemented by the supervised institutions, of the way of its implementation and,
respectively, of the policies developed for the management and reduction of the risk
of money laundering and financing of terrorism and evasion of international sanctions
to which the institution is or could be exposed;

A Assessment of how the recommendations sent to the sector during the previous year
were implemented;

A Assessment and implementation of digitization strategies and their impact on business
models and implicationdor internal governance and internal control system
(establishing a healthy and effective governance culture of ML/TF risks associated
with the implementation of digitization strategies, adoption of FinTech solutions/ new
technologies, the increase in eybrime during the pandemic and the weaknesses of
the IT systems used in the kngwur-customer process, the prevention of money
laundering and of terrorism financing and a robust internal control system, in
particular from the perspective of risk assessmeorrect identification of customers
and the quality of the data collected at the time of the initiation of the business
relationship, the measures to know the customers and to monitor the transactions);

A Assessing the ML/TF risks associated with digitian projects to allow access to
both individuals and legal entities, and to provide digital services and solutions;

A ML/TF risks generated by reliance on digital and remote solutions to condutit-day
day operations and provide services to clients;

A Collaboration with supervised institutions, NOPCML and judicial bodies to identify
and raise awareness of emerging risks, namely new types of ML/TF, in the context of
a potential new economic crisis and to update risk assessments accordingly.

The review of thesupervised sector also confirmed the general trend towards a cultural
change in the banking sector. Digitization and acceleration of banking processes and
workflows positions banks to new challenges, including in the prevention of ML/TF. Shorter
processig times and faster processing of payments, especially instant payments, together
with certain forms of online transactions and new payment methods pose a threat to the



application of adequate preventive measures. Also, in this context, new risks arest@@dnife
as a result of innovative business models and new technologies of FinTech companies.

It should also be mentioned that innovative technologies can also offer opportunities in terms
of managing money laundering and terrorist financing risks. Pot@méak of application in

this regard could include STR monitoring and processing. Better algorithms could be used to
generate fewer falsgositive alerts, enable fast and rale processing, and thus ensure
more effective monitoring and reporting of siespus transactions. However, according to

the banks, fully marketeady solutions are not yet available.

For most banks, it is not very clear how specific cases of terrorist financing can be identified
in the exante assessment of transactions, therkegsure being to compare customer lists
with published international sanctions lists or to detect certain anomalies.

The changes in the regulatory framework and supervisory practices of AML/CTF at EU level
have also been reflected in the supervisoryggeén Romania, with the implementation of a
risk-based approadfin the assessment of supervised institutions, as already presented in this
Report. Supervisory powers and tools. Thus, the amount of information requested, the
frequency and intensity of cbles, analyses and assessments take into account the nature of
the activity, correlated with the level of money laundering and terrorist financing risks
identified at individual, sectoral or national level. This #idsed approach procedure
governs the prmesses, mechanisms and practical arrangements that enable the NBR to
exercise its supervisory powers in the area of prevention of money laundering and terrorist
financing in a manner proportionate to the money laundering/terrorist financing risks
identified at the level of the supervised institutions.

The Money Laundering and Terrorist Financing Prevention and International Sanctions Unit
collects relevant and reliable information in order to obtain an adequate understanding of the
risk factors faced byhe subjects of the assessment. For this purpose, relevant data and
information shall be collected:

A international, national and sectoral risk assessments;

A reports/information issued by NOPCML and other national and international
authorities/institutions wit competence in the matter (e.g. EBA);

A the exchange such information with other competent authorities, at national level or
abroad, holding relevant information on the matter, including those involved in the
supervision of firms operating across bordersagtordance with the ESA Joint
Guidance on cooperation and exchange of information for the purposes of Directive
(EU) 2015/849 between competent authorities supervising credit and financial
institutions, obtained through participation in supervisory cebey through bilateral
cooperation

A reports on the financial situation/stability from a microprudential and macroprudential
perspective;

A information/questionnaires, rules, situations, reports and reports submitted by
institutions, analyzed within the e$ite supervision processes, the changes that
occurred in the situation of the supervised entities in the period between the
conclusion of the osite supervision action and the drafting of the final documents,
which are included in individual files of supesed entities;

8n 2017, the NBR approved and implemented the Pedare on the process of riskased supervision and assessment
of credit institutions, nonbank financial institutions, payment institutions and institutions issuing electronic money,
based on their exposure to the risk of money laundering, terrorist finaimg and nonimplementation of international
sanctions. The procedure has subsequently been updated 5 times.
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findings resulting from orsite inspection actions, efiite and/or ossite surveillance
reports or offsite assessments/analyses;

the exchange of information with the prudential supervision services, which is carried
out by means of supasion reports and the ad hoc exchange of information whenever
there are reasons for a specialized analysis in the field of preventing money
laundering and terrorist financing;

the lists of international sanctions provided by the competent internatiodesbo
respectively the UN Security Council and the EU.

Other sources of information are also considered, such as:

A

A
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information and analysis provided by professional associations, institutions/economic
agents active in the financial sector or in relatedt@s, such as typologies and
information on emerging risks;

information from international standasetting bodies, such as mutual assessments of
the actions taken by the Member States in relation to preventing and combating
money laundering and the fimaing of terrorism, the antiorruption system and the

tax regime;

sources of public information, such as studies/reports/articles published in the press;
whistleblower reports, i.e. information informally submitted to the supervisor by
employees of entisis, in accordance with Article 61 of Directive 2015/849 and the
law in the field of preventing and combating money laundering and terrorist financing
transposing the Directive.

In the case of all financial institutions supervised by the NBR, the relevant
information shall include at least: the ownership structure and governance structure of
the company, taking into account whether the subject of the assessment is an
international, foreign or domestic institution, a parent company, a branch, a subsidiary
or other form of incorporation, and the degree of complexity and transparency of its
organization and structure

the reputation and integrity of executives, members of the governing body and
significant shareholders;

the nature and complexity of the produatel services offered, as well as the activities
and transactions carried out;

the distribution channels used, including the free provision of services and the use of
agents or intermediaries;

the types of clients served,;

the geographical area where thehaties took place, in particular if they were carried

out in highrisk third countries, as well as, where applicable, the countries of origin or
establishment of a significant part of the customers and the countries that are subject
to international saniins imposed by the UN and the EU,;

the quality of internal governance mechanisms and structures, including the adequacy
and effectiveness of internal audit and compliance functions, the level of compliance
with legal and regulatory requirements for thevergion of money laundering and

the financing of terrorism and the enforcement of international sanctions, as well as
the effectiveness of policies and procedures in the field of preventing and combating
money laundering and terrorist financing, to theeaktthat they are already
determined,;

information from prudential supervisors regarding any suspicion of committing or
attempting to commit money laundering or terrorist financing crimes, as well as
regarding any other finding that indicates a possibldatran of the regulatory



framework on preventing and combating money laundering, and of terrorist financing
or internal control deficiencies that may be relevant.

information on changes to an institution's activity or business model that could expose
institutions to an increased risk of money laundering or floading.

A the prevailing "corporate culture”, in particular the "culture of compliance" and the
culture of transparency and trust in relations with the competent authorities;

A other prudential and geral aspects, such as years of operation, liquidity or capital
adequacy, alignment of policies and procedures in the field of preventing and
combating money laundering and terrorist financing with the specific requirements of
the EBA Guide on credit origation and monitoring EBA/GL/ 2020/06.

The assessment of each of these categories of data mentioned above is carried out based on
the criteria provided in the specific procedure.

The Money Laundering and Terrorist Financing Prevention and Internati@aalctions
Enforcement Unishall assess the extent to which the identified inherent risk factors affect
the risk profile of the entity or group of entities and the extent to which the systems and
controls in the area of preventing and combating money &urgland terrorist financing
implemented by the assessed legal person are adequate to effectively mitigate the inherent
money laundering and terrorist financing risks to which it is exposed, thereby determining the
level of residual risk

In order to asess the risk profile of money laundering/terrorist financing anebappltication
of international sanctions, respectively the type and level of risk that is maintained even after
the actions to reduce it, the surveillance actions analyze at least tivariglicomponents:

1) Risks arising from the business model, size, nature, volume and complexity of the
institution's activities:
the business model;
the size of the institution;
the geographical area in which it operates;
the nature and complexity of tipeoduct and service portfolio;
customer profile;
distribution channels used;
prudential and general aspects, such as elements of credit risk, elements of operational
risk, developments recorded by prudential indicators that may constitute ML/TF risk
geneating factors, depending on the case.
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2) The risks arising from internal governance and the internal control system, at the level of
international sanctions enforcement activities, prevention of money laundering and
terrorist financing:

A the nature, structarand reputation of the shareholding;

A the reputation and integrity of members of the governing body and middle managers;

A the complexity and transparency of the organizational structure;

A the way of assigning duties and responsibilities at the level oigresfiunctions;

A the way of exercising the duties and responsibilities by the personnel/management
structures involved in AML/CTF activity and applying international sanctions;

A the existence of effective communication and reporting channels;

A the existencefappropriate policies and procedures, as well as formalized processes;

A the degree of adequacy of human resources engaged in AML/CTF activity and the
application of international sanctions;



A the corporate culture, the relationship with the authorities segponsibilities in the
field of AML/CTF and enforcement of international sanctions;

A the existence of a solid internal control framework regarding AML/CTF activities and
the application of international sanctions (the management of ML/TF risks and the
nontapplication of international sanctions, the efficiency of the compliance and
internal audit functions).

3) The risks arising from the way of applying the provisions of the legal framework in force
in the matter of ML/TF:
How the institution defines, idenils and manages Publicly Exposed Persons
(PEPSs);

A The way in which the institution defines and ensures the identification of the real
beneficiary;

A Assessment of procedures and processes for the application of standard, simplified
and additional measures;

A The way in which the institution evaluates and classifies the clientele and transactions
according to the degree of potential risk associated with them;

A The way in which the institution manages the risk associated with customers and
transactions presentingpatentially higher degree of risk;

A Assessment of procedures and processes for identification, management and
notification of operations likely to have the purpose of money laundering or terrorist
financing;

A Assessment of the procedures and processesedpfilr the identification and
reporting of transactions carried out with amounts in cash, in lei or in foreign
currency, and of external transactions whose minimum limit represents the equivalent
of EUR 10,000;

A How to update and manage the documents ws&tentify customers, respectively the
secondary records and the registration of financial operations carried out by
customers.

4) The risks arising from the implementation of international sanctions:

A analysis of the reports sent to NAFA and NBR regardimg designated persons
and/or entities, identified as a result of the application of customer awareness
measures, according to the reporting mechanism and model,

A analyze proceeding implemented for  updatelists of designated persons/entities;

A the analysis, @1 the case may be, of authorizations, exemptions, notifications of
transfers on certain relationships that are subject to international sanctions, if
applicable;

A testing compliance with the provisions of the Sectoral Regulation of the National
Bank of Romaia, respectively verifying whether the supervised institution has
adopted and submitted to the NBR the internal rules for the implementation of
international funds blocking sanctions, which include at least:

- procedures for detecting designated persontgmt

-the duties of the persons responsible for applying the relevant legislation in the
field;

-the internal reporting procedures regarding the identification of a designated
person/entity;

A analysis of how to manage alerts, in case all the identificatlements of the
designated person/entity do not match.



After evaluating the components mentioned above (some of them may not be taken into
account in the supervisory actions, depending on the specifics of each entity/cluster), a rating
between 1 and 4 msssigned to each component. The rating for each element is determined by
combining two determining factors, namely the rating for the inherent risk factors and the
rating for the factors that mitigate the inherent risk of ML/TF and the risk derived frem t
nonapplication of international sanctions, and by taking into account:

°© the probability that the risk will materialize, respectively materialize in
transactions/operations involving the abusive use of the banking/financial sector to
channel funds ofllegal or even legal origin for money laundering and terrorist
financing purposes;

° the estimated impact on the integrity, good functioning, reputation and, implicitly, on
the stability of the institution;

° the existence of policies, controls and procedthiat adequately manage the risks of
money laundering and terrorist financing identified at national level, at EU level,
within the member states in which they operate and by the obliged entities. These
policies, controls and procedures must be proportotathe nature and size of the
respective obliged entities.

The overall score, which reflects the residual risk (relative to the sect@estdr to which

the entity belongs), is determined as a weighted average of the ratings of the above
mentioned ealuated components. However, these ratings allow the supervisor to determine
whether a financial institution's level of ML/TF risk has resulted from, for example, a high
level of inherent ML/TF risk and effective amtioney laundering controls /terrorighdncing

or from a moderate level of money laundering/terrorist financing risk and ineffective anti
money laundering/terrorist financing controls.

All these activities and analyzes enable better resilience of the sector to inherent threats.

4.2.2. Conclsions regarding individual subsectors
1. The bank sector

The banks, most of which belong to international groups (but all with anld&séd parent
company and no owner/controller risks), offer both individuals and businesses a full range of
banking produats and services, including deposits, current accounts, loans, transfers, currency
exchanges, safe deposit boxes, etc.

The banking sector has a growing inclusion rate, in most cases it is, in the case of natural
persons, resident customers who maintdiong-term relationship with the credit institution

for primary use, namely saving, collecting salaries/pensions through online payment and,
where applicable, mortgages. The use of financial services in Romania is low, especially in
the rural / elderly seor. In fact, international statistics show that Romania has one of the
lowest levels of financial inclusion among countries in the region. A relatively large number
of people who have accounts with credit institutions use financial services to a low,degre
using their accounts with credit institutions only to cash in some amounts (e.g. salaries,
pensions, scholarships), while other transactions are carried out in cash and money is
withdrawn immediately from ATMs. However, lately, especially in order tmactt young
people, there has been a noticeable trend to launch products based on initiating a business
relationship without physical presence or through agents, accelerated by the -@OVID
pandemic and the increased use of online purchases. The Romaniingbsystem is
characterized by the existence of a dense network of banking centers and both online and



mobile banking facilities are available. The number of branches is decreasing, but this is a
general trend in the EU.

According to statisticS published by the European Banking Federation, Romania is
the country with the highest number of inhabitants per bank employee, namely 365
inhabitants per bank employee (while, for example, Luxembourg has the lowest
number, with only 23 inhabitants per bank déoype). The average number of
inhabitants per bank branch, 4,781, is also above the EU average (3,281). This
pressure of high customer/bank staff numbers has been reflected in supervisory
reports as a vulnerability that sometimes leads to-coompliance wih legal
requirements in the form of a tick box exercise without due attention to the
implementation of the very measures for which the processes were designed (tick
box exercise), or to alerts being closed without proper analysis

Retail and businessabks make up the bulk of the market and are representative for
this assessment. The banking sector is inherently vulnerable to money laundering
and terrorist financing risks due to a number of factors, such as the large number of
customers, the increasegegd of transactions and the large volume of financial
flows which, according to the general understanding of global money laundering
practices, could facilitate the concealment of illegal transact®agings and loan
banks in the housing sector (2) acr@dit unions (1) have a much lower inherent
risk due to their specific customer base and the fact that many features of retail
banking do not correspond to them and also given their small number, market share
and unique characteristics (however, theysangject to supervision and individual

risk assessment.

As far as the private banking sector is concerned, in Romania it is in fact in most
cases only a product name, a marketing strategy used to attract customers, but
without the characteristics of rgalivate banking in the sense of activity considered
high risk from the AML perspective (defined as the provision of personalized
services to higher natorth customers, with a relationship manager acting as a link
between the customer and the bank anditaitng the customer's use of the bank's
financial services and products. Information on the private banking segment is
requested through the annual NBR questionnaire. For example, in 2020 data on the
number of private banking customers and transactiamames (debit/credit) were
requested, but the data collected reveals a very limited transactional share.
According to the 2020 annual questionnaire data, as of 30.06.2020, there were 7
banks offering private banking services with a total of less tharf¥Odflthe total
customers falling into this category (as mentioned, most of them are actually called
private banking but do not fall under the established definition of private banking).
Also, their share in transactional volumes, in terms of value ofdcéings in the

first half of 2020, was very low (less than 0.5% of total volumes for other clients).
As mentioned, the criteria for classifying clients in the private banking category do
not always imply the use of standards similar to those used inld#raber $ates.

For example, one bank (which had about 18% of the total number of private
banking clients in the whole system) classified as a "private banking client" any
client with either assets under management
t han /ménth @& Oalthough clients were classified as private banking on the

19 https://www.ebf.eu/facts-and—figures/structuresof-the-bankin%-section/
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basis of these criteria, they could access the same products as standard clients, the
difference being in the quality of service (e.g. a dedicated territorial unit, shorter
service timeetc.).

TOTAL

2018 2019 512020
Numdr total clientiin perioada de referinta (inclusiv clienti inchisi pe parcursul intervalului de
referinta) 23,175,445 23,441,680 22,250,693
Rulaj creditor (echiv EUR) 1,286,767,950,880 | 1,605,377,403,695| 879,008,939,620
Rulaj debitor (echiv EUR) 1,364,585,813,433| 1,594,496,612,445 | BB2,822,489,745
Numdar*** clienti private banking 14,052 15,891 18,234
Rulaj debitor*** clienti private banking in anul/semestrul de referintd (echiv EUR") 6,951,302 443 5,691,636,580 3,884,423,157
Rulaj creditor*** clienti private banking in anul/semestrul de referintd (echiv EUR®) 7459958725 | 5,788,082,362 4,051,261,817
%clienti private banking 0.061% 0.068% 0.082%
% rulaj creditor clienti private banking 0.580% 0.361% 0.461%
E% rulaj debitor clienti private banking 0.509% 0.357% 0.440%

However, with regard to the risk associated with private banking activity, we note
that during each oBite supervisory inspection all private banking clients were
requested to provide a statement containing at Iélasir name, personal
identification number, assigned risk, business relationship start dates, most recently
updating information, country of origin/residence/citizenship, source of funds,
volume of transactions during the period analyzed (debit/crediyme of cross

border transactions within the EU, volume of crbssder transactions outside the

EU, loans granted during the period analyZeédte of disbursement, amount,
currency, type of credit, type of guarantee, credit balance at reporting date)gevol

of deposits, products held. Based on these reports, the inspection sample under
review also includes private banking clients. The enhanced customer awareness
measures applied to this type of customer, the internal control system applicable to
private kanking customer processes, etc. are also analyzed and, where appropriate,
recommendations or measures are issued based on the inspection.findings

As far as cryptocurrencies are concerned, it should be mentioned that the NBR has
been carefully monitoringand taking a position since the beginning of these
activities in Romania. Since March 2015, the NBR has issued a series of public
statements highlighting the risks.



The number of banks and the volume of assets are small comparecdetmtjor
financial systems in the EU, as well as compared to a number of states in the

region.
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Cash

The analysis showed that money laundering and terrorist financing still frequently
rely on the use of cash. As a result, cash transactions are arrsgbject of
suspicious transaction reports and investigations in the banking sector, as well as in
other sectors.

Operatiuni bancare cu numerar
2017 2018 2019 2020
| Nl de comberi. defimte de fizice 19,713,515 23,546,394 M.A33 561 24,581,152
[Volmmnl comimion delmmie: de pesommel: frace (mil EUR) 163775475 BEB5T5B 28,072 7325 36,519.2324
|Volmmrl de depaziie defmic b vedere de fzice (mil EUR) 90626117 10,821 089 11,487.6512 10,397.4035
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Regarding the risk associated with the intensive use of cash, in addition to the oBfigation
existing reporting, we mention the limving measures to reduce it taken by the NBR:

1. The list of documents requested before the inspection action includes the databases used
by the inspection team to select samples of cash/customer transactions and to assess the
effectiveness of statisticaéporting to NOPCML.:

A The Database of occasional transactions carried out during the period analyzed
(this will contain information such as: date of transaction, customer name, unique
personal identification code, type of transaction, amount, currencysottiased
or paid/received, beneficiary/payer and their country in the case of money
remittances).

A List of customers who have carried out cash transactions during the period
analyzed (which is usually at least one year). The list contains at least the
following information: customer name, unique identifier, type of customer (legal
entity/individual), country of origin, country of residence, nationality, date of
opening of the relationship, risk category, number of STRs issued in relation to the
customer, nmber of requests for information from the authorities in the case of a
PEP or private banking customer, number of cash withdrawals and total amount
during the period analyzed, number of cash deposits and total amount during the
period analyzed, number ofeas from transaction monitoring applications during
the period analyzed

A Reports submitted during the period under review to the NOPCML for cash
transactions, in RON or in foreign currency, equal to or greater than the RON
equivalent of EUR 10,000, inafing transactions that appear to be linked to each
other.

The following aspects should also be mentioned:

Some credit institutions on the Romanian market have decided to reduce the number of units
that operate with cash or even to suppress this typervice:

A due to the COVIBL9 pandemic, a change in customer behavior has been
observed, with a large number of them migrating to using mainly distribution
channels such as ATMs or MFMs (mtfitinctional machines) and payments
online/with card;

Through he 2020 questionnaire, the NBR collected a series of relevant data on the issue,
such as:
A The number of clients whose operating limits via the card have been increased
above the standard limits;
A The number of customers whose internet banking or mobileifmmperating
limits have been increased beyond the standard limits;

2According to Article 7 of theAML/CTHR.aw (no.129/2019), reporting entities are required to report to tHeOPCML all
cash transactions, in RON or in foreign currency, equal toexceedingthe RON equivalent of EUR 10,000, including
transactions that appear to be linked*. For money remittance actiyit reporting entities are required to submit to the
NOPCMLreports on transfers of funds with a minimum limit of RON equivalent of EUR 2,000. The reports for these
transactions must be submitted to theNOPCMLno later than 3 working days from the time oftte transaction.

(*transactions that appear to be linked are transactions where the total amount is fragmented into several amounts
less than the RON equivalent of the amounts referred to in Article 7 of Law 129/2019, also having common elements
such as:the parties to the transactions, including the beneficial owners, the nature or category of the transactions and
the amounts involved).

Also in force is Law no. 70/2015, aimed at strengthening financial discipline on cash receipts and payments.



A If the implemented monitoring system detects situations in which a customer
carries out several transactions that have a value immediately below the reporting
thresholds;

A Ante-factum andpostfactum monitoring scenarios (including cash and casual
transaction monitoring scenarios).

Credit institutions consider the ML/TF risk associated with ¢asnsive behavior as
follows:

A Among the criteria used to assess the risk of customerstakés into account
whether the customer or its actual beneficiary is associated with a sector that uses
cash intensively; in some cases, the client's ML/TF risk assessment takes into
account the volume and/or number of cash transactions (estimated dedyecu

A Institutions have implemented dedicated scenarios for monitoring cash
transactions, based on indicators and analyses, such as:

0 account receipts are withdrawn in cash above a certain percentage of the
turnover;

o the number/volume of cash transactierseeds certain limits
(fixed thresholds or deviations from the client's previous behavior);

o cash withdrawals/deposits made by the same customer at different units of

the same credit institution in a short period of time;

o the declared intention to pesit a large amount of cash by a person

unrelated to the customer's account (for example, legal representative,

proxy, etc.);

o smurfing(structuring of large amounts of cash into several transactions of
small value);

o frequent cash deposits/bank transfersllofved shortly by cash
withdrawals;

0 substantial transfers of funds from the company's accounts to the account
of the actual beneficiary, followed by cash withdrawals and cash deposits
on the same day or at short time intervals, back to the accounts of the
ordering company, so that, through the circuit created, the original
ordering party becomes the final beneficiary of amounts transferred
through accounts;

0 repeated deposits/withdrawals of cash, of the same value, or to/from
similar accounts;

0 substantial ash deposits from various individuals, within a short period of
time, followed by the immediate cash withdrawal of these amounts;

0 more cash transactions below the reporting threshold;

0 repeated money remittance transactions carried out by the same customer,
to different individuals/jurisdictions; high service activity (ATM
transactions exceeding thresholds); * consistent cash deposits followed by
transfers abroad; * quick movement of funrdsom cash to international
transfer
(cash deposit followed by immiade external transfers); a fast movement

of funds- from international transfer to cash
(cash withdrawal immediately after external collection of funds); a

rapid circulation of funds from cash to cash;

0 significant cash transactions of customers who atchave a historical

(behavior) in relation to the institution (new customers); * large cash



transactions for high risk industries/activities; withdrawing large amounts of
cash from inactive (dormant) accounts after recording large collections.

Threshold can be differentiated taking into account aspects such as the assigned risk
category, whether or not the respective customer is a publicly exposed person (PEP), the
customer's business segment, etc.

It should be noted that the NBR requires banks tdogieally review the scenarios
implemented in the applications used to monitor transactions, to carry outcdaptim
analysis regarding the establishment of (alert) thresholds and to adapt them taking into
account the risk factors arising from their ownsimess models (customer portfolio,
completed transactions, etc.). The formalized analysis carried out regarding the accuracy,
efficiency and adequacy of the scenarios as a whole, as well as for each
customization/modification of the parameters, are alsduated by the NBR, at least at the
time of the inspection action (general-site inspectiori on-site- or thematic inspection,

when the objectives of the action include issues related to, for example, IT systems,
suspicious transactions, etc.).

2. Exampks of recommendations/measures imposed by the NBR on credit institutions,
regarding processes aimed at the use of cash:
To implement flows and procedures regarding the obligation to carry out an
appropriate analysis from the ML/TF perspective of requesisived regarding
the increase of daily trading limits, in the case of operations carried out through
alternative channels, including the need to establish appropriate limits and the
periods for which grant the increase;

A To implement control procedures egding decisions to approve requests to
increase the standard trading limits for operations carried out through alternative
channels;

A Reviewing the AML/CTF customer awareness framework to ensure that:

o the operational flow implemented to monitor ATM cashpast
transactions is properly formalized to ensure the application of appropriate
KYC measures in relation to customer/service risk; and

0 establishing daily transaction limits for ATM cash deposits to reduce ML
risk associated with this service;

A Ensuring he application of the additional measure of obtaining approval at a
higher hierarchical level for transactions carried out through the accounts of "high
risk" customers, including PEPs, exceeding the threshold of EUR 10,000 or
equivalent/transaction, reghess of whether the transactions are carried out in
cash or by transfers internal or external,

A Revising the control methodology in terms of providing the NOPCML with
accurate and complete data on cash transactions by establishing a wider range of
samplingcriteria and alternating these criteria at the time of controls;

A carrying out an internal audit mission with the objective of verifying that reports
submitted to NOPCML on cash transactions of at least EUR 10,000 or equivalent
(including transactions thatppear to be linked) contain accurate and complete
data, as well as the effectiveness of procedures, processes and IT systems
implemented for data extraction and processing.

Financial flows



Another key factor is the business of money remittance serviegried out through banks

and involving higher risks, especially in the case of cash transactions of an international
dimension (followed by transfers abroad) and payments made outside a relationship of
existing businesses.

However, in terms of crodsorder transactions with all jurisdictions, less than 50% of the
banking sector (15 banks out of 35) was involved in money remittance service activities in
2020, and the amounts represented barely 0 .03% of the total volume of assets employed by
the sectar

However, the risk associated with crdsgder exposure remains relevant, but not as
important as in the case of Member States known to be international financial centers.

In 2020, 7 Romanian banks (including 2 branches of credit institutions fraen wkmber

states) out of the 31 credit institutions that managed such transactions, had the most intense
activity in this sector in terms of the volume of crbssder transactions ordered/collected by
customers. These are actually the biggest banks inaRiamcovering 60% of the market
share.

The most important risk factors related to crbesder operations are represented by the
geographical areas and the customers involved in the transaction chain. However, the
prevalence of volumes circulated thrbuthe same large banks mentioned previously was
observed, which is explainable considering their international recognition and the range of
services they offer, having a greater financial and IT expertise capacity (special hubs with
hundreds of employeesanitoring and managing risks).

With regard to geographical areas, namely third countries with high risk and strategic
deficiencieé' (HRTC), the total volume of transactions involving these jurisdictions carried
out by banks in 2020 represents 2.39% & c¢hse of recorded receipts and 6.46% in the case

of payments made. For this estimate, the NBR included in the HRTC category, the
jurisdictions that were included on the FATF list in 2021, although at the time of the
operations, in 2020, they were not afi the FATF list of monitored jurisdictions, thus, the
estimated volume being smaller. In the context where, for adequate risk management, the
legislation requires additional measures to know the clientele in such cases, in order to
process some transaci® with the jurisdictions in question, the bank requests additional
information and supporting documents.

With regard to the customers who made clossler transactions, respectively regarding the
volumes of external transactions recorded on the aceafimustomers identified as publicly
exposed persons (PEP), 0.37% of these were made through the accounts of resident PEP
customers, and 0. 57% through the accounts ofresident PEP clients [noting that the total
number of current accounts held by fesident clients (individuals and legal entities) was
calculated regardless of their currency and the number of accounts held by the same client].

ZcommissionDelegated Regulation (EU) 2016/1675 of 14 July 2016 supplementing Directive (EU) 2015/849 of the
European Parliament and of the Council by identifying higisk third countries that have strategic deficiencies, as
amended and supplemented https://eur-lex.europa.eu/legalcontent/RO/TXT/?uri=CELEX%3A02016 RAGZHRA7 -

FATF List of High Risk Jurisdictions Subject to a Request for Actiatp://www.fatf gafi.org/publications/highrisk-and-
other-monitored{urisdictions/documents/calforum-act-February2020.html - FATF List of Jurisdictions Under
Enhanced Monitoring z 21 February 2020 http://www.fatf gafi.org/publications/highrisk-and-other-monitored-
jurisdictions/documents/calfor -action-february-2020.html

-FATF List of Jurisdictions Under Enhanced MonitaginJune 2021 70http://www.fatf -gafi.org/publications/highrisk-
andother-monitored-jurisdictions/documents/increaseanonitoring-young-2021.html
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Although the likelihood of a particular customer, type of transaction or product being used
for money laundring or terrorist financing is low (as evidenced by the very small number of
money laundering casésmany of which are triggered by STRs (banks, as mentioned, have
the highest reporting rate and the best prevention systems in place), the total vobrdedrec
presents a challenge for detecting suspicious transactions.

Romania's economy is interconnected internationally and, being a member of the European
single market, the free movement of capital applies. Accordingly, the risk assessment must
attach geat importance to the crebsrder threat of money laundering and terrorist financing
and assess it as a priority. With regard to ctmssler transactions processed by Romania
with other countries selected on the basis of a series of criteria, whicdanatuparticular,

all neighboring states of Romania, countries where a relatively large number of Romanians
live, jurisdictions of particular economic importance for Romania and, of course, the
countries that are frequently related, at an international,l€0 money laundering/terrorist
financing activities.

Financial institutions in Romania have a very limited presence abroad, more precisely in only
two countries, the Republic of Moldova and Italy. As regards the Republic of Moldova, joint
inspectionswere carried out in accordance with the provisions of the Agreement of
Understanding on Banking Supervision of Jul{’ 22001 between the NBR and the National
Bank of Moldova. The Agreement was recently replaced by the Understanding Agreement,
signed onJune 11, 2021,which extends cooperation between the two authorities also in the
segment of institutional capacity building in areas such as banking supervision, including the
activity of payment service providers and electronic money issuers, finameiedet
infrastructures, cash transactions, prevention of money laundering and terrorist financing,
etc., with a view to promoting the smooth functioning of the financial and banking systems.
Similarly, on December 1% 2002, a Memorandum of Understandiwgs signed between

the National Bank of Italy and the NBR on cooperation in the field of banking supervision

In the context of the identification of serious violations of -ambney laundering rules, in
accordance with the ESA's Common Guidelines ompemation and exchange of information
within the meaning of Directive (EU) No. 2015/849 between the competent authorities that
supervise credit institutions and financial institutions, the representatives of the National
Bank of Romania participate in theupervisory boards in the field of preventing and
combating money laundering and terrorist financing of the competent authorities that
supervise credit institutions, lending/leasing NBFIs, Pls and EMIIs.

In the case of the banking system, the NBR estisnéitat the greatest exogenous risks arise
from multiple external receipts from different, apparently unrelated originators, transactions
that are not consistent with the customer profile and, above all, from the usealfeso
tradebased money laundegn a method characterized by payments for complex, fictitious

or overstated commercial transactions for which supporting documents are presented. In
addition, these are often carried out through several financial institutions, so that each of
them has ol a partial view of the parties involved in the transactions. All these aspects
make it very difficult or impossible to detect money laundering operations of this type under
normal conditions

Regarding identified and identifiable threats, there is a tdegjtee of concern, represented by

the fact that the percentage of STRs transmitted by banks (for transactions/activities or
attempted transactions) of the national total of STRs is a significant one. At the same time it
should be noted that, among all repw entities, banks have the most developed and



efficient departments, as well as specialized tools. However, the risk remains due to the
weight and complexity of financial services offered to a wide range of customers and its role
as a gateway to oth&nancial sectors.

The credits

Loanrelated products (loans) generally present a lower money laundering/terrorist financing
risk. Mortgage loans, in particular, require extensive documentation of income, assets and
future cash flows, if only to verifgredit worthiness (solvency). In principle, loans to legal
entities are more susceptible to money laundering than loans to individuals, as they tend to
involve more complex structures and larger volumes of transactions. The banking sector in
Romania is chacterized by a relatively low share of corporate borrowers in the total loan
portfolio, as corporates account for only 42% of all loans, 50% of all loans are granted to
households, of which mortgage loans account for 30 percent, and the rest are ctoewsner
transactions. The banking sector in Romania is characterized by a relatively low share of
corporate borrowers in the total loan portfolio, as businesses represent only 42% of total
loans, 50% of total loans are granted to households, of which mgertgans represent 30
percent, and the rest are consumer loans.

Consumer loans
Mnrtgages

Dther loans

30%

However, one of the challenges of lending is updating customer data due to the refusal of
some customers to provide data to the institution after the loan is granted, believing that as
long as they pay the installments on time there is no reason to interact with the bank.
However, the sectoral regulation of the National Bank of Romania provides guidance for

such situations.

Current accounts

As regards produetpecific risks, it shodl be mentioned that in Romania current accounts

are the basis of a business relationship and serve as a benchmark for other banking products.
They are subject to increased risk as funds in current accounts can be highly fungible and
liquid and transactionsan be carried out in a very short period of time at any tdash



can also be deposited and withdrawn at any time, including via ATMs. There is a wide
range of distribution channels, including those that support online banking without direct
contact wih customers. In online retailing, new payment methods are being seen where the
payer and payee can be separated, on several levels. This can make it difficult to identify the
actual payee or the person who holds the payment account, as instant payment allo
amounts to be transferred in real time. Current accounts can also be used for terrorist
financing purposes, particularly for small value transactions, as small amounts are harder to
identify and trace than larger transactions. According to centraliaidfibm the banking
system, the total number of current accounts held by individuals at the end of 2020 was
24,681,152 (regardless of the number of accounts held by each customer and their currency),
while the number of customers, individuals, in bankstfplios was 19,580,567.

Only one bank in the system does not offer current account services to customers, 3 credit
institutions do not manage business relationships with individuals, and another bank does
not accept business relationships with-nesident individuals.

The number of resident individual customers in the banks' customer portfolios is 19,374,172,
representing 98.95% of the total number of customers.

The number of nomesident individual customers in banks' customer portfolios is 286,39
representing 1.05% of the total number of customers.

In terms of distribution channels, 15 banks offer the possibility to initiate business
relationships and access products/services remotely, without the physical presence of the
customerCustomers wh current accounts only in foreign currency represent a certain risk,
but the likelihood of it occurring is low, as most banks initiate business relations with a
customer by opening an initial current account in RON, because there are a small number of
non-resident customers in the banks' portfolios, but also because banks apply additional
knowyour-customer measures in such circumstances

Additionally, according to centralized data from the banking system, the total number of
business relationships meged by banks with legal entities, for the reference period, is
1,383,138. Four (4) credit institutions do not manage business relationships with legal
entities. The number of clients, resident legal entities (with resident real beneficiaries), from
the baks' portfolios is 1,271,741, representing 91.95% of the total number of legal entity
clients.

The number of clients, resident legal entities (with at least oneresitent real
beneficiary), from the banks' portfolios was 107,658, representing 7.78% taftal number
of legal entity clients.

The number of clients, neresident legal entities, from the banks' portfolios was 3,739,
representing 0.27% of the total number of legal entity clients.

Although the number of neresident clients is small,caeording to the data, the average
turnover of norresident clients is higher than the average turnover of resident clients in the
portfolio, an aspect identified in the case of about 60% of banks, which denotes an intense
activity of nonresident customers

Of the total number of clients classified as Publicly Exposed Persons (PEPS) in banks,
95.94% are resident PEPs, while of the total number ofresident PEPs, 6.57% are PEPs



from highrisk third jurisdictions as determined by European CommissioB8%52re PEPs
from other highrisk jurisdictions, and 37.71% are PEPs from the EU/EEA.

Banking correspondent relationship

Regarding LORO accounts, opened as part of the banking correspondent services offered by
credit institutions in Romania, the follavg aspects must be taken into account:

- Of the 35 credit institutions registered in Romania and branches of foreign credit
institutions, 21 offered LORO accounts as bank correspondent services in 2021,

- None of these 21 banks offered "payathiugh accouti services and only 3 of
them, which are part of international groups, established "nested accounts”
relationships;

- In 2021, most of the responding credit institutions were registered in the European
Economic Area (including Romania). Although more th@®e5of the transactional
volumes (in terms of amounts) were related to respondent credit institutions outside
the European Economic Area, the largest transactional volumes related to this type of
correspondent relationship were recorded with institutiotisarJK and the USA;

- Credit institutions have policies for accepting correspondent banks in their portfolio
and usually establish a list of unacceptable types of correspondent banks (ghost
banks, banks offering anonymous accounts, unregulated banks, @ammst
correspondent banks, etc.) and of unacceptable customers/transactions of the
respondent banks (in correlation with their risk appetite, for example: customers in
the gaming industry, using virtual currency, customers/transactions related to the
produdion and sale of weapons, customers/transactions related to pornography/
prostitution etc.)

During 20182021 there were no closed correspondent relationships due to repeated
provision of funds transfers with incomplete/missing mandatory data. The anafydie
banking sector revealed the following risks:

A. General risks:

A the evolution of the criminal phenomenon at the national level, the diversification
of the operating methods and techniques used by criminals to introduce the
proceeds of crime into tHenking and financial system;

A the national economic context;

A the political environment;

A the risks generated by the pandemic (trafficking of counterfeit medicines,
falsification of medical materials and the sale of consumables without the quality
standardsequired by the health sector; the increase in fraud and financial scams
due to economic uncertainty; cybercrime; offering fraudulent investments in the
form of Ponzi schemes due to economic uncertainty and derivative methods in the
context of the pandemiithe use of virtual assets, as a method of laundering them;
possible delays in obtaining additional information necessary for the ongoing
analysis or investigation, but also delays in the transmission of STRs; the use
abuse of noprofit organizations;egmporary or intermittent closure of economic
activities that prevent the proper fulfilment of obligations to prevent money
laundering and terrorist financing),

A the international climate (the war in Ukraine, terrorist attacks in European cities,
the situaibn in Syria, Iran, North Korea, Russia, the pronounced phenomenon of
migration from the Middle East to European states, the situation in Afghanistan),



B. Technological developments:
A Technological progress, the digital revolution, the promotion of newilmisisn
mechanisms and the use of new technologies.

C. Customer and product categories:

A persons/entities that issue/distribute and/or trade in any form electronic/virtual
currency;
fund transfer operationsbecause they can constitute a channel for tmesfiea of
funds for the purpose of financing terrorism;
developers, real estate promotion and real estate transactions;
precious metals/stones (including diamonds) businesses, online casinos/gambling,
charities, maritime industry;
not updating CAEN codes [&sification of National Economic Activities) to
current realities activities such as currency exchange offices / pawnshops are not
differentiated from other financial activities that may present a lower risk related
to ML;
international fund transfers;
speculative transactions for the sale and purchase of agricultural land. The
appearance in the field of agriculture in Romania of legal entities
owned/controlled by investment funds;
establishing business relationships with natural or legal personsaedogiith
norrcooperative countries/countries that do not properly apply FATF standards;
initiating / continuing business relations with persons associated with negative
events from the point of view of financial crimes;
from the perspective of corresponti®anking relationships;
the transition to a digital activity generated the launch of new specific
products/services that allow customers remote access, without the need for their
physical presence at the bank.

To o o oo Do
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D. Banking correspondent relationships:

A the lack of standardization of SWIFT/SEPA payment messages, in order to ensure
compliance with Regulation (EU) 2015/847, FATF Recommendation no. 16, EBA
Guidelines and Guidelines, to ensure the necessary framework for preventing and
combating money launderingh@ terrorist financing, in accordance with legal
provisions, in the context where messages accompanyinglorodsr payments
do not contain a separate 1ISO code field for both the country of the payer/payee
bank (customer counterparty) and a separate afedicfield for the country of
registration/residence of the payer/ the beneficiary (counterpart of the client).

Additionally, in terms of the most common types of assets that can be introduced into the
financial circuit through money laundering mecharssraccording to consultation with
compliance officers from credit institutions, on a scale where "rarely = 1", "average = 2",
"often = 3".

Thus, securities (guarantees) were considered to be rarely used (1.1282/3), and cash was
identified as the most fregutly (2.8322/3) used asset for money laundering. At the same
time, the other indicators were classified, within the consultation, as being used, as follows:
rare: bank deposits (1.1823/3), medium: business investments (infusion of income into
private busnesses) 2, 0112/3 and precious stones and metals (2.0276/3) and often used for
money laundering: real estate (2.5036/3) and luxury goods (2.5436/3).



The most common types of assets identified as laundered proceeds
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Value boxes

A small number of banks consider that there is a "potential" risk of abuse tamcer
categories of safes. However, there is no evidence of actual abuses and therefore a real
danger, since, in accordance with the legislation in the field, {ymwcustomer measures

are also mandatory for this service, and the customers and bensfioils are registered

and reported to the centralized register of bank accounts.

However, the safe can only store goods/money, but is not a way to allow them to enter the
financial system. In addition, several banks have introduced into the contrpobhii@tion

to deposit cash in these safes and the condition that, in order to obtain this product, the
person is already a client of the bank using other products/services. Most studies and reports
have concluded that extending the term "financial inteiat®n" to purely physical storage

of assets would be complex and expected to be associated with high costs. Additionally, it is
important to note that the existing regulation in the field is in accordance with international
standards.

Given that the red for additional regulation has not been identified, the existing legal
framework and the measures implemented by the banks being sufficient with regard to the
principle of proportionality, the NBR will nevertheless monitor developments and, if
necessaryevise the applicable measures.

lllustrated risks from surveillance activity

As presented in the general part, the NBR assessed the risks of money laundering and
terrorist financing, classified banks and established a detailed methodology fobasesk
approach to its supervisory activities in the field of preventing and combating money
laundering and terrorist financing.

Conclusion: The banking sector is considered to present an average (residual) risk,
partly due to a more mature control enviment compared to the rest of the regulated
entities. The high average rating set by the NBR for certain institutions, as well as the
weighted average rating of the banking sector (3.1) are used for supervisory purposes,
resource allocation and also for aeess purpose$he elements taken into account in the
determination of the supervisory rating used in the supervisory work are those verified in



accordance with the legal supervisory tasks, focusing on operational risks, governance,
deficiencies, but ira broader perspective. Therefore, given the small size of the Romanian
financial system in the EU financial market, the lack of complex products (e.g., as
presented, private banking) and the limited outreach (very low number of branches abroad),
the money laundering/terrorist financing risk associated with this sector, from the
perspective of the national risk assessment, is considered medium (based on the ratings in
the Council Assessment Methodolggpnother element is the very demanding regulation

of know-your-customer measures, the number of documents required, the sources of
information and supporting documents, as well as continuous updating and verification are
very strict for the financial sector supervised by the NBR. It should be noted thaiphées a

to the entire sector supervised by the NBR.

In general, the legislation is implemented effectively using thebdsled approach. Due to

the detailed requirements, banks focus very much on initial customer identification.
Identification in bank kanches- faceto-face identification- continues to be the most
commonly used method of identification. Careful initial identification should be followed by
regular and ongoing identity verification, with comprehensive monitoring of the business
relationslip and transactions. As financial intermediaries, banks are extremely important to
the economy because of their business support functions and international
interconnectedness. High turnover volumes and the sector's natural focus on asset
management andainsfer may mean that the banking sector as a whole is naturally exposed
to a higher risk of money launderingihe risk of the banking sector as a whole being
misused for money laundering is assessed as medium. However, mitigating factors keep the
overall iisk of the sector at medium level, as the quality and effectiveness of general
controls in the area of prevention and combating money laundering and terrorist financing
are considered adequate, with insufficient resources being the main problem. liyeacgnt

the quality and effectiveness of supervisory procedures and practices have been
continuously improved

2. Subsector of norrbanking financial institutions (NBFIs) (loan/leasing companies)

Non-bank financial institutions (loan/leasing companies)(NBFIs) are companies
authorized to carry out lending activities and, where appropriate, payment services and other
ancillary activities. Loan/leasing NBFIs are not allowed to receive deposits or other
repayable funds. Loan/leasing NBFIs are registeyethé® NBR, depending on the type and
volume of their lending activity, in order to carry out their lending activity. Loan/leasing
NBFIs registered in the General Register which exceed a threshold set by the NBR such that
their activity is of enhanced in&st from a financial stability perspective, are also registered

in the Special Register if the cumulative level of own capital and sources borrowed on the
basis of outstanding loan/financing contracts is at least RON 50,000,000, the cumulative
level of loans/financing granted and commitments entered into is at least RON 25,000,000
and the total volume of consumer loans granted in the last three quarters exceeds RON
75,000,000

As mentioned, in order to prevent money laundering and terrorist financingyBReis
responsible for the regulation and supervision of only loan/leasing NBFIs registered in the
Special Register, and those registered only in the General Register or in the Special Register
are supervised by NOPCML.

Loan/leasing NBFIs registered the Special Register can carry out the following lending
activities:



a. granting loans, including but not limited to: consumer loans, mortgage loans,
real estate loans, microloans, financing of commercial transactions, factoring
operations, discounting, lymsums;

b. financial leasing;

C. issuing guarantees, assuming guarantee commitments, assuming financing
commitments.

In the 20192021 period, the number of institutions regulated and supervised by the NBR
increased slightly, as well as the balance of loanstggdeby these institutions:

31.12.2019 31.12.2020 31.12.2021

Number of institutions 69 69 73
regulated and supervise
by
NBR

The balance of loar 7,123,153,913 Eur 7,148,774,694 7,637,08,934 Eur
granted by Eur
the institutions

regulated and supervisi
by

NBR

The subsector represented by Loan/Leasing NBFIs is-tsk, as the client portfolio is
almost entirely composed of residents, as noted in the chart below, and the only products are
lending products.

Total no of Residents Nor+ Individuals | Companies| Lowrisk | Medium | High risk
customers resdent risk

and
1,953,822 1,953,747 75 1,661,870 291,950 71.63% | 25.52% | 2.85%

In terms of products, services and risk factors of transactions in thisestdr, according to

the latest EBA? Risk Factor Guid, they are more associated with low risks, such as a low
value loan facility, including one that is conditional on the purchase of a particular consumer
good or service, a lowalue product, a leasing contract, where the legal and beneficial title to
theasset is not transferred to the customer until the contractual relationship is terminated, the
transactions are largely carried out through an account opened in the customer's name with a
financial institution subject to AML/CTF requirements

Also, almos none of the higher risk factors related to products are specific to thsestdr,

except for new products associated with online registration mechanisms, which are starting to
be promoted, especially since the outbreak of the pandemic, and whictsqmoserisks
related to identity theft. To reduce this risk, the Romanian Digitization Authority has adopted
specific requirements. At the same time, the NBR has supported a new legislative
initiative/draft law that will allow supervised entities to accelss Ministry of Internal

22

https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Guidelines/2021/Guidelines%2

0on%20ML
TF%20risk%20factors%20%28revised%29%20202102/Translations/1016927/Guidelines%20ML%20TF%20Risk%20Factors_RO.p
df



Affairs' database with information on people's identity documents. In the meantime, the NBR
is sending letters to all supervised entities with warnings about any suspicion of identity
theft/forged identity documents and issuing guice on developments in the associated
distribution channels.

In many respects, the very nature of leasing makes the industry low risk from a money
laundering perspective, and this is the general view. For example, in a leasing contract, no
funds are trasferred to the lessee (the user), but instead the customer is granted the right to
use an asset (e.g. equipment or a vehicle). In this way, the way leasing contracts are set up
clearly does not lend itself to being used for money laundering or terioasicing, as the

funds are almost always paid directly into the supplier's bank account. In addition to the
nature of the relationship between the lessor, lessee and supplier, the duration of the leases as
well as the payment methods used by lessees te neplayments contribute, also reduce the

risk of money laundering in leasing. Leases are generallytinng with an average duration

of between 3 and 5 years. In addition, in the vast majority of cases, repayments to lessors are
made by direct debit orggment order from the lessee's bank account, which means that the
necessary checks consisting of kngaur-customer measures will have been carried out by

the customer's financial institution before being subject to further checks by the leasing
company.

Also, another fact to consider is that the compliance systems and resources of tHzsmsknon
financial lending institutions are not comparable to those of banks. Only those that are part of
a group that benefits from the support of the parent bank ltaessato such resources. The
same legal requirements and supervisory objectives were and are applicable to all supervised
institutions.

The main vulnerabilities identified in the supervision process at the level of (sombankn
financial lending instutions are:

A Inadequate risk assessment methodology and risk assessment or assessment process
used in relation to distribution channels;

A lack of procedures or inadequate procedures and control systems regarding the
implementation and efficiency of kneyour-customer measures;

A the high turnover of staff performing KYC/AML/CTF activities, including at the level
of the compliance officer responsible for coordinating the implementation of legal
provisions;

A lack of a training program for employees carrying KC/AML/CTF activities (for
example: not including aspects related to types of suspicious behavior, the legal and
internal framework of KYC/AML or the absence of final assessment tests taken by
employees at the end of the training program).

However, the werall risk of the suksector is low due to the limited nature of the products,
the limited possibility of geographical coverage, the fact that most of the supervised entities
have resident persons in the customer portfolio and offer leasing and smsllDognto the
specific nature of the business, in order to reduce credit risk, institutions collect all relevant
information about customers, their source of funding, etc., and it occurs in the case of loans
with significant collateral, early repaymentsathdo not match the customer's financial
situation or from third parties unrelated to the customer, but such situations were very few

In addition, in accordance with the ESA Joint Guidelines on cooperation and exchange of
information for the purposes dfirective (EU) No 2015/849 between competent authorities
supervising credit institutions and financial institutions, representatives of the NBR



participate in the AML/CTF supervisory boards (AML/CTF) of the competent authorities
supervising loan/leasingB¥Is.

It should be noted that, at the time of establishment, these loan/leasing NBFIs are under the
supervision of the NOPCML and, once they reach a certain level of importance in their
activity, they come under the supervision of the NBR. At the tirheret is close
communication between them and the NBR to ensure that the former are aware of their
(new/additional) antmoney laundering and arstgrrorist financing obligations under sectoral
legislation They must demonstrate that they have the apptepstaategy, risk assessment

and procedures in place. As of 2021, meetings are held individually for each institution with
the persons responsible for the implementation of legislation in the field of prevention and
combating money laundering and terrorighancing and international sanctions and
information is requested on their work, client portfolio, human resources involved in the
activities to prevent money laundering and terrorist financing,Satailarly, such meetings

are held with loan/leasing NBs classified as high risk compared to other entities in their
subsector to discuss measures to be implemented to reduce the level of risk/timeline of
activities in the supervisory program, etc.

Taking into account the above elements as well as tiges the inspections (supervisory
actions) carried out, the loan/leasing NBFIs have been grouped into 4 groups.

The level of supervisory engagement will be determined in proportion to the degree of
ML/TF risk associated with each NBFI according to thest recent available assessment,
and according to the group into which it falls.

It should be noted that the same requirements for kymwcustomer measures as for banks

are applicable to loan/leasing NBFIs. In addition, for any type of loan/leaBiB&
Regulation No 17/2012, as amended, sets out a number of obligations for supervised entities
regarding the types of income considered eligible by the lender, in particular that lenders
must analyze income for the previous year based on documentsgptiogimcome declared

to the tax authorities and/or documents proving the income received on accounts opened with
the loan institution. In cases where there is no legal obligation to declare income to the tax
authorities, creditors shall establish the meofor the previous year on the basis of other
supporting documents that demonstrate its continuity. Supporting documents are also needed
to prove changes in the client's income declaration, such as a change of job, or changes that
have a significant impacon the growth of the sedmployed person's business. Such
measures provide a better picture of the source of funds and traceability, which would allow
the detection of money laundering through loan/leasing and early repayment of criminal
proceeds. Anyltsortcomings in the implementation of these requirements will be brought to
the attention of the Money Laundering and Terrorist Financing Prevention Service by
prudential supervision to examine the implications from this perspective

In terms of structureconsumer credit and credit cards account for 99% of all loans granted
by loan/leasing NBFIs. As regards the corporate sector, only 6% of the amounts outstanding
are credit lines, with loans to finance assets and equipment accounting for about 32% of tota
exposures of loan/leasing NBFIs. Against the backdrop of the epidemiological situation in
Romania, Loan/Leasing NBFIs were less active in the credit market in the months
immediately following the pandemic, a situation driven both by lower demand (aotiext

of high uncertainty about the future financial situation of both companies and a population)
and lower supply (as a result of increased risk aversion towards companies from sectors
affected by restrictions or towards individuals operating in se@fiected by downsizing).



In the context of the launch of two government programs ("SME Leasing" and "SME
Factor"), loan/leasing NBFIs are eligible for funding and may recover in the near future.
These economic developments also reflect on risk appetiteezluce pressure on financial
crime departments

\[o} Elements Assessment of Risk rating

Likelihood Rating (L) consequence (C)

Risk associated with low low low
the Subsector of non
banking financial
institutions (NBFI)
(loan/leasing
companies)

Assodated vulnerabilities:
Limited control of the customer relationship - once credit has been granted, there are no tools to chan
the course of the business relationship.

Event description:
Using the loan as justification for illegal money, by repaying iradvance from unknown/unclear sources

Risk description:

The probability is very low
Consequences are low,
The risk is low

3. Electronic Money Issuing Institutions (EMII) sub-sector
Currently, there are 5 institutions issuing electronic money superbigdtie NBR in the
field of preventing money laundering and terrorist financing:
A 2 institutions issuing electronic money, Romanian legal entities (one of which is also a
nonbank financial institution registered in the Special Register)
A 3 branches of eleanic money issuing institutions from other member states

The money laundering and terrorist financing risk associated with electronic currency, which
typically offers a fast and often anonymous payment option, has been documented by FATF
and Moneyval. IrRomania, for a better management of these risks, the legal framework does
not exempt any type of electronic currency from the application of due diligence measures,
and therefore no anonymous electronic currency can be issued by entities authorized by the
NBR.

In terms of sector size, as of 30/06/2020, all EMIIs, including branches, had 225,905
customers, of which only 34 were rogsidents.

Total number | residents non Individuals | Trade Low risk | Medium | High

of customers residents companies risk risk
225.8

225,905 71 34 224,442 1,463 57.14% | 39.39% | 3.47%

The sector is mainly involved in providing payment services to its customers and therefore
also offers crosborder payment services. In the period between 01.07.2019 and 30.06.2020,
the total value otrossborder payments received was of EUR 9,039,168 (65% from the UK,



Austria and Germany) and the value of crbesder payments ordered was of EUR
3,187,997 (74% to China, Turkey and Belgium).

As regards the risks related to the issuancembeey byEMIIs, it is noted that they provide
e-wallets to their customers and the offer does not include anonymous cards. Although the
product allows peeto-peer transfers exclusively between EMII customers, there are limits on
the value of transactions. The®ney product can be funded by card or bank transfer from a
RON account with a credit or financial institution in the EEA. Cash deposits and withdrawals
at ATMs can only be done by the customer, with low limits per transaction and per day: the
limit for daily cash deposits or withdrawals is capped at RON 10,000/day, with additional
limits: a limit of RON 500/1,000 per location, and deposit or withdrawal can only be done by
the customer (no third parties can be involved in the transaction).

Thus, a customewishing to use the maximum daily limit would have to visit2Ddealer
locations and deposit/withdraw the maximum amount at each location. Cash withdrawals
using linked debit cards have daily and monthly limits based on the amount and number of
transactios. The institution has set up an automated scebased transaction monitoring
system with several scenarios designed to identify all cases where customer transactions
exceed normally expected withdrawals (upon registration, customer makes cashidrassact
close to the maximum allowed amount; multiple cash receipts/deposits in a given period
(day/week/month); multiple cash receipts followed by a-pe@eer/cash withdrawal, etc.).
According to the results of the @ite inspections, the risk rating thfe EMII subsector was
assessed as mediunsk (3).

No. Elements Assessment of Risk Rating

Likelihood Rating (L)  consequences (C)

low severe medium-high

Risk associated
with the sub-
sector

Electronic Money
Issuing
Institutions

(EMI1I)

Associated vinerabilities:
Low quality controls and poor reporting.

Associated threat:
Applicable customer awareness measures and ongoing monitoring may not detect problems in time.

Event description:
Criminals can exploit the vulnerabilities

Risk description: medim-high
Probability is low, Consequences can be severe.

4. Payment institutions subsector (PI)

Globally, money remittance firms (including payment andgnaney institutions) are
commonly used by criminals involved in money laundering or terrorishding, given the
international payments, speed and volume of transactions and the geographical coverage.






