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I. Introduction to the National Assessment regarding the Risks of Money 

Laundering and Terrorism Financing  
 

Preamble 

 
Å The performance of the National Risk Assessment regarding Money Laundering and 

Financing of Terrorism complies both with the criteria imposed by Recommendation 

1 of the International Financial Action Task Force (FATF) and with the legal 

obligations imposed by Law 129/2019 on the prevention and control of money 

laundering and financing of terrorism, including the amends and additions of certain 

legal acts, as they were notified by Romania to the European Commission after the 

provisions of the Directive 2015/849 (AMLD4) have been turned into national rule. 

Å The main objective of this approach at national level is for the Romanian authorities 

to realistically identify the risks of money laundering and terrorist financing and to 

ensure that the necessary measures are taken to reduce them through the efficient 

allocation of financial, technical and human resources. 

Å The national assessment of these risks is of particular importance at the macro-

economic level, because based on its outcomes, Romania will be able to improve its 

regime so as to prevent and combat money laundering and terrorist financing by:  

É  Getting to know the risks of money laundering and terrorist financing;  

É Assessing the effectiveness of risk mitigation strategies;  

É  Prioritizing risk mitigation activities; 

É Making justified decisions regarding the limitation of the coverage of low-risk sectors 

and products from the point of view of preventing and combating money laundering and 

terrorist financing; 

É Redistributing resources to address the areas identified as priorities. 

 

Å The inter-institutional cooperation developed throughout the implementation of the 

present process of national assessment regarding the risks of money laundering and 

financing of terrorism provides grounds for the consolidation of a practice of a risk-

based approach in the field, which will certainly become permanent when specific 

assessments will be carried out periodically. 

  

The methodology used 

Å The National Office for the Prevention and Control of Money Laundering (NOPCML) 

together with the National Bank of Romania (NBR) and the Financial Supervisory 

Authority (FSA) initiated the national assessment of money laundering and terrorist 

financing risks in Romania in September 2019. 

Å In order to implement the project, a Steering Committee was established, made up of 

representatives of the NOPCML, NBR, FSA, POHCCJ, MJ, MIA and RIS. The 

members of the Steering Committee contributed in taking the most important 

decisions in accordance with the Assessment Methodology provided by the Council 

of Europe. 

Å According to the Methodology, the data collected and used refers to the period 2018-

2020, the information regarding the cases of convictions and referrals to court for the 

crime of money laundering/terrorist financing constituted the starting point for the 

macroeconomic analysis that is the subject of this report. The statistical data related to 

the analyzed sectors, available to the supervisory authorities, was also added. 

Å At the same time, the data and information regarding ongoing investigations into 

money laundering were collected based on a questionnaire from prosecutors from all 



 

 

the competent units in the country (including the specialized bodies NAD and 

DIOCT). 

Å Other categories of information that were the basis of the risk analysis refer to the 

perceptions of the actors involved, obtained by completing questionnaires and 

participating in focus groups, as well as to information from external sources such as 

the Supranational Risk Assessment carried out by the European Commission or the 

documentary materials of the GAFI/FATF and other relevant international 

organizations. 

Å The national assessment of money laundering and terrorist financing risks was thus 

based on a comprehensive analysis of the following components: 

o analysis of the threats arising from predicate crimes which are the main source 

for the generation of criminal income subject to recycling; 

o analysis of subjects who undertake money laundering activities;  

o analysis of economic sectors with a significant risk of money laundering; 

o analysis of financial sectors and products that can be used abusively for money 

laundering and terrorist financing;  

o  the cross-border characteristics of money laundering;  

o  analysis of terrorist financing risks. 

Å According to the used Methodology, the level of risk assigned to each 

sector/product/channel/subject is based on the probability of money 

laundering/terrorist financing and their consequences, generating a risk determined by 

means of the risk assessment and the risk matrix. The assessment of the likelihood is 

assimilated to the assessment of the frequency with which criminals can undertake 

money laundering actions, taking into account their knowledge and skills in this 

regard (typologies and case studies playing an essential role) and the impact of 

preventive and recovery controls. The assessment of consequences is related to the 

assessment of the volume at which criminals can launder money. 

Å In relation to the risk matrix following the integration of the assessment of the 

probability and the estimated consequences, the assigned risk level can be low, 

medium, high and extreme. 

  

Brief presentation of the Report's findings 

Predicate crimes generating criminal income 

 
Å Tax evasion represents a relevant source generating criminal income that is suitable 

to be recycled so that, taking into account the significant damages highlighted and the 

conclusive statistical data in the Report, it is appreciated that the risks associated with 

the laundering of money from tax evasion are high. 

Å Corruption represents a criminal phenomenon with a high impact from the 

perspective of money laundering risks, considering the frequency and the large volume of 

the criminal proceeds found in the cases investigated and those finally resolved, but also 

the subjective perception expressed in the majority of processed questionnaires. 

Å The analysis carried out reveals that human trafficking  allows money laundering 

through the use of cash, the use of middlemen and carriers, so the money laundering risks 

associated with human trafficking are high. 

Å Computer crimes are usually committed by Romanian citizens abroad and the 

criminal proceeds were transferred through money carriers in Romania; the upward trend 

observed in recent years at the level of the authorities that implement such cases, justifies 

the assessment of these risks as high. 



 

 

Å Based on existing data and national judicial practice, it is estimated that the 

phenomenon of smuggling, especially cigarettes, presents an average risk of money 

laundering. 

Å The risks posed by drug trafficking for money laundering (predicate crimes are 

committed abroad by organized crime groups, and Romania is a transit point for the 

transfer of narcotics to other countries) can be assessed as medium. 

Å Although crimes against the environment (illegal deforestation, waste management) 

did not have a major impact in the analyzed period, currently it was found that these 

crimes are gaining consistency, being linked to an exposure to the risks of money 

laundering as it results from the existing data regarding the organized crime groups 

that operate especially in Bucharest and its proximity, as well as the large sums of 

money from uncertain sources transferred through the bank accounts of front 

companies (with the object of waste management activity). 

  

Risks of money laundering 

Relative to the subject submitted to the money laundering risk analysis 

Å Resident legal entities from Romania present an average risk, as Romanian 

companies can be used to carry out illicit activities, including money laundering. 

Taking into account the criminal case law, the report highlights a number of examples 

where resident companies are involved in money laundering activities, especially 

illegal money derived from tax evasion (the most common predicate crime 

encountered). 

Å Resident natural persons are exposed to an average risk, an aspect that derives 

mainly from the use of personal accounts belonging to natural persons with the aim of 

dissimulating commercial activities specific to legal persons. Mitigation of this risk is 

achieved through the use of bank accounts for carrying out commercial activities, 

provided that the procedure applied for opening a bank account involves the 

application of KYC (know-your-customer) measures which significantly reduce 

exposure to risk. 

Å Publicly exposed persons present a high risk, especially in terms of the position held, 

which allows them to have access to public funds and to be protected to a certain 

extent by their investment in such a position, and this status creates an important 

advantage that might be used by the money launderers. This conclusion is also 

supported by the results of the analysis of predicate crimes, which revealed a high risk 

in relation to corruption crimes. 

Å Non-resident natural persons pose a low risk given that they represent a low 

percentage of people convicted under the Law on the prevention and control of money 

laundering and financing of terrorism. 

 

Relative to the economic sector  that is subject to money laundering risk analysis 

 
Å The real estate sector (including construction - trade in construction materials, 

developers and real estate agents) represents a real challenge from the point of view of 

combating money laundering, being characterized by a high degree of risk, given the 

number of convictions in this sector, as well as the amount of money laundered. This 

perspective also took into account the widespread use of cash in the real estate sector, 

especially for the purchase of construction materials and for the payment of workers, 

who are largely outside the labor market. 

Å The agricultural sector presents a medium risk, being exposed in particular due to 

the use of cash and the possibility of accessing subsidies from the EU budget or the 



 

 

national budget, fictitiously and which are used for purposes other than those for 

which they were granted. In addition, awareness of the risk of money laundering 

through the sector is limited. 

Å The oil and natural gas trading sector has an average risk, in the context in which 

the most common predicate crime was tax evasion, and organized criminal groups 

could use the sector to hide the illicit origin of money, as a result of the fact that the 

commercial operations carried out in this sector involve large amounts of money. 

Å The trade sector presents an average risk as a result of the fact that most companies 

or authorized natural persons are registered in the national trade register and have 

bank accounts, in both cases the commercial entities are under the supervision of the 

competent authorities. Moreover, the vast majority of commercial operations intersect 

at a given moment with the banking system, being seconded by the performance of 

financial-banking operations, which leads us to apply the rules of knowing the 

clientele within financial institutions, these operations falling under the scope of 

supervision performed by them. Companies also interact with other categories of 

reporting entities (accountants, auditors, notaries, lawyers, consultancy firms, etc.), 

each of them applying its own set of know-your-customer measures and monitors, in 

accordance with the law, the entire business relationship with that company. 

 

Relative to the category of reporting entities that are subject to specific legislation from the 

perspective of the analysis of exposure to the risk of money laundering 

 

¶ The banking sector presents an average residual risk
1
, partly due to a more mature 

control environment compared to the rest of the obliged entities. However, the high 

volume of turnover and the natural focus of the sector on the management and transfer 

of assets means that the banking sector as a whole is normally exposed to the risk of 

money laundering. 

Å Electronic money issuing institutions subsector following on-site inspections, it 

was assessed as being exposed to a medium-high residual risk. 

Å When assessing the residual risk associated with the activity of financial instruments 

intermediaries, respectively when assessing the risks after the application of 

mitigation measures, it was found that financial instruments intermediaries present an 

average residual risk of being used for the purpose of money laundering 

Å When assessing the residual risk associated with the activity of delegated agents
2
, 

respectively when assessing the risks after the application of mitigation measures, it 

was found that the investment agents/delegates present an average residual risk of 

being used for the purpose of money laundering. 

Å When assessing the residual risk associated with the management of collective 

investment funds (open-end and closed-end investment funds), respectively when 

assessing the risks after the application of mitigation measures, it was found that 

investment fund management companies present an average risk residual to be used 

for the purpose of money laundering. 

                                                        
1Residual risk - the risk regarding the fulfillment of the objectives, which remains after the establishment and 
implementation of the response to the risk 
2Delegated agent - natural or legal person who, under the full and unconditional responsibility of a single financial 
investment services company on whose behalf he acts, based on a contract, promotes investment services and/or 
related services to clients or potential clients, receives and transmits instructions or orders from clients regarding 
financial instruments or investment services, place financial instruments and/or provide clients or potential Clients with 
consulting services regarding these instruments or services. 
  



 

 

Å When assessing the residual risk associated with the activity of a credit institution 

authorized as a depository or custodian of securities, respectively when assessing the 

risks after the application of mitigation measures, it was found that depositories of 

financial instruments present an average residual risk of being used for laundering 

purposes of money. 

Å It is estimated that relative to the identified risk, vulnerabilities, threats and remedial 

measures and preventive response measures, insurance companies and insurance 

intermediaries present an average risk of being used for money laundering purposes. 

Å When assessing the risk associated with the activity of administering voluntary 

pension funds, it was found that non-bank financial institutions, respectively 

administrators of voluntary pension funds, especially due to the characteristics of the 

managed product, present a low risk of being used for money laundering purposes. 

Å The sector of non-bank financial institutions (NBFIs - registered exclusively in the 

General Register of the National Bank of Romania and which do not have the status 

of payment institution or electronic money institution), supervised by NOPCML 

presents a medium risk, as it is considered that money laundering through NBFIs 

could be possible by criminals or their intermediaries obtaining loans to be repaid 

using illicit funds, even if the related costs are higher than in the case of other offers 

on the market, in order to benefit from the fact that the application of know-your-

customer measures may in some cases be less rigorous than in banks. 

Å The sector of pawnshops (non-banking financial institutions registered in the 

National Bank of Romania's Register), supervised by NOPCML, present a medium 

risk, taking into account the fact that in their case the frequent use of cash is identified 

and the fact that there are difficulties in terms of identifying the real beneficiary of the 

clients as well as in relation to the determination of the origin of the funds / goods 

involved in the transactions. 

Å The sector of mutual aid societies (non-bank financial institutions registered with 

the National Bank of Romania), supervised by NOPCML, presents a low risk in terms 

of money laundering threat. 

Å The sector of currency exchange houses presents a medium risk, taking into account 

the fact that amounts from criminal sources can easily be subjected to successive 

currency exchanges, in various currencies, in order to facilitate the running of 

complex operations aimed at disguising the real origin of the assets involved. 

Å In terms of money laundering risk exposure of the gaming provider sector: 

a) Casinos (land-based or online) and online gambling poses a high risk, 

given that the sector is attractive for laundering the proceeds of crime, 

which requires a medium level of expertise, as illegal proceeds can easily 

be converted into legitimate gambling winnings. 

b) On the other hand, for betting (land-based) gambling service providers and 

(land-based) slot machines, given the majority use of cash, the possibility 

of easily disguising the identity of the real beneficiaries, but also the 

relatively small amounts played, it is estimated that the risk level is 

average. 

Å Professionals such as lawyers and notaries public are exposed to a medium level of 

risk, given the advisory services they can provide to potential offenders in setting up 

complex corporate structures for the investment and transfer of illicit funds. 

Professionals such as chartered accountants and accounting experts as well as tax 

consultants are also exposed to a medium level of risk as the services they provide 

may be attractive to criminals as they could facilitate the creation of an appearance of 

legitimacy for funds of illicit origin. Equally, these professionals are attractive to 



 

 

criminals because, through their professional reputation, they provide an appearance 

of legality and good repute which they can use to deceive the vigilance of reporting 

entities. However, it is worth noting the quality of the oversight work in these cases 

by professional self-regulatory bodies, as their contribution to increasing compliance 

and due diligence is obvious. 

Å Other professionals such as auditors and appraisers present a low risk, considering the 

way in which they carry out their activity and the type of services offered which are 

factors that reduce the level of vulnerability. Also, the analysis found an intensive 

surveillance activity of these entities, which contributes favorably to mitigating the 

identified risks. 

Å The money laundering threat related to other legal professionals is considered medium 

for insolvency practitioners and low for bailiffs. 

Å Considering that in Romania real estate agencies do not have specific regulations and 

are not coordinated by a self-regulatory body and the degree of awareness of the 

sector regarding the risks of money laundering still seems to be limited, taking into 

account the fact that the enforcement institutions of the law have identified cases in 

which the money obtained from crimes was laundered through real estate 

investments, and other activities of supervision of the sector have revealed non-

compliance with the legal provisions, it is estimated that the risk exposure for real 

estate agents is high. Services provided by management and business consulting 

professionals, regarding including financial or accounting aspects, can be frequently 

used in money laundering schemes and are considered by criminals to be the best way 

to compensate for their lack of expertise, these elements thus arguing for the 

consideration of the fact that the level of money laundering threat related of the 

services provided by professionals providing managerial and business consultancy is 

to be considered high. 

Å Service providers for companies or trusts, other than those provided for in letters 

(e) and (f) of Law no. 129/2019, presents a high risk considering the fact that they 

often offer services that can facilitate the creation of legal constructions/companies 

with complex, opaque structures, attractive to people who intend to initiate 

transactions in which they use the money from crimes, for make it impossible or 

extremely difficult to establish a link between the funds and their illicit origin. 

Å As far as art dealers are concerned, the analysis reveals a medium risk of exposure, 

given that the art trade is an attractive sector for money laundering, requiring a high 

level of expertise and more elaborate training than in other sectors and the art trade, 

artefacts and antiques is largely carried out through private transactions, as the 

persons involved in such transactions do not have a self-regulatory body nor a 

structured general knowledge of anti-money laundering and anti-terrorist financing 

legislation (as revealed by the analysis of the sample of questionnaires completed by 

entities in the sector). 

Å In recent times, cryptocurrencies and virtual currency have been highly developed and 

they are an emerging sector, leading to the assessment that providers of such virtual 

assets are high risk. In this context, the interest shown by organized crime groups is 

growing, especially as there is weak institutional control and the sector is 

characterized by the anonymity of transactions, speed and no limits on the volume of 

funds transferred. 

  



 

 

Cross-border characteristics of money laundering and terrorist financing 

Å Cross-border risk is classified as high because collecting data on the origin of money 

that has been transferred to Romania is a lengthy and costly process, and most of the 

time money of uncertain origin only transits accounts opened in Romania. 

Å From a money laundering point of view, the globalization process allows money to be 

easily transferred to different regions of the world, which increases the possibility of 

using such operations to hide funds of illicit origin. In addition, criminal networks 

operate in more than one country to reduce the chances of detection, the use of 

multiple jurisdictions (including offshore jurisdictions) limits/reduces the efforts of 

authorities to uncover the perpetrators of crime. 

Å The risk of terrorist financing through cross-border transfers is low because the money 

is usually transferred to Romania through financial institutions that apply know-your-

customer measures, either remaining in Romania or being transferred abroad and thus 

permanently under banking control, and this channel is avoided by terrorists. 

  

Terrorist and terrorist financing risks  

Å So far, no networks have been identified on the territory of Romania operating for the 

purpose of obtaining, collecting or transferring funds for the benefit of terrorist 

organizations/entities/groups. 

Å There have been occasional cases where foreign residents have transferred various 

amounts of money to conflict zones, without it being possible to determine with 

certainty the real beneficiaries of the funds, the motivation (strictly personal or 

support for a terrorist entity) or how the funds were used. The movements were not 

directed or ordered by terrorist organizations and were sporadic, individual and 

unorganized. 

Å In the case of the 8 persons convicted of involvement in terrorist offences, including 

the person convicted of involvement in terrorist financing activities, checks were 

carried out on the source of the funds. The checks revealed that no considerable 

financial effort was required to commit the offences and that the funds came from 

own sources. 

Å The international climate for terrorism, persons/entities issuing/distributing and/or 

trading any form of electronic money/virtual assets, money remittances through 

money transfer service providers with an extensive network of global agents, 

including hawala and other informal money and value transfer systems, are 

considered/approached by the authorities as risk elements in relation to terrorist 

financing, even if they have not manifested themselves in Romania. 

Å As the prevention of terrorist financing activities remains a priority at institutional 

level and within the NTPFTS, the authorities in charge of the field have permanently 

adopted a preventive-anticipative approach in the management of suspicious 

situations, constantly monitoring and assessing the level of risk generated by persons 

suspected of being involved in terrorist financing activities. 

Å On the basis of these assessments, the cases of terrorist financing presented in the 

National Assessment Report have been identified and documented, and in some cases 

the need to put in place preventive measures has arisen, including the declaration as 

an undesirable person or the prohibition to entry Romania. 

Å In the area of preventing and combating terrorism (including financing activities), 

inter-institutional and international information exchange is constantly being 

considered. The mechanisms already in place in this respect allow for an appropriate 

level of cooperation, and it is appropriate to facilitate rapid and secure cross-border 

access to financial data to allow early detection of operations. 



 

 

Å The risk of terrorist financing in Romania can therefore be assessed as Low. 

  

Findings of the National Money Laundering and Terrorist Financing Risk Assessment 

Å Money laundering is a complex process, the seriousness of which is by no means 

negligible, especially in the context of financial instability, imbalances and 

vulnerabilities of the economic system, generated by the crisis period, during which 

the risk of such criminal phenomena increases significantly. 

Thus, in times of crisis, money laundering and organized crime can be observed to increase, 

often linked to specific activities of the underground economy due to fiscal pressure, 

increased corruption and other similar phenomena. 

Å As a general note, this report notes that the intensive use of cash leads to a high risk of 

its use by organized crime groups to hide the illicit origin of money. The cases 

analyzed in this report have shown that, at national level, extensive use of cash is the 

main method of money laundering. In addition, there are many economic sectors in 

Romania that allow intensive use of cash transactions, such as construction, real estate 

development, agriculture, waste industry, exchange houses, gambling. 

Å Beyond these general findings, it should be pointed out that Romania is a country with 

a relatively limited attractiveness for money laundering, due to specific regulations 

and a relatively low degree of financial secrecy, all of which are addressed and 

analyzed in the context of the corresponding weight of the national economy in the 

overall regional and global economy. 

Å In Romania, the financing of terrorism remains at a very low level and is cyclical, 

depending on developments abroad. Our country does not face an indigenous terrorist 

phenomenon and there are no terrorist organizations or cells operating on our national 

territory. Moreover, no networks have been identified on our national territory with 

the purpose of obtaining, collecting or transmitting funds abroad for the benefit of 

terrorist organizations or persons involved in activities qualified as terrorist acts. The 

measures taken so far have helped maintain the national security environment and 

have prevented terrorist threats from materializing. 

Å It was found that there are areas of defficient legislation that may favor the 

materialization of some of the risks identified, such as, in the vast majority of cases, 

an inadequacy of the resources available to the competent authorities was also 

indicated, particularly of the recent IT tools and technologies that would allow 

adequate responses to current social realities. 

Å Another general factor increasing the risks is the insufficient awareness of the 

reporting entities of the criminal phenomenon to which they are exposed, as well as a 

low public awareness regarding the importance of preventing and combating money 

laundering and terrorist financing, which makes them reluctant to cooperate with the 

competent public authorities. 

Å Looking at the sectors concerned as a whole and at the types of actors involved in the 

process, the report concludes that the national institutions responsible for controlling 

money laundering and terrorist financing have the capacity to identify and combat 

effectively all the activities of an illicit nature that generate dirty money and the risk 

of money laundering and terrorist financing. 

Å The findings contained in this Report on the National Assessment of Money 

Laundering and Terrorist Financing Risks must be viewed and analyzed in their 

dynamics, with reference to the economic dimension of each sector under analysis, 

but also to the elements of content that typically define money laundering and terrorist 

financing risks. 

 



 

 

II.  Money Laundering and Terrorist Financing Risk Assessment by Topic 
 

During the period under review, the number of resident legal persons convicted for money 

laundering was quite small, namely one case of money laundering with the predicate offence 

of tax evasion (the amount laundered being EUR 12 million in the petroleum products trade 

sector) and one case where the predicate offence was bribery (the amount laundered being 

EUR 40,000). 

  

Non-resident legal persons were convicted in two money laundering cases. In one case the 

predicate offence was embezzlement, the amount laundered was ú4,000,000, and in the 

second case the predicate offence was theft, the amount laundered was ú176,000. 

  

Resident individuals were involved in 116 money laundering convictions. The main predicate 

offences committed in these cases were tax evasion, fraud, embezzlement, abuse of office, 

forgery and trafficking in human beings. 

  

The number of non-resident individuals who were convicted of money laundering offences 

was the subject of 7 cases. The main predicate offences involving non-resident individuals 

were abuse of office, tax evasion, fraud and embezzlement. The main method used by the 

perpetrators was the reconstitution of land ownership through false ownership documents. 

  

Resident publicly exposed persons were convicted in 6 cases of money laundering and the 

predicate offences were: trading in influence, tax evasion, bribery and abuse of office. 

  

The main subject of money laundering convictions is resident individuals and accounts for 

74.80% of the total number of convictions.  

  

Non-resident individuals account for 5.30% of all convictions analyzed in this report, as 

previously mentioned in this chapter. 

  

Legal persons 

According to data available at the National Bank of Romania, the number of resident legal 

persons who are clients (with resident beneficial owners) in the banks' portfolios is of 

1,271,741, representing 91.95% of the total number of legal entity clients. The number of 

resident legal entity clients (with at least one non-resident beneficial owner) in banks' 

portfolios is 107,658, representing 7.78% of the total number of legal entity clients. The 

number of non-resident legal entity clients in banks' portfolios was 3,739, representing 0.27% 

of the total number of legal entity clients. 

  

This report has taken into account the ML/TF risks to which legal persons established under 

Law 31/1990 on companies (legal persons carrying out profitable activities), republished, as 

subsequently amended, and GEO 26/2000 on foundations and associations (non-profit 

persons). 

  

As per the provisions of the Law 31/1990, companies may have one of the following 

statutory forms: 

General partnership;   

Ɇ Limited partnership;   

Ɇ Joint stock company;   

Ɇ Limited partnership limited by shares; and  



 

 

Ɇ Limited liability company. 

  

  The situation of the entities registered in the National Trade Register was as follows: 

   Structure 2018 2019  2020 

SRL 915,581  973,182 1,024,889 

TO 6,576  6,436 6,332 

PFA 247,472  236,638 248,154 

SCS 129  126 120 

CNS 1,701  1,614 1,559 

SCA 0  0 1 

TOTAL  1,171,459  1,217,996 1,281,055 

Law no. 129/2019 is the legal instrument transposing into national law the provisions of the 

4
th
 AML Directive, and Article 56 establishes the obligation for legal persons subject to the 

obligation of registration in the National Trade Register and the obligation to declare the 

beneficial owner. 

  

In Romania there are three registers of beneficial owners, as follows: 

  

(a) the register organized at NTRO (National Trade Register Office) level for legal 

entities obliged to register in the Trade Register, with the exception of autonomous 

companies
3
, of national societies

4
 and of companies fully or majority owned by the 

Romanian state; (b) the register organized at the level of the Ministry of Justice (MJ) for 

associations and foundations; (b) the register organized at NAFA (National Agency for 

Fiscal Administration) - Ministry of Finance (MF) level for trusts. 

  

According to the centralized evidence regarding convictions, legal entities were used by 

resident and non-resident natural persons in order to launder sums of money obtained from 

crimes, as follows: 

Ɇ tax evasion; 

Ɇ deception; 

Ɇ embezzlement. 

 

The main way used in money laundering cases involving companies is internal transfers 

through company bank accounts followed by cash withdrawals. 

  

The NBR data showed that cash deposits made to the accounts of legal entities (especially 

highly liquid activities) in 2019 amounted to ú103,604.0926 million and ú50,996.4459 

million in 2020. The situation regarding cash transactions should be analyzed within the 

context of the Covid-19 pandemic which through the imposed health restrictions caused the 

contraction of the national economy and the total volume of cash receipts. Taking all these 

arguments into account, the volume of cash used at the level of legal entities is still high in 

the Romanian economy. 

  

                                                        
3The autonomous authority is organized and operates in the strategic branches of the national economy - the arms 
industry, energy, mining and natural gas, postal and railway transport - as well as in certain areas belonging to other 
branches established by the government, currently the exception is eliminated by GEO no. 123/2022; 
4National companies are organized as commercial companies by decision of the Government, and those of local 

interest by decision of the local state administration body. 



 

 

The widespread use of cash creates a vulnerability from a money laundering point of view. 

This vulnerability is also mentioned in the Supranational Risk Assessment on Money 

Laundering and Terrorist Financing in the European Union (NARS). In this context, it is 

important to strengthen financial discipline measures on cash receipts and payments. 

  

Associations and foundations 

Natural and legal persons carrying out general interest activities or act in the interest of the 

community or, where appropriate, in their personal interest, may form associations or 

foundations - private legal persons with no property purpose - under the terms of the law 

(political parties, trade unions and religious cults are not covered by this Law). Two or more 

associations or foundations may form a federation. Associations, foundations and federations 

may carry out any other direct economic activities if they are ancillary and closely related to 

the main purpose of the legal person. Associations, foundations and federations may be 

shareholders in companies. 

An association, foundation or federation may be recognized by the Romanian Government as 

being of public utility (activity carried out in areas of general public interest or in certain 

communities) if several conditions laid down by law are met. Associations or foundations of 

public utility are recognized by Government Decision, at the request of the association or 

foundation in question. 

  

The Ministry of Finance, through the Economic and Financial Inspection Department, shall 

control the justification, granting and justification of the sums received from the general 

consolidated State budget.  

  

Associations and foundations must keep records of all their transactions for at least 5 years. 

  

Upon establishment, annually or whenever there is a change in the identification data of the 

beneficial owner, the association or foundation is obliged to communicate the identification 

data of the beneficial owner to the Ministry of Justice for the purpose of registering/updating 

the record of the beneficial owners of associations and foundations. 

  

From the National Register of NGOs - Index of Non-profit Legal Entities it results that in 

October 2021 a total of 126,913 entities were registered, of which: associations represent 

82% of all registered entities (104,288 entities), foundations represent 16% of the total 

(20,268 entities), federations represent 1% of the total (1,528 entities), and the difference is 

represented by unions (78 entities), foreign legal entities (36 entities) and unspecified (4 

entities). 

  

Of the 104,288 associations registered in the National Register of NGOs, 98,935 are active. 

The main areas in which they are registered are Bucharest (17.7%), Cluj county (5.9%) and 

TimiἨ county (4.3%). 

  

Of the 20,268 foundations registered in the National Register of NGOs, 19,139 are active. 

The main areas in which they are registered are Bucharest (16.7%), Suceava county (9.2%) 

and Cluj county (7.5%). 

  

According to the NOPCML case analysis module, associations and foundations have not been 

identified as a sector in their own right in terms of reporting obligations. We note that 

according to Law No 129/2019, associations and foundations are not reporting entities. Prior 

to the entry into force of Law No 129/2019, associations and foundations were reporting 



 

 

entities and were subject to the obligations set out in the Law regarding the Prevention and  

Control of Money Laundering and Terrorist Financing. Thus, they were obliged to establish 

internal supervisory controls, including know-your-customer (KYC), record-keeping and 

reporting measures. 

  

With regard to the results of the off-site supervisory activity (analytical process comprising a 

risk assessment matrix revealing the degree of exposure to the risk of money laundering and 

terrorist financing of the reporting entity) carried out during the reference period by the 

NOPCML in relation to the "associations and foundations" sector, we mention the following: 

  

A total of 8,979 associations were supervised off-site, with 2.9% of associations classified as 

high risk and 1.3% of associations classified as partially high risk. 

 

A total of 1,535 foundations were supervised off-site, with 3.7% of foundations classified as 

high risk and 1.1% of foundations classified as partially high risk; 

In the framework of the on-site supervision activity (on-site controls), carried out during the 

reference period by the NOPCML in relation to the "associations and foundations" sector, 

non-compliance with the legal provisions in the field was identified, regarding: internal 

policies, rules and procedures to combat money laundering and terrorist financing, the 

application of measures to know the real clientele/beneficiaries by means of risk-based 

circumstances, as well as the implementation of international sanctions, with the following 

contraventions being applied: 

  

In the framework of on-site supervision activity carried out on a total of 130 associations, 111 

contravention sanctions were applied (representing 10 fines amounting to 152.000 RON and 

101 warnings). 

  

In the framework of the on-site supervision of a total of 98 foundations, 59 fines were 

imposed (representing 10 fines of RON 155,000 and 49 warnings). 

  

Conclusions - As a result of the supervision and control activities, we consider that 

associations and foundations may be more vulnerable to the risk of money laundering or 

terrorist financing due to the low level of knowledge and implementation of measures to 

prevent money laundering and terrorist financing, in particular with regard to the application 

of risk-sensitive KYC measures and the lack of awareness of the risks to which they could be 

exposed of being used in illicit money laundering/terrorist financing activities, especially 

given the (current) legal framework which does not include this type of entities in the 

category of AML-reporting entities. 

  

In substantiating the above conclusions, the following aspects are taken into account: the 

legal framework and the control of the activity of non-profit organizations in accordance with 

FATF Recommendation No. 8 (transparency regarding donors) are insufficient; lack of legal 

instruments necessary to verify their income/expenditure; weak policies to combat 

misappropriation as regards NGOs, such as a statement of principles and definition of terms, 

strict procedures to prevent misappropriation: standardization and maintenance of bank 

records; standardization of accounting practices, such as account codes and donor codes; 

classification of costs, e.g. as direct or indirect; ensuring internal controls, including 

segregation of duties between staff responsible for procurement, funding, cash disbursements, 

salaries and liquidations; and financial reporting requirements. 

  



 

 

There is also a lack of adequate guidance and awareness on funding indicators for non-profit 

organizations. 

  

The authorities responsible for preventing and combating the financing of terrorism 

constantly carry out checks on situations or sources that could pose a terrorist risk and which 

include suspicious activities financing terrorist entities, whether they are organizations or 

individuals.  So far, no non-profit organizations involved in financing terrorist activities have 

been identified in Romania. 

  

NGOs are vulnerable because it is possible for third parties to use them to receive funds, 

anonymous donations, loans and online fundraising which could facilitate money laundering 

in the non-profit sector. 

  

Anonymous donations are also a vulnerability in this sector. Donations can be exploited for 

money laundering purposes if NGOs receive donations from suspicious sources or if donors 

ask for the funds to be returned. Criminals could also launder funds if NGOs accept a cash 

loan, then return the loan to the criminal later in the form of a bank transfer. 

  

Thus, there is a risk that high-risk individuals, such as publicly exposed persons, may make 

direct donations if the source of their funds is unknown or through third parties making 

payments on their behalf. (For example, a number of suspicious donations to pay for services 

such as independent tuition fees - funds that have passed through several businesses before 

being used to pay private tuition fees - the school in question is not immediately aware that 

there is any concern about the ultimate source of these funds). 

  

General risks of products/services offered in the NGO sector 
  

Charities often collaborate with partner organizations in different jurisdictions or with 

individual agents, including international transfers of funds that can be misused by 

individuals claiming to be associated with charities, although the risk of this happening is still 

low. The work of humanitarian NGOs can sometimes take place in high-risk areas where 

non-state armed groups or terrorists are present. However, specific risks depend on various 

factors, such as the level of professionalism of an NGO and the situation in the country, 

including the political dynamics of the conflict in question. 

 

General vulnerability of the NGO sector to the risk of money laundering/terrorist 

financing and specific products 
  

As mentioned above, some NGOs may be at risk of money laundering and terrorist financing 

through the use of small amounts of cash, making it difficult for law enforcement agencies 

and financial intelligence units to track sources of funds and transfers sent abroad using cash. 

  

Some activities of non-profit organizations may involve higher risk in terms of funding 

sources (unknown/high number/international sources/high risk countries), types of activities 

or beneficiaries (unknown/high risk countries/high risk clients/use of channels to send money 

cross-border). Risks increase when formal banking channels are not available for money 

transfers to and from NGOs. 

  



 

 

The non-profit sector could abuse new technological tools such as participatory finance and 

blockchain systems and regulators may need to assess and address any associated risks. 

Instead, these new tools could also be used to increase the traceability of funds. 

 

The analysis of legal entities registered in Romania has revealed the following: 
  

Threats:  
Use of legal persons by criminals to hide the illicit origin of money. 

  

Vulnerabilities  
  

Å Possibility of using cash to finance businesses and lack of rigorous control of the 

origin of the money deposited by individuals;  

Å Lawyers may set up companies which could then be used to hide the illicit origin of 

the money; registered office established at the address of the law firm (problems with 

searches due to professional confidentiality); 

Å The possibility to use the accounts of legal entities, even if they have suspended their 

activities;  

Å Lack of a legal procedure for publishing the suspension of activity in real time to 

prevent the use of legal entities for money laundering purposes;  

Å The possibility to use the company only for the transit of illegally obtained money; 

Å The possibility to create complex legal structures allowing the concealment of the real 

beneficiary and the disguising of the illicit origin of the money is an attractive point 

for organized crime groups; 

Å The possibility to exploit the procedure for setting up legal entities in Romania, which 

is accessible and low-cost; 

Å The possibility for foreign nationals to set up legal persons by power of attorney, a 

procedure which can facilitate the anonymity of the beneficial owner; 

Å limited liability companies (SRL) are particularly vulnerable to abuse, including 

single-member LLCs, which is the simplest form of organization that could be used. 

  

No. Elements Lik elihood Rating (L) Assessment of consequences 

(C) 

Risk 

rating  

  The risk of resident 

legal entities 

Average Moderate Average 

Associated vulnerabilities: 

Use of cash; 

Using the accounts of the resident legal entity to transfer sums of money;  

The establishment procedure is easy to access and low cost. 

Associated threat: 

Money laundering resulting from tax evasion 

Event description: 

Using the bank accounts to hide the proceeds of crime;  

Cash withdrawal to return the money to the actual beneficiary. 

Risk description: 

It is a medium risk 

Average probability 

The consequences are moderate 

  

Conclusion  



 

 

   Individuals residing in Romania have a medium risk of their accounts being used 

for money laundering purposes. Romanian companies can be used for illicit activities, 

including money laundering. From the case studies analyzed in this report it has been found 

that the accounts opened by the companies have been used to launder the proceeds of tax 

evasion. 

  

As regards the risk of terrorist financing through Romanian companies, we conclude that it is 

low. This risk is also kept at a low level by the application by financial institutions of know-

your-customer measures and controls carried out by supervisory authorities. 

   

Natural persons (residents) 

  

According to the NBR, the total number of current accounts held by individuals at the end of 

2020 was 24,681,152 (irrespective of the number of accounts held by each customer and their 

currency), while the number of resident individual customers in banks' portfolios amounted 

to 19,580,567
5
, representing 98.95% of the total number of individual customers. 

  

In the commercial activity carried out on the domestic market, cash is used as a frequent 

instrument by individuals. 

  

Regarding the volume of cash withdrawals made by individuals: in 2019 it was EUR 

46,422,427,906 and in 2020 it was EUR 43,735,500,126. When comparing the volume of 

cash withdrawals made by individuals in 2020 with the cash deposits mentioned for legal 

entities, the two figures are almost similar, which raises a concern about the level of cash 

usage in the Romanian financial system. 

  

On the NOPCML website one can find a Guide on suspicious indicators and money 

laundering typologies from which the following indicators have been listed below: 

  

Å Large cash withdrawals by a natural person; 

Å Inconsistency between the declared occupation of the beneficiaries of the funds and 

the transactions carried out through their accounts; 

Å Multiple cash withdrawals via authorized persons on the accounts of external cash 

receivers; 

Å Use of individuals' accounts for transactions involving commercial activities; 

Å Use of account proxies to carry out transactions on the accounts of third-party 

individuals; 

Å Use of individual accounts as transit accounts. 

  

The vast majority of unbanked individuals have a poor economic education or live in an area 

where the banking infrastructure is not developed (mostly in rural areas), with poor education 

generating insufficient income for a decent living. These people may be used by criminals in 

money laundering flows, especially for the use of cash, without being aware of the legal 

consequences of their actions. 

People with a low level of education and a limited income can be used by money launderers 

in particular by opening bank accounts in their name, and the real beneficiaries of the funds 

                                                        
5 The figure refers to the number of accounts opened by individuals (some individuals may have more than one 

account in lei and different currencies). 



 

 

channeled through these accounts may be criminals. Poorly educated people are used in this 

way, as intermediaries, without incurring the high cost of recycling the money. 

  

Threats:  
The use of individuals (especially low-income individuals with low levels of economic 

education) by perpetrators to hide the illicit origin of money. 

  

Vulnerabilities:  
  

Å the use of individuals' accounts for the transit of proceeds of crime; 

Å the use of accounts belonging to individuals for cash withdrawals. 

 

 

  

No. Elements Likelihood Rating (L)  Assessment of 

consequences (C) 

Risk rating  

  The risk of resident legal 

entities 

Average Moderate Average 

Associated vulnerabilities: 

Use of cash; 

Using the accounts of a resident natural person to withdraw money. 

Associated threat: 

Laundering of money derived from the crime of tax evasion. 

Event description: 

Use of an interposed natural person; 

Cash withdrawals to be made available to the real beneficiary. 

Risk description: 

It is a medium risk 

Average probability 

The consequences are moderate 

  

Conclusion  
  

Resident individuals are exposed to a medium risk because they mostly use bank accounts 

and the procedure for opening a bank account meets the KYC standards. Also, for cash 

deposits to any account opened with a Romanian bank, the individual must complete 

documentation on the origin of the money and the beneficial owner. A cash control system is 

in place in Romania, which includes on the one hand a legal limit on the use of cash and on 

the other hand the reporting of cash transactions exceeding the legal limit, which allows for a 

monitoring of cash transactions. 

  

The risk of terrorist financing using resident individuals is low.  This risk is also kept low by 

the application by financial institutions of know-your-customer measures and supervisory 

controls. 

  

Publicly Exposed Persons (PEP) 

  



 

 

In Romania, the list of important public functions is drawn up on the basis of Law no. 

129/2019 and is published on the NIA website
6
. The Romanian legislation provides for a list 

containing internal and external key public functions, the actual identification of PEPs at the 

level of reporting entities is difficult, as the list contains only the names of key public 

functions, and the identification of possible associates/appropriates of a PEP is even more 

difficult. This problem, the identification of PEPs, was raised several times by reporting 

entities in the Focus Groups
7
. 

  

The identification of PEPs is not only a challenge at national level, the same challenges are 

highlighted at international level. 

  

According to NBR statistics, out of the total number of PEP customers of Romanian banks 

(21,674 bank accounts) 95.94% are resident PEPs. Of the 4.06% of total non-resident PEP 

customers, only 6.57% are non-residents from high-risk jurisdictions (as determined by the 

European Commission). Half of the total non-resident PEP customers are from other high-

risk jurisdictions and 37.71% are EU/EEA PEPs. 

  

At the end of 2020, the volume of international transactions in resident PEP accounts was 

ú2,904.364 million and the volume of international transactions in non-resident PEP accounts 

was ú4,895.738 million. 

  

During the period under review resident PEPs were subject to six convictions for money 

laundering, where the predicate offences were market manipulation, tax evasion, bribery and 

abuse of office. 

  

Given the importance of campaign financing, it is necessary to assess the risk of money 

laundering in this sector. 

  

Law 334 on the financing of political parties and elections was adopted in 2006. In 2018, 

methodological regulations on the application of this law were issued, updated with all new 

regulations in force in the EU and recommendations made by GRECO. 

  

Threats:  
 

Criminally funded PEPs can be used to facilitate the money laundering process. 

 

Vulnerabilities:   

Å Use of donation whose source is unknown (in the case of political parties); 

Å Defficient application of the control mechanism of the financing activities of a 

political party; 

Å Defficient controls performed in the field of PEP integrity; 

Å Defficient training of civil servants in the field of public procurement. 

  

No. Elements Likelihood Rating (L)  Assessment of 

consequences (C) 

Risk 

rating  

of 

                                                        
6 

https://www.integritate.eu/Files/Files/Lista_functii/00%20LISTA%20FUNC%C8%9AIILOR%20PUBLICE%20IMPORTANTE.PD 

F  
7Consultation groups with reporting entities, supervisory and self-regulatory bodies organized according to the 

methodology applied in this report. 

https://www.integritate.eu/Files/Files/Lista_functii/00%20LISTA%20FUNC%C8%9AIILOR%20PUBLICE%20IMPORTANTE.PD
https://www.integritate.eu/Files/Files/Lista_functii/00%20LISTA%20FUNC%C8%9AIILOR%20PUBLICE%20IMPORTANTE.PDF
https://www.integritate.eu/Files/Files/Lista_functii/00%20LISTA%20FUNC%C8%9AIILOR%20PUBLICE%20IMPORTANTE.PDF


 

 

  The risk of PEPs Average Major  Picked up  

Associated vulnerabilities: 

Difficul t identification of PEP, especially close people; 

The use in financial transactions of persons close to the PEP; 

  

Associated threat: 

Crimes of corruption and similar crimes; 

  

Event description: 

Use of PEPs; 

Use of bank accounts for internal transfers;  

Investing money in the purchase of property. 

  

Risk description: 

It's a high risk 

Average probability 

The consequences are major 

  

  

Conclusion ï PEPs are identified as high risk, are vested with public power or dignity that 

provides credibility, which could lead to the concealment of suspicions. PEPs may use 

corporate assets, third parties, professionals, international fund transfers and international 

payment services to conceal the origin of criminal assets. 

  

The risk of terrorist financing through the use of PEPs/public officials is low.  This risk is 

also kept low by the application of know-your-customer measures by financial institutions 

and by supervisory controls. 

  

Non-resident persons 

  

In Romania, the total number of non-resident individuals is 139,502, out of which 63,591 EU 

citizens (other than Romanians) and 75,911 non-EU citizens. 

  

The number of non-resident individual customers in the banks' portfolios amounts to 

206,395, representing 1.05% of the total number of customers. 

 

The number of non-resident corporate clients in banks' portfolios was 3,739, representing 

0.27% of the total number of bank clients during the reference period. 

  

Threats:  
Non-resident individuals can open bank accounts or set up companies to recycle money by 

externalizing money using foreign transfers and/or cash withdrawals. 

  

Vulnerabilities:   

Å Impediments to the identification of the beneficial owner in the case of transactions 

carried out through the misuse of powers of attorney granted by non-resident persons; 

Å The possibility to misuse an account or a company for a limited period of time 

followed by leaving the country, in which case tracing is difficult and involves 

additional costs. 

  

Taking into account the analysis carried out for 2018 - 2020 this report has shown a low 

involvement of non-resident persons in money laundering offences; by adapting the banking 

legislation to international standards and through better enforcement of  the KYC (Know 

Your Customer) rules, the risk of non-resident persons using the banking system for money 

laundering purposes has been considerably reduced. 



 

 

   

No. Elements Likelihood Rating (L)  Assessment of 

consequences (C) 

Rating of 

risk  

  The risk of non-

resident persons 

Average Minor  Low 

Associated vulnerabilities: 

Ɇ impediments to the identification of the beneficial owner in the case of transactions carried out through 

the misuse of powers of attorney granted by non-resident persons; 

Ɇ the possibility of misuse of an account or company for a limited period of time, followed by leaving the 

country. 

Associated threat: 
Misuse of an account or company; 

Event description: 
Using a bank account for internal or external transfers; 

Using a company for a limited time, then closing/deactivating it 

Risk description: 

It is low risk 

Moderate probability 

Consequences are low 

  

Conclusion - non-residents are at low risk, representing a low percentage of all persons 

convicted of money laundering. Also, this category of subjects represents a low percentage of 

the banks' customer portfolio, which significantly reduces the risk of using these persons for 

money laundering purposes. Last but not least, another mitigating factor is the additional 

KYC procedures applied by reporting entities to non-resident persons from high-risk 

countries. 

  

With regard to the risk of terrorist financing by non-residents, we conclude that the 

geographical risk is low. This risk is also kept low by the application of know-your-customer 

rules by financial institutions and controls by supervisors. 

 

III.  ASSESSMENT OF MONEY LAUNDERIN G AND TERRORIST FINANCING 

RISKS BY ECONOMIC SECTOR  

 

The real estate sector 

  

Analysis of the data on money laundering convictions has indicated that one of the sectors at 

high risk of money laundering is the real estate sector (construction, trade of building 

materials, developers and estate agents). 

 

The real estate sector is an emerging sector which has favored its use for laundering 

substantial amounts of money. In the period 2018-2020, 16 final sentences were handed 

down for money laundering offences committed through this economic sector, with a total 

value of ú35,787,597. 

 

The main predicate offences generating dirty money were: tax evasion; deception; 

embezzlement and fraud against EU financial interests. 

 



 

 

The methods used to recycle funds in the real estate sector were internal bank transfers from 

resident individuals to resident legal entities followed by cash withdrawals and purchases of 

real estate. 

 

In 2020, the construction industry soared significantly compared to the previous years. 

According to data presented by the National Institute of Statistics in 2020, the total volume of 

construction work increased by 16% compared to 2019 at a time when the construction 

industry in Europe was shrinking as a result of the COVID-19 Pandemic. 

  

In 2020, industrial construction activity recorded the highest growth (18.5% compared to 

2019) in the construction industry. The residential building construction sector also saw an 

increase of 17.8%, a trend also observed in previous years. Construction of bulk distribution 

warehouses and industrial buildings has indicated an increase of almost 11%. 

  

In 2019, tax incentives for construction employees were introduced, with the industry 

showing an upward trend. The strong development of the sector recorded in 2019 was due to 

the substantial increase in non-residential construction of about 11%. In the year, the entire 

construction activity increased by 27.6%. 

 

Real estate is a sensitive sector exposed to risks. Regulation of this sector is lax and the fact 

that it is an emerging sector means that there are increasing risks related to money launderers' 

access to the sector. 

 

The trade in high value goods allows funds of uncertain origin to circulate rapidly in a poorly 

regulated market. This sector ensures anonymity of funds through the use of cash and there 

are no procedures to identify the beneficial owner of transactions. 

  

USE OF ACCOUNTS HELD IN ROMANIA BY A RESIDENT LEGAL ENTITY 

CARRYING OUT ITS ACTIVITY IN THE REAL ESTATE SECTOR 

Description The typology is characterized by the presence of a resident individual who 

receives, through personal accounts, substantial sums of money from a 

non-resident legal person, with the justification "invoice value". The non-

resident legal person was the beneficiary of large value transfers from a 

resident legal person, with the justification "against consultancy contract". 

The resident individual transfers the amount of money received from the 

external party to a resident legal entity operating in the real estate market. 

Profile of natural 

person/legal 

entity 

 

The resident individual controls the non-resident legal entity and the 

resident legal entity has made a number of transfers to the resident 

individual. The resident individual provides advisory services to the non-

resident legal person. After the transfer to the resident legal person, which 

is active in the real estate sector, the resident natural person was registered 

in the land register with a recently purchased high value real estate. The 

resident legal entity has consistently recorded losses and the consultancy 

contract with such a high value is not justified by the financial indicators 

declared by it. 

Indicators (type-

specific) 

  

- The high value foreign earnings;  

- The purchase of a high-value asset; 

- External payments with the justification "consideration for consultancy 

contract" initiated by a company facing financial difficulties; 



 

 

- linking credits to debits on the account of a resident individual. 

MECHANISM 

  

Å the use of the accounts of a resident legal person operating in the real 

estate market; 

Å the use of the accounts of a non-resident legal person to conceal the 

illicit origin of the sums involved; 

Å the use of the non-resident legal person's account as a transit account. 

INSTRUMENT 

  

Å the use of external transfers; 

Å the use of bank accounts; 

 

Threats:  
The real estate sector is used by organized crime groups to launder money obtained from 

illegal activities in Romania, especially as a result of tax evasion. 

 

 

 

Vulnerabilities:   
A specific risk in this sector is the widespread use of cash (starting with the building 

materials sector). 

 

Real estate agents and developers have links with other professionals (lawyers, notaries, 

accountants, etc.) who pose a risk of misuse by criminals. Numerous contracts and parties are 

used in the real estate sector, so it is a complex activity that can facilitate the concealment of 

the illicit origin of money. In addition, the amounts involved are significant and allow money 

obtained from crime to be introduced into the legal economy. 

 

The analysis carried out in the report revealed that there is a low level of awareness of the 

exposure to money laundering risk of professionals (lawyers, notaries, accountants) providing 

specific services in this area. 

 

The level of awareness of money laundering or terrorist financing risks in the sector varies 

according to the size of the entity. Thus, small operators are not aware of their exposure to 

money laundering and terrorist financing risks, but large companies/those that are part of 

international trusts are more aware of these risks and make the necessary efforts to apply 

AML/CTF legislation. 

 

The lack of coherence of the legal framework in the real estate sector is a major problem. 

There is a need for a coherent legal framework across the board. Given the multitude of 

entities operating in the sector and the multitude of activities they carry out, a specific legal 

framework for each of them is necessary to prevent abuse of the sector. 

 

No. Elements 
Likelihood Rating (L)  

Assessment of 

consequences (C) 

Risk rating  

  Real estate sector risk Average Major  High 



 

 

Associated vulnerabilities: 

Use of the underground economy; 

Use of cash; 

Poor detection of suspicious transactions (accountant, real estate agent and notary); 

Poor supervision; 

Incoherent legislation; 

Associated threat: 

Tax evasion related to the real estate sector 

Event description: 

Use of resident companies operating in the real estate sector; 

Investing money in cash resulting from tax evasion, especially by purchasing construction materials 

and paying workers in cash under collaborative contracts. 

Risk description: 

It's a high risk 

Average probability 

The consequences are major 

 

The real estate sector is a high-risk sector due to the fact that large amounts can be transferred 

or invested in this sector and the level of transparency of the sector is relatively low. Also, 

weak legislation in the sector exposes it to a high risk of money laundering. In addition, the 

sector involves complex activities from the purchase of property (land), construction and sale 

of end products, so a wide range of service providers are used, including legal services, real 

estate agent services and financial services. These participants use corporate structures, often 

characterized by opacity. 

  

The analysis showed that the real estate sector is not used to finance terrorism. 

  

Agriculture  

 
In the 2018-2020 period, the agricultural sector was identified in 11 cases in which final 

sentences were handed down for money laundering. 

 

The main predicate offences were tax evasion (in 9 cases) and offences against EU financial 

interests (2 cases). 

 

In these cases, the money came from frequent domestic bank transfers between resident 

natural persons, including persons holding local public office, and the principal method of 

obtaining possession of the laundered amount by the actual beneficiary was cash withdrawal.  

 

Agriculture has been an important sector of activity in Romania's economy, but in recent 

years its share of GDP has declined significantly. In 2020, the agriculture sector accounted 

for 4% of Romania's GDP. Moreover, as revealed by an analysis carried out by the 

Department for Sustainable Development of Romania of the General Secretariate of the 

Romanian Government and published in the magazine "Economistul" (no.5(339) of May 

2022), Romania is the EU Member State with the highest employment rate in agriculture, 

amid the paradoxical manifestation of skilled labor shortage revealed at the level of 

Romanian farms. According to Eurostat, in 2018, 29.4% of Romania's population worked in 

agriculture (while in more advanced European countries in terms of development this 

percentage is less than 1.5% - for example Germany). 

 



 

 

From the point of view of the trade balance in the agricultural sector, statistical data from the 

NSI reveals that Romania exports raw materials and products with low added value and 

imports products with high added value, the trade balance thus starting to record a negative 

trend since 2015, one that has worsened since then. Based on this situation, one can clearly  

conclude that the major vulnerability of this sector is the use of cash. In rural areas, where 

activities in the agricultural sector predominate, the banking system is difficult to access and 

the banking infrastructure is poor, thus favoring the sole use of cash. The widespread use of 

cash in the Romanian economy is a major risk highlighted in the literature
8
. Therefore, the 

use of cash can create the possibility of money laundering, while preserving anonymity and 

making it impossible to trace funds. 

 

The use of cash in agriculture is facilitated by: 

Å the use of poorly educated labor force whose payment is made exclusively through the 

use of cash; 

Å the seasonal nature of the work carried out in the agricultural sector, favoring informal 

work without an employment agreement and paid in cash; 

Å carrying out the activity in this sector in rural areas where cash is mainly used. 

 

 

Threats:  
The agricultural sector is easy to access by anyone involved in money laundering because of 

the intensive use of cash, and banking operations are rarely used, especially in cases 

involving large companies or purchases of agricultural machinery/land for which cash limits 

are imposed by law. In this context, it is easy to get money into the system without 

controlling its origin. These financial transactions take place outside the banking system and 

can no longer be verified by compliance officers or subject to know-your-customer measures 

applied by financial institutions. 

 
Vulnerabilities:   
Activity in this sector involves the use of cash labor and even raw materials that are paid for 

in cash. 

 

Awareness of the risk of money laundering or terrorist financing in this sector is almost non-

existent, with the majority of participants in agricultural activity having a low level of 

education. 

 

There are many farms in Romania, but most of them are subsistence farms. However, large 

farms do involve large sums of money for the purchase of land or equipment, which could 

facilitate the use of money obtained from illegal activities. It is also well known that in 

agriculture, large farms (a small percentage of farms) are owned by foreign nationals or 

foreign legal entities operating in the sector, which could facilitate the use of foreign funds 

without the possibility of obtaining information on the origin of the money or identifying the 

real beneficiary. 

 

In this area, there are many grants that could be misused by the beneficiary in the absence of 

adequate supervision and controls by the authorities. 
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The underdeveloped banking network in rural areas is a determining factor in the widespread 

use of cash in this area. 

 

Accounting in this sector allows for the use of cash, and these transactions are based on legal 

documents completed by individuals and are bank supporting documents. 

  

 

No. 

Elements Likelihood Rating (L)  Assessment of 

consequences (C) 

Risk rating  

  Risk in the agricultural 

sector 

High Moderate Average 

Associated vulnerabilities: 

Use of cash; 

Lack of detection of suspicious (accounting) transactions; 

Poor supervision in terms of accessing funds from the European budget or the national budget; 

Associated threat: 

Tax evasion related to agriculture 

Event description: 

The use of enterprises operating in the agricultural sector; 

Use of foreign capital; 

The investment of cash was the result of tax evasion, especially through the purchase of materials and 

payment of workers. 

Risk description: 

It is a medium risk 

High probability 

The consequences are moderate 

  

The agricultural sector presents a medium risk, mainly due to the use of cash and the 

possibility of accessing subsidies from the EU or the national budget that are used for 

purposes other than those for which they were granted. In addition, awareness of the risk of 

money laundering through the sector is limited. 

  

The rural population is the main participant in the activities of the agricultural sector and the 

structure of rural society in Romania is not suitable for financing terrorist acts. 

  

The analysis showed that the agricultural sector is not used for terrorist financing. 

    

Oil and natural gas trading sector 

  

In the period 2018-2020, 7 final convictions for money laundering were handed down in the 

oil and gas sector. 

  

In the cases mentioned above, the main crime that generated the money laundered was tax 

evasion. 

  

The recycling methods used were internal and external bank transfers, followed by cash 

withdrawals. 

  

Historically, the oil and gas sector in Romania has made a substantial contribution to gross 

domestic product (GDP), but in the current period this contribution has started to decrease 

due to several factors (e.g. declining reserve replacement rates). Following the trend to 



 

 

replace fossil fuels with alternative fuels (renewable energy), the role of this industry is 

continuously decreasing. 

  

Between 2007 and 2019, the total impact of oil and gas companies operating in the economy 

was around 5.9% of GDP. 

  

Even in this context, the fuel trade is extremely attractive to money launderers due to the fact 

that these products are subject to excise duty and taxes, which allows them to obtain a 

substatement of the sale of products without paying these taxes and duties and to reinvest the 

profits obtained illicitly in this sector as well. 

  

The sale of petroleum products involves the collection of additional taxes and other excise 

duties, which makes it easier for traders to engage in tax evasion, a trend also identified at EU 

level. 

  

 

 

 

 

 

 

USE OF ACCOUNTS HELD IN ROMANIA BY LEGAL ENTITIES 

RESIDENCES FOR THE RECYCLING OF MONEY OBTAINED FROM CRIMES IN THE 

MARKETING OF PETROLEUM PRODUCTS 

Description 
The typology is characterized by the presence of a group of resident legal 

entities which have received amounts in the order of tens of millions of EUR 

from non-resident legal entities with the justification "Invoice countervalue for 

petroleum products". The resident legal persons were coordinated by non-

resident individuals from the same jurisdiction as the non-resident legal 

persons. Once the money was received, it was immediately transferred to the 

Asian jurisdictions. 

Profile of natural 

person/legal entity 

 

Non-resident legal persons have been involved in tax evasion involving 

petroleum products in the jurisdiction in which they are registered. The resident 

legal persons did not carry out a real economic activity and the object of their 

activity was the marketing of petroleum products. The accounts of the resident 

legal persons were used for the transit of the illegally obtained sums. Resident 

legal persons also failed to submit the tax declarations required by the 

legislation in force. 

Indicators (type-

specific) 

- high-value foreign receipts and payments made repeatedly; 

- correlation of the credit with the debit of the accounts of resident 

companies; 

- information regarding the involvement of non-resident legal entities in the 

crime of tax evasion in the sale of petroleum products; 

MECHANISM 

  

Å  using the accounts of resident legal entities to carry out operations 

involving amounts from untaxed commercial activities; 

 Å  using accounts belonging to legal entities to transfer money to 

jurisdictions in the Asian area; 



 

 

 Å  the use of company accounts as transit accounts 

INSTRUMENT 
Å  the use of external transfers; 

 Å  use of bank accounts; 

  

Threats:  
Organized crime groups could use the sector to hide the illicit origin of money, as the 

commercial operations carried out in this sector involve large sums of money. Also, the 

contracts used in this economic sector are complex contracts which most of the time have an 

extraneous component, making it difficult to trace the money. 

 

Vulnerabilities:   

Å the involvement of large sums of money; 

Å the possibility of avoiding payments to the state budget involving substantial amounts; 

Å the awareness in this sector is almost absent, 

Å the involvement of an element of foreignness. In most cases "off-shore jurisdictions" 

are involved; 

Å the poor quality or lack of controls by state authorities regarding tax and money 

laundering regulations. 

Å there are many cases of smuggling in this sector. 

 

No. Elements Probability assessment (IT) Assessment of consequences (C) Risk rating  

  The risk in the oil products 

and natural gas marketing 

sector 

Average 

 

 

Moderate Average 

Associated vulnerabilities: 

Use of electronic transfers; 

Use of Internet banking services; 

Deficient/gap checks performed by the tax authorities. 

Associated threat: 

Fiscal evasion in the sector of the marketing of petroleum products, oil and natural gas;  

Smuggling 

Event description: 



 

 

Use of resident companies in the oil and natural gas trading sector. 

Money collected from abroad through external transfers;  

Use of ghost companies. 

Risk description: 

It is a medium risk 

Average probability 

The consequences are moderate. 

  

The oil and gas trading sector has a medium risk and the most common predicate offence 

was tax evasion. Sometimes this sector is linked to smuggling of goods and the amounts 

involved are substantial. 

  

The oil and gas trading sector is not attractive for terrorist financing, due to the fact that all 

transactions are carried out through the banking system, which is well aware of the risk 

involved in high-risk jurisdictions and which has implemented adequate KYC measures. In 

conclusion, the risk of terrorist financing is classified as low. 

    

Commercial activities 

In the trade sector, 17 cases of money laundering offences were identified and the predicate 

offences identified in the above cases were tax evasion, fraud and embezzlement. 

 

Tax evasion is the main predicate offence in the trade sector. 

 

The trade sector in Romania accounts for 18% of the Gross Domestic Product (GDP), worth 

RON 189,200 million, which shows that it is an important economic sector offering the 

possibility to recycle substantial amounts of money. 

 

E-commerce experienced significant growth during the COVID-19 pandemic. In 2020, this 

sector has seen the highest growth, with Romania ranking first among the countries of South-

East Europe, which has led to the use of this sector by money launderers. 

 

According to a study published by the renowned e-commerce platform Ecommerce Germany 

News
9
, 15 million consumers in Romania shop online. They surf the Internet for about 7 

hours and 21 minutes on average per day. Of the 15 million people, 11 million are active 

users on social media platforms, 98% of whom access these platforms from their mobile 

phones. The European E-Commerce Report 2022 (prepared by the Centre for Market Insight 

of the University of Applied Sciences in Amsterdam at the request of Ecommerce Europe and 

EuroCommerce)
10

 reveals that in Romania, e-commerce turnover is estimated at ú6.2 billion 

in 2021, up 11% compared to 2020, and the sector is expected to grow by 13% to ú7 billion 

in 2022.  

 

In practice, e-commerce-specific transactions in Romania accounted for almost half of the 

Eastern European total in 2021, estimated at ú14 billion. 

 

E-commerce accelerates high value transfers due to the predominant use of Internet banking 

and online card payments. At the same time, these payment instruments offer the advantage 

of anonymity in terms of the beneficial owner of the funds transferred and anonymity of the 

source of funds. 

 

                                                        
9 https://ecommercegermany.com/blog/european-ecommerce-overview-Romania  
10 https://ecommerce-europe.eu/wp-content/uploads/2022/06/CMI2022_FullVersion_LIGHT_v2.pdf  
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Threats:  
Money launderers could use this sector to hide the illicit origin of money, taking advantage of 

the anonymity and speed of transactions in this sector. 

 

Vulnerabilities:   

Å The use of complex structures, including shell companies, to develop business 

activities;  

Å The use of accounts/companies established in high-risk jurisdictions in commercial 

activities; 

Å The use of inactive companies; 

Å The use of newly established or recently reactivated companies used in commercial 

activities with a high volume and significant values; 

Å The use of INTERNET banking payments in e-commerce to avoid interaction with 

bank officials and to avoid the use of supporting documents. 

  

No. Elements Probability 

assessment 

(IT)  

Assessment of 

consequences (C) 

Risk rating  

  The risk in the 

trade sector 

Average Moderate Average 

Associated vulnerabilities: 

Use of external transfers; 

Use of Internet banking services; 

Use of a newly established or recently revived company engaged in high-volume, high-

value commercial activities;  

Use of "ghost" companies. 

Associated threat: 

Tax evasion, fraud and misappropriation of funds; 

Event description: 

Using resident companies for fraudulent money transfer;  

Cash withdrawal of fraudulently obtained money. 

Risk description: 

It is a medium risk 

Average probability 

The consequences are moderate. 

  

The trade sector presents a medium risk due to the fact that most companies or authorized 

individuals are registered in the national trade register and hold bank accounts, in both cases 

the business entities are under the supervision of the competent authorities. Moreover, the 

vast majority of commercial operations intersect at some point with the banking system, and 

are supported by the performance of financial-banking operations, which leads us to the 

application of know-your-customer rules within financial institutions, these operations 

falling under the scope of oversight by financial institutions. 

  

The trade sector is classified as low risk from the point of view of terrorist financing for 

the reasons mentioned above. 

  



 

  

IV.  ASSESSMENT OF MONEY LAUNDERING AND TERRORIST FINANCING 

RISKS BY FINANCIAL SECTOR/PRODUCT  

  

4.1. General conclusions of the sectoral assessment 

  

The banking sector presents an average residual risk, mainly due to the most complex 

and mature control environment compared to the rest of the obliged entities. 

 

The overall risk of the non-bank financial institutions (leasing/lending) sub-sector is 

low due to the limited nature of the products, the low geographical coverage and the fact that 

most entities have resident clients in their portfolio and offer low value leases and loans. 

 

The sub-sector of institutions issuing electronic money presents an average-high risk. 

The classification in this level of risk was due to the identified deficiencies. 

 

The payment institutions sub-sector was assessed as medium-high risk, mainly due to 

the identified weaknesses. 

 

The e-money distributors/paying agent sub-sector is considered medium-high risk due 

to the lack of oversight tools, the number of agents and the lack of a culture of compliance. 

 

With regard to financial instrument intermediaries, investment agents/delegates, 

investment fund management companies, as well as financial instrument depositories, it was 

found that these entities present an average residual risk of being used for the purpose of 

money laundering. At the same time. It appears that financial insurance institutions present an 

average risk of being used for money laundering purposes (for life insurance and unit 

link/annuities). 

 

The sector of pawnbrokers (non-bank financial institutions registered in the National Bank of 

Romania's register) and non-bank financial institutions (registered exclusively in the National 

Bank of Romania's general register and not having the status of payment institution or 

electronic money institution) present a medium risk of being used for money laundering 

purposes, as does the foreign exchange sector. At the same time, the mutual aid houses sector 

(non-bank financial institutions registered in the National Bank of Romania's register) 

presents a low risk in terms of money laundering threat. 

  

The gambling services provider sector presents a high risk of being used for money 

laundering purposes, both in terms of casinos (land-based or online) and online gambling. For 

gambling service providers (land-based) and slot machines (land-based), the risk level is 

medium. 

  

Professionals such as lawyers, notaries, chartered accountants and accounting experts as well 

as tax consultants are exposed to a medium risk of being used for money laundering, whereas 

other professionals such as auditors and appraisers are at low risk. 

 

The level of money laundering threat related to legal professionals is also considered to be 

medium for insolvency practitioners and low for bailiffs. 

  

The level of money laundering threat related to the services provided by management and 

business advisory professionals is considered high. 



 

  

Providers of services to companies or trusts, other than those referred to in points (e) and (f) 

of Law 129/2019, present a high risk of being used for money laundering purposes. 

 

The level of money laundering threat related to real estate agents and developers is 

considered high and persons trading art present a medium risk. 

  

Providers of virtual currency and fiat currency exchange services and providers of digital 

wallets present a high risk of being used for money laundering purposes. 

  

Sector of financial entities supervised by the National Bank of Romania 

  

4.2.1. Overview of the sector 
  

Entity Categories 

  

The National Bank of Romania (NBR) has exclusive responsibility for risk-based supervision 

and control of compliance with the legal framework on preventing and combating money 

laundering and terrorist financing by the following categories of financial institutions
11

 that 

carry out their activity and have a physical presence on the territory of Romania: 

a. credit institutions: Romanian legal entities and branches of credit institutions of 

foreign legal entities (35 entities: 23 banks, 2 housing savings and lending banks, a 

credit cooperative organization and 9 branches of credit institutions from other states 

limbs); 

b. payment institutions: (9) Romanian legal entities and (2) branches of payment 

institutions from other member states (11 payment institutions in total); 

c. electronic money issuing institutions: (2) Romanian legal entities and (3) branches of 

electronic money issuing institutions from other member states (a total of 5 electronic 

money issuing institutions); 

d. non-bank lending/leasing financial institutions (NBFI) registered in the Special 

Register: (74 entities ï of these, 4 institutions are also authorized as payment 

institutions, and one is also authorized as an electronic money issuing institution). 

  

In the case of the institutions referred to in points (a) to (c) Romanian legal persons, the NBR 

shall also have the power to supervise and control the activities carried out by them directly 

in the territory of another Member State. 

  

In addition to this full supervisory competence, the NBR supervises, as host supervisor, on a 

risk basis, whether the activities carried out through agents and distributors in Romania of 

electronic money issuing institutions and payment institutions from other Member States 

comply with the legal requirements on the prevention and combating of money laundering 

and terrorist financing. 

  

The banking system is the main player in the financial system with the largest market share 

and also offers a much wider range of financial products and services with the best 

international interconnectivity. 

  

 

 

                                                        
11Registered at the end of 2020; 



 

  

Supervisory skills and tools 

  

It is important to underline, in order to understand the approaches and tools used by the 

Central Bank in its capacity as a supervisory authority in the field of preventing and 

combating money laundering and terrorist financing, that the NBR is empowered by law only 

to verify compliance of the supervised entities with the provisions of the legal framework on 

the prevention and control of money laundering/terrorist financing, without actually having 

any tasks related to the analysis/investigation of money laundering/terrorist financing 

cases/transactions. In these circumstances, the NBR is not legally empowered to receive 

Suspicious Transaction Reports (STRs) from supervised entities, as these tasks are related to 

the NOPCML. Consequently, the guidance on the ML/TF typologies that may be developed 

internally by the NBR is largely based on information received from other authorities 

receiving, analyzing or investigating such information/cases and/or from external public 

sources. 

  

The main supervisory actions carried out by the NBR on supervised institutions aim to 

determine whether: 

(a) the risk assessment methodology and its implementation adequately cover all 

categories of customers, products and services, distribution channels, geographical 

areas, as well as the overall activity of the supervised institution and that they are 

sufficiently documented and updated, whenever necessary; 

(b) specific control systems and procedures are in place to verify that its own risk 

assessments are relevant and comprehensive/appropriate and that the results of related 

audits are communicated to management and followed up with appropriate corrective 

actions; 

(c) its own risk management policies and procedures are appropriately linked to the 

determination of the set of customer due diligence (CDD) measures applicable to each 

client; 

(d) the rules are applied effectively and the way they are applied is not formal in the sense 

that they are not only aimed at avoiding legal risk by ticking certain requirements, but 

fulfil the purpose of the field of preventing and combating money laundering and 

terrorist financing to ensure appropriate preventive measures; 

(e) the identification of customers/actual beneficiaries is carried out in accordance with 

the requirements of the regulatory framework; 

(f)  financial institutions do not initiate a transaction when they have not been able to 

apply all know-your-customer measures/establish the legitimacy of the purpose and 

nature of the business relationship/manage the risks; 

(g) financial institutions shall have arrangements in place for regular verification of both 

the veracity and adequacy of information held on customers, including the beneficial 

owner, commensurate with the level of risk associated; 

(h) financial institutions apply, in addition to standard know-your-customer measures, 

additional know-your-customer measures in all situations which, by their nature, may 

present an increased risk of money laundering or terrorist financing; 

(i)  financial institutions conduct adequate, documented and formalized monitoring of 

transactions and business relationships to detect unusual or suspicious transactions; 

(j) financial institutions submit a suspicious transaction report to the NOPCML whenever 

there are grounds for suspicion (based on analysis of samples and red flagged 

transactions); 

(k) financial institutions implement effective and appropriate IT systems covering all 

financial activities, the entire customer portfolio and all transactions that pose 

associated money laundering or terrorist financing risks and monitor, collect and 



 

  

analyze data on money laundering and terrorist financing risk to facilitate appropriate 

internal and external reporting; 

(l) financial institutions shall designate persons with responsibilities for the 

implementation of anti-money laundering and combating terrorist financing and 

money laundering requirements and the nature and limits of the responsibilities 

assigned; 

(m) financial institutions shall ensure regular training/verification of employees 

accordingly, establish and document appropriate standards in the recruitment process; 

(n) the requirements of Regulation (EU) No 847/2015 on transfers of funds are properly 

implemented. 

  

In this context, information collected by the NBR in relation to suspicious 

activity/transactions may only arise if something is detected in the analysis of the sample of 

transactions/customers used for the compliance check. It is important to emphasize that such 

a detection may be a potential outcome of the verification, but not an aim, given the role of 

the supervisor as defined by law and the tiny percentage of transactions that can be reviewed 

by the supervisor compared to the total volume of transactions conducted by a 

bank/institution. However, if the NBR, in the exercise of its specific duties, discovers facts 

that could be related to money laundering or terrorist financing, it immediately informs the 

NOPCML, but without being involved in further analysis or knowing whether suspicions 

have been confirmed, also taking into account the time horizon required to go from suspicion 

to a final conviction, the evidence that could/could not be obtained, etc.). 

  

The NBR, as Romania's central bank, is both the supervisory authority in the field of 

preventing and combating money laundering and terrorist financing and the prudential 

supervisory authority for the categories of financial institutions listed above (with the 

exception of the prudential supervision of branches of institutions in other Member States). 

Complementary to its supervisory activity, the NBR, as licensing and prudential supervisor 

(in cooperation with the Money Laundering and Terrorist Financing Prevention and 

International Sanctions Supervision Service), verifies the fulfilment of fit and proper criteria 

for shareholders, beneficial owners and members of governing bodies, including compliance 

officers.
12. 

The supervised entity/acquirer must provide the NBR, in a timely and accurate 

manner, with all information necessary for the assessment of fit and proper in all cases (new 

appointments, changes in circumstances, changes in role, etc.). The supervision of fit and 

proper criteria must prevent persons who would pose a risk to the proper functioning of the 

governing body from entering or continuing their role in the first place when a fit and proper 

issue has arisen. In order to grant authorization to a Romanian legal person credit institution, 

the NBR must be informed of the identity of the shareholders or associates - natural or legal 

persons - who will hold, directly or indirectly, qualifying holdings in the credit institution 

concerned, and of the value of these holdings. The NBR shall grant authorization only if, 

having regard to the need to ensure the sound and prudent management of the credit 

institution, it is satisfied as to the suitability of such persons. Any potential acquirer shall give 

prior written notice to the NBR of any proposed acquisition, indicating the target threshold 

for capital ownership and providing all relevant information required by law. In order to 

assess the quality of the persons and entities involved in or related to the submitted 

                                                        
12Government Emergency Ordinance No 99/2006 on credit institutions and capital adequacy, approved with 

amendments and additions by Law No 227/2007, with subsequent amendments and additions;  

NBR Regulation No 5/2013 on prudential requirements for credit institutions, as amended and supplemented, which 

includes the provisions of the Guideline on the assessment of the suitability of members of the management structure 

and key persons (EBA/GL/2017/12); 

NBR Regulation No 12/2020 on the authorisation of credit institutions and amendment of their statutes.   



 

  

authorization project, upon request of the NBR, the NOPCML shall provide information on 

the risk of money laundering or terrorist financing in relation to the persons or entities 

concerned. Other authorities are also consulted and information is obtained from public 

institutions in Romania and from other national and international supervisory authorities. 

  

The NBR rejects an application for authorization if it is not satisfied as to the suitability of 

the shareholders, the beneficial owners, the directors and/or managers of the credit institution 

because the reputation, honesty and integrity of the person or their professional expertise are 

not appropriate to the nature, scale and complexity of the credit institution's business or are 

not consistent with the need to ensure prudent and sound management. 

  

The NBR assesses the suitability of the potential acquirer against a number of criteria, 

including its reputation, i.e. its integrity, reputation, professional competence and experience 

of any person discharging managerial and/or administrative responsibilities within the credit 

institution as a result of the proposed acquisition and whether there are reasonable grounds to 

suspect that a criminal offence or attempted criminal offence of money laundering or terrorist 

financing has been committed in connection with the proposed acquisition. In this respect, the 

NBR applies the Joint Guideline
13

 on the prudential assessment of acquisitions and increase 

of qualifying holdings in the financial sector JC/GL/2016/01, which harmonizes the 

conditions in the EU under which the potential acquirer of a holding in a financial institution 

is obliged to notify its decision to the competent authority responsible for prudential 

supervision. The assessment is carried out in accordance with the relevant provisions of the 

sectoral directives and regulations which require as a condition for the granting of 

authorization that the persons who will run the institution are "fit and proper" on the basis of 

the documents provided, information requested from the NOPCML, other supervisory 

authorities, previous employers, etc. 

  

The assessment of the suitability of these persons shall be carried out in accordance with the 

EBA Guidelines on the assessment of suitability of members of the management structure 

and key persons. 

  

The same approach, based on specific legislation, applies to all other categories of financial 

institutions supervised by the NBR. 

  

The supervisory model in the area of prevention of money laundering and terrorist financing 

used by the NBR for entities supervised for prudential purposes is characterized by the so-

called external model, as classified in the material entitled "The Economic and Legal 

Effectiveness of Anti Money Laundering and Combating Terrorist Financing Policy Final 

Report"
14

 carried out under a project funded by the European Commission. The main 

advantage of this model is the existence of sound sectoral knowledge. Thus, within the NBR, 

since 2009, in order to improve the specialization and targeting of inspections, a specialized 

structure has been created within the Supervision Directorate, now called the Service for the 

Supervision of the Prevention of Money Laundering and Terrorist Financing and the 

Application of International Sanctions. 

  

                                                        
13The common guide of the European Supervisory Authorities (European Banking Authority, European Authority for 

occupational insurance and pensions and the European Securities and Markets Authority);   
14 http://w ww2.econ.uu.nl/users/unger/ecolef_files/Final%20ECOLEF%20report%20(digital%20version).pdf  

ɀ "The final report on the economic and legal effectiveness of the policy to combat money laundering and 

financing terrorism"  

http://www2.econ.uu.nl/users/unger/ecolef_files/Final%20ECOLEF%20report%20(digital%20version).pdf
http://www2.econ.uu.nl/users/unger/ecolef_files/Final%20ECOLEF%20report%20(digital%20version).pdf
http://www2.econ.uu.nl/users/unger/ecolef_files/Final%20ECOLEF%20report%20(digital%20version).pdf


 

  

The structure of the National Bank of Romania specialized in the field of prevention of 

money laundering and terrorist financing cooperates internally and benefits from technical 

assistance, as appropriate, from other relevant departments, such as the Legal Directorate, the 

Regulatory and Authorization Directorate, the IT Services Directorate, etc. 

 

Continuous assessment of ML/TF risks 

  

Since 2017, the NBR has initiated a risk assessment process to estimate the risk of supervised 

entities. Each institution is assessed on the basis of a process that involved analyzing the 

information received through the questionnaire sent to supervised entities for this purpose, 

correlated with the findings of inspections and off-site monitoring activities. These ratings are 

used for the annual planning of on-site supervision in the area of prevention and combating 

money laundering and terrorist financing. 

  

Both exogenous risk factors for the sector and endogenous risk factors intrinsic to the sector 

under review are taken into account. Various questionnaires, sent out each year to address 

new issues, have provided an opportunity to update the view of the sector and cross-check the 

information provided. The overall picture is adjusted on the basis of the exchange of relevant 

information (a continuous cooperation with the prudential supervision services as they are 

part of the same directorate), with particular emphasis on operational risk and internal control 

weaknesses. In fact, in recent years there have been cases where the supervisory and 

evaluation process - the assessment of SREP by prudential supervisors
15

 have been 

influenced by the risk of money laundering and terrorist financing, an issue that has just 

started to be formalized at EU level. In addition, there are exchanges of information with 

NAFA and NOPCML. In accordance with the provisions of the legal framework in force, the 

NBR cooperates with all competent national authorities. 

  

Annually, based on the results of the risk assessment at the sector/sub-sector/entity level 

covered by supervision, the NBR reviews and, where appropriate, revises the objectives of 

the supervisory actions so that they are appropriately calibrated. 

  

From 2020 onwards, the questionnaires used have been designed separately for each sub-

sector, distinguishing between different types of financial institutions. 

  

These questionnaires, in addition to providing the NBR's supervision with a picture of the 

system itself, provide cross-checking information to identify how supervised entities manage 

perceived risk and the level of effective understanding of the requirements, not only to assess 

compliance, but also the quality of entities' anti-money laundering and anti-terrorist financing 

policies and procedures, as well as risk appetite. Supervisory staff come from different areas 

such as prudential supervision, compliance or other departments specializing in different 

internal control functions within commercial banks, the NCBPBS, the specialized police unit 

on economic crime investigation, etc. 

  

According to the latest version of the supervisory procedure
16

 in the area of prevention of 

money laundering and terrorist financing (November 2021), the strategy has been improved 

to increase the efficiency of the use of resources. The off-site component of the NBR's 

AML/CTF Service is mainly responsible for the elements taken into account in the risk 

                                                        
15 SREP - Supervisory Review and Assessment Process 
16 on the supervisory review and risk-based assessment of credit institutions, non-bank financial institutions, payment 

institutions and electronic money institutions in relation to their exposure to money laundering, terrorist financing and 

international sanctions risk 



 

  

profile, such as the business model or the analyses of banks' internal procedures, while the 

on-site structure carries out the checks to be performed on-site. 

  

Off-site assessments are not limited to the monitoring of key risk indicators, sources taken 

into account when updating the risk profile of financial institutions include negative media 

reports, complaints, referrals, new products or new alternative channels launched by 

supervised institutions, changes in their business strategy, information from internal or 

external audits of supervised entities, information from NOPCML/other authorities. Based on 

this data, internal assessments are issued with proposals for further action (e.g. drafting a 

supervisory report, requesting additional information and documents from the bank or other 

institutions (if the information reveals risk factors related to other institutions, setting up 

meetings with key staff, taking the findings into account when updating the individual risk 

profile and so on). 

Three strategic priorities have been defined for 2021, the first two of which are included in 

the objectives of each planned supervisory action for 2021: 

  

1. Implementation of the current AML/CTF regulatory framework/international 

sanctions enforcement by supervised institutions and recommendations transmitted to 

the system during 2020, including from the perspective of ML/TF/international 

sanctions evasion risks generated by the COVID pandemic,- with 3 components: 

Å The Assessment of the methodology for conducting and updating the risk 

assessment implemented by the supervised institutions, how it is implemented, 

and the policies developed to manage and mitigate the risk of money 

laundering and terrorist financing and circumvention of international sanctions 

to which the institution is or could be exposed, respectively; 

Å The assessment of how the recommendations submitted to the system were 

implemented in 2020; 

  

2. Verification of the implementation of the provisions of Regulation (EU) 2015/847 of 

the European Parliament and of the Council of May 20
th
, 2015 on information 

accompanying transfers of funds and repealing Regulation (EC) No 1781/2006, 

management of the ML/TF risks associated with increasing digitization, adoption of 

FinTech/new technology solutions, increasing cybercrime during the pandemic and 

weaknesses in the IT systems used in the Know Your Customer business, prevention 

of money laundering - with 3 components: 

Å The assessment and implementation of the digitization strategies and their 

impact on business models and implications on internal governance and 

internal control system (establish a sound and effective governance culture of 

ML/TF risks associated with implementation of digitization strategies, 

adoption of FinTech/new technology solutions, the rise of cybercrime during 

the pandemic and the weaknesses of IT systems used in the KYC, ML 

prevention and counter-terrorism financing business and a robust internal 

control system, in particular in terms of risk assessment, accurate customer 

identification and quality of data collected at the time of business relationship 

initiation, established KYC measures and transaction monitoring). 

Å The assessment of the ML/TF risks associated with digitization projects to 

enable remote access for both individual and corporate customers and to 

provide digital services and solutions; 

Å The ML/TF risks arising from reliance on digital and remote solutions to 

conduct day-to-day operations and provide services to customers. 

  



 

  

3. Raise awareness of emerging risks, i.e. new ML/TF/bypassing international sanctions 

typologies, in the context of a potential new economic crisis and with a view to 

updating risk assessments accordingly. 

Å Work with supervised institutions, NOPCML and judicial bodies to identify 

and raise awareness of emerging risks, i.e. new ML/TF/bypassing international 

sanctions typologies, in the context of a potential new economic crisis and to 

update risk assessments accordingly. 

  

These actions aim to identify the most important sources, causes, risks and interdependencies 

between them in order to provide a thorough understanding of the sector, sub-sector and 

financial entity being supervised, to adjust the strategy, not only in terms of supervisory 

actions, but also to make proposals for changes to the regulatory framework, procedures and 

regulatory tools. 

  

Inherent money laundering/terrorist financing risk factors 

  

The risk assessment in this regard is consistent with the requirements of the risk-based 

approach in line with GAFI (FATF) Recommendation 1. 

  

With regard to inherent risk factors, a distinction is made between exogenous and 

endogenous risks/vulnerabilities, with NBR supervision being able to influence only the 

second category in order to increase the resilience of financial institutions. Resilience/risk 

mitigation measures relate to the effectiveness of available policy instruments to prevent 

money laundering and terrorist financing. This refers both to the content/scope of policy 

instruments and the implementation of these instruments (existence of policies, controls and 

procedures in place to adequately manage identified money laundering and terrorist financing 

risks commensurate with the nature and size of the reporting entities concerned). Resilience 

can determine the likelihood of occurrence of threats and the extent of their potential impact. 

The principle is - the greater the resilience/risk mitigation measures, the better the threats will 

be addressed. While inherent risk factors and sometimes vulnerabilities consist of factors that 

are relatively insensitive to policy changes, the resilience element comprises factors that can 

be influenced. In fact, the purpose of risk assessment is to support specific policy decisions 

and the implementation of those decisions that can help prevent the occurrence of money 

laundering and/or terrorist financing. 

  

The approach combines qualitative and quantitative information and professional expertise. 

Data was collected from a variety of international and national sources (public and private), 

including international studies and reports, statistics and data not publicly available from 

surveillance work. This was complemented by expert advice through regular high-level 

interactions with the authorities concerned and the private sector to enrich the findings. In 

line with a conservative approach, risk assessment was considered better where statistics or 

detailed knowledge were lacking. Where appropriate, a lower level of granularity is applied 

for a sub-sector level assessment. 

  

Regarding the presence of illicit funds in the financial landscape in Romania, based on the 

responses received from the inspectors general of the NBR's Money Laundering and Terrorist 

Financing Prevention and International Sanctions Enforcement Service, who, using their 

professional assessment and opinion, expressed their views to estimate the threats and 

vulnerabilities related to the supervised sector and based on the responses to questionnaires 

received from the supervised entities, the following conclusion can be drawn: 

  



 

  

In addition to the threats and vulnerabilities already outlined in the NRA, the sector 

supervised by the NBR is exposed to money laundering and/or terrorist financing risks 

arising from the following inherent factors: 

  

Å the nature of products offered to customers; (banks and payment institutions) 

Å the geographical area covered; (banks and payment institutions) 

Å the variety of products offered to customers (banks); 

Å the heterogeneity of the customer portfolio; 

Å the increasing speed of access to services (banks, PIs, EMIIs); 

Å the rapid development of new products and distribution channels, under pressure from 

FinTech; 

Å the ongoing changes in ML/TF trends and typologies (banks, PIs, EMIIs); and 

Å the difficulties generated, in some cases, by GDPR, in relation to certain customers in 

terms of updating KYC information; 

  

The threats of money laundering and terrorist financing are different in nature and this is 

taken into account, so the NBR has taken steps to continuously improve awareness of all 

legal obligations related to this risk. It should be noted that both the findings of the 

supervisory activities and the information received from other authorities and available 

intelligence did not indicate a major threat to the financial sector supervised by the NBR. 

  

In order to identify terrorist financing risks/related vulnerabilities in NBR inspections, data 

are requested on cross-border transactions, occasional transactions (remittances) and sample 

checks are carried out on transfers to and from high-risk jurisdictions, online transactions 

from PIs located in high-risk countries, customers who repeatedly transfer or cash small 

amounts of money to/from different persons associated with high-risk countries, NGOs, etc. 

  

Surveillance activities assess the scenarios implemented for monitoring transactions, how 

parameters are set in the screening application and perform effective detection tests to ensure 

that the scenarios are tailored to the customer portfolio and type of financial institution 

assessed. Also, as part of this activity, both the internal control systems related to the 

management/filtering of suspicious transaction alerts as well as the analysis performed by 

compliance staff for closed alerts (without STRs) to identify potential instances of non-

compliance are subject to review. These checks under the NBR's legal powers were more 

focused on assessing the functioning, efficiency and coverage of the systems in general, and 

not on specific transactions, as the central bank does not play an active role in any 

investigation. 

  

In conjunction with the supervision and monitoring activities, in order to support reporting 

entities in fulfilling their legal obligations, the NBR regularly sends risk awareness letters to 

the system related to red flags/indicators such as the use of terms in transaction details, 

identification of beneficial owners, derisking, risks posed by straw men used in company 

formation, opening of bank accounts and processing of transactions, as well as on risks 

related to offshore companies. 

  

Subsequently, during inspections, the measures implemented as a result of these disclosures 

are checked. Targeted financial sanctions (TFS), the listing of organizations and individuals 

under an international counter-terrorism sanctions regime, is one of the preventive measures 

against terrorist activities (and also those related to the financing of nuclear proliferation). 

  



 

  

In addition to the prevention of terrorist financing through the use of the international 

sanctions list, another means / component is the implementation of the requirement set out in 

the NBR Regulation No. 2/2019 on preventing and combating money laundering and terrorist 

financing to establish, for all customers and for all transactions, regardless of their risk 

categories, systems to detect complex and/or unusual/suspicious transactions, including from 

the perspective of how transactions are carried out in relation to the customer risk profile 

determined by the institution, using metrics and models, aimed at detecting any 

circumstances/elements that may raise questions about the nature, purpose or motivation of 

the transaction, such as the existence of certain anomalies compared to the customer profile 

(the analysis of the CTF domain from the perspective of the sector supervised by the NBR is 

also presented in the final part of this document). 

  

Overview of ML/TF threats 

  

The matrix used for the sectoral assessment: 

  

Threat factors Low threat Medium threat  High threat 

ACCESSIBILITY  

e.g.,  

accessibility and 

Difficult - it is difficult 

to access and/or it may 
Moderate  

Reasonably accessible  

Easy  

Widely accessible  

relative cost 

  

  

cost more than other 

options. 

  

and/or a 

viable option from the 

financial point of view 

and  available through 

a lmodest means 

and/or at relatively 

low cost 

EASE OF USE e.g, 

technical knowledge 

and/or expertise and 

necessary support 

  

Difficult  

It requires more 

planning, knowledge 

and/or technical 

expertise than other 

options. 

  

Moderate 
Requires moderate  

planning; technical 

knowledge and/or 

expertise. 

  

Easy 
Relatively easy to use; 

little planning, little 

knowledge and/or 

technical expertise 

required compared to 

other options. 

THE DISSUASIVE 

EFFECT e.g, 

existence of AML 

and/or other barriers in 

the way 

abuse 

  

Significant  
Discouragement 

measures 

and controls exist and 

are reasonably 

effective to discourage

 ML/TF. 

Limited measures of 

discouragement and 

controls have a certain 

effect deterring the 

criminal use of the 

service. 

  

  

Reduced (weaker) 

Limited or it does not 

work as intended. 

DETECTION  
e.g., capacity of to 

identify and report to the 

authorities 

ML/TF 

transactions/activities 

Likely  
A range of money 

laundering methods is 

visible and detectable. 

Limited  

A number of money 

laundering methods can 

be identified, but the 

reporting is 

limited and large 

volumes of fund flows 

limiting detection. 

Difficult  

Detection is difficult 

and there are few 

financial or other 

indicators of 

suspicious activity. 



 

  

INTENT  

e.g ,  

attractiveness 

perceived for money 

laundering through this 

system 

Low 
perceived as relatively

 unattractive 

and/or unsafe. 

  

Moderate 
Perceived as being 

of moderate 

attractiveness  

 and/or quite 

safe. 

High 

Perceived as 

attractive and/or 

safe. 

  

This matrix is useful for assessing and differentiating sectors and different products/services 

which, due to their characteristics, present a higher risk/opportunity for certain criminal 

activities. However, the results are presented in a broader picture, including information from 

surveillance actions, typologies, etc. 

  

According to the classification in the matrix above, the overall picture of the financial sector 

supervised by the NBR shows that it offers accessibility at a reasonable cost, which increases 

risk. However, the size of the system and financial flows is quite small at EU level, so large 

amounts are easy to detect. Also, the accessibility in terms of the international network and 

complex products cannot be compared to that offered by international financial centers. 

  

From this point of view, the banking system is reasonably accessible and a financially viable 

option, which is a medium threat. In terms of ease of use, it requires moderate levels of 

planning, knowledge and/or technical expertise, so is also considered a medium threat. 

Suspicious transactions illustrate that the average criminals do not use the banking system for 

laundering or transferring, as such transactions are usually the result of the actions of 

international networks specialising in internet fraud, etc.  

Deterrent measures and controls are in place and reasonably effective and significantly 

discourage money laundering, which is a factor that reduces the overall risk. High level of 

know-your-customer requirements, documentation and formalities, continuous updates and 

monitoring, combined with a predominantly domestic customer base, reduce the possibility 

of abuse. 

 

The high share of STRs from the financial sector supervised by the NBR (predominant in the 

total number of STRs) illustrates a good capacity to identify and report money laundering to 

the authorities, so that detection has a low threat impact. As a result of the NBR's focus on 

verifying transactions that have been flagged by IT systems or that have posed a high risk on 

customer samples, on scenarios for detecting suspicious activity, on the quality of suspicious 

transaction analysis, on the adequacy of training received by employees of regulated entities 

under NBR supervision, etc., the number of STRs reported by the sector has increased in 

recent years, as has the number of ex-ante STRs (submitted prior to the transaction taking 

place). According to the NOPCML report for 2020 

(http://www.onpcsb.ro/pdf/rapact2020.pdf), 2020 also saw an 81.63% increase in the number 

of cases that had transactions suspended (compared to 2019), due to an increase in the 

number and quality of ex-ante STRs. 

  

Thus, there is an intention to use financial services. However, due to the factors explained 

above, it is perceived as moderately attractive and/or quite safe.  Among the sub-sectors 

supervised by the NBR, it can be observed that the sub-sector of non-bank lending/leasing 

financial institutions presents the lowest risk of money laundering/terrorist financing. This is 

due to the fact that the customer portfolio is almost entirely made up of residents and the 

amounts processed through these financial institutions are quite small, and due to the nature 

of the products offered (loans, leasing). Although in other countries loans have been used for 

http://www.onpcsb.ro/pdf/rapact2020.pdf


 

  

terrorist financing activities, there are no indications that such cases have been recorded in 

Romania. 

  

The payment institutions authorized by the NBR operate mainly in Romania, with no 

branches or subsidiaries abroad, and only 2 entities have transferred their activities to other 

Member States (one EMII and one PI, both Romanian legal entities), but at the end of 2020 

none of them was actively providing services in other Member States. This, together with the 

limits of transfers, clearly reduces accessibility and intent on this level. The 2 main 

remittance players with a global reach, as indicated by transaction flows, are very active, 

especially in jurisdictions with large Romanian migrant communities. The risk should not be 

underestimated; vulnerabilities are related to the fact that a business relationship is not 

formed with clients and that information on the client's source of funds is limited. In addition, 

in the case of non-resident clients, there are increased difficulties in verifying the data 

provided by clients - e.g. address, as this is not available on passports, and an increasing 

number of countries also exclude this information from national identity documents. 

However, these factors are similar for most jurisdictions. 

 

Vulnerabilities in the sector supervised by the NBR 

  

Endogenous risks are vulnerabilities related to the supervised institution, its policies, 

procedures and prevention systems, which may increase the risk of misuse for money 

laundering and terrorist financing purposes. 

  

Deficiencies consist of ineffective enforcement (an application of a AML/CTF requirement or 

policy in a manner that is considered ineffective or inappropriate and which by its nature may 

result in a breach if the situation is not rectified) or violations (failure to comply with a 

AML/CTF legal requirement). 

  

Specifically, no cases of ML/TF deficiencies related to unwillingness on the part of entities, 

but to inaccurate/inadequate implementation, were identified in the supervision process. 

Some of the causes of these deficiencies are related to the limited availability of AML/CTF 

specialists in the market, lower level of awareness of money laundering and counter-terrorist 

financing risks among employees in the territorial units, some deficiencies in their training 

and workload. The NBR is well aware of the importance of training and awareness, as most 

of the deficiencies identified in the supervisory actions were linked, in one way or another, to 

errors by staff involved in the implementation of financial institutions' procedures as a 

manifestation of operational risk. 

  

In order to mitigate this vulnerability, an obligation for financial institutions to incorporate in 

their employee training programs both the findings of supervisory work and an awareness 

component of the consequences of supervisory weaknesses and the potential implications for 

the institution and those responsible for the occurrence of risks has been included in the 

sectoral regulation. As a result, institutions should provide ongoing training to those 

responsible for implementing the measures set out in the KYC rules to ensure that they are 

aware of the legal requirements, their responsibilities under the KYC rules, the risks to which 

the institution is exposed according to its own risk assessment, the consequences of not 

properly fulfilling their responsibilities and the implications for them and the institution 

should risks arise, and that they have sufficient information to recognize transactions that 

may be related to money laundering or terrorist financing. Institutions should include in their 

training program information related to legal requirements, relevant guidelines, their own risk 

assessments, know-your-customer rules, training information and feedback from the National 



 

  

Office for the Prevention and Control of Money Laundering, together with relevant practical 

issues arising from their own and, where appropriate, their group's work, including typologies 

and case studies. In addition, financial institutions shall periodically check all persons 

responsible for implementing the measures laid down in the Know Your Customer rules to 

ensure that they are properly trained to perform their duties. In particular, institutions shall 

take into account in their control departments, branches or other units and agents and 

distributors that do not report suspicious transactions subsequently detected by the (central) 

institution, if suspicious elements have been identified at their level, as well as those for 

which deficiencies are identified by internal audits or supervisory actions of the National 

Bank of Romania. 

  

According to the inspectors' findings, although the supervised sector, and in particular the 

banking sector, understands its obligations, ML/TF risk is present. However, vulnerabilities 

were identified during the supervisory work and related recommendations or, where 

appropriate, sanctions were issued. It should be stressed that this is not a general 

phenomenon, such findings have been observed over the years and are not present in every 

institution/inspection, so they cannot be considered as a pattern for the financial system 

supervised by the NBR. 

  

The most frequent violations identified over the years (this does not mean that they are 

prevalent in the system), based on general or targeted inspection objectives, were related to: 

 

 

 

1. Risk assessment: 

Å within the internal risk assessment, the European Commission Report / the 

results of the supranational risk assessment were not taken into account (for 

example, the products/activities considered in this report as presenting a high 

risk were classified by the institution as having a standard or low risk); 

Å in the risk assessment at customer level, relevant factors that, either 

individually or consolidated, may increase or decrease the money laundering 

and terrorist financing risk posed by a business relationship or occasional 

transaction have not been taken into account (especially in the case of 

credit/leasing companies); 

Å regarding the methodology for classifying clients in the portfolio according to 

risk, cases of erroneous client classification were identified in the analyzed 

sample or in the databases (especially in the case of credit/leasing companies); 

Å the superficial application of additional measures to know the clientele, 

without including the specific measures aimed at managing the identified risk; 

and 

Å inadequate/insufficient indicators used in the assessment of compliance risk / 

AML (especially in the case of lending/leasing companies). 

  

2. Internal controls: 

Ɇ inadequate resources allocated to internal control functions (especially in the 

case of lending/leasing companies); 

Ɇ the lack of the most appropriate measures to remedy the deficiencies reported 

by the internal control functions; 

Ɇ failure to assess/report deficiencies in customer awareness/AML/CTF; and 

Ɇ deficiencies in training and testing procedures (especially in the case of 

lending/leasing companies). 



 

  

  

3. Governance: The role of the board of directors or senior management 

Ɇ allocation of insufficient resources for internal control functions/AML/CTF 

department; and 

Ɇ implementing ineffective measures to remedy deficiencies reported by internal 

control functions. 

  

4. Customer awareness measures: 

Ɇ deficiencies regarding the setting of the parameters of the applications used to 

identify the PEP/lack of a PEP identification system (especially in the case of 

credit/leasing companies); 

Ɇ failure to apply adequate additional measures to know the clientele for other 

high-risk categories, distinct from the category of PEP clients (especially in 

the case of credit/leasing companies); 

Ɇ deficiencies in monitoring the business relationship/transactions; 

Ɇ cases of non-updating of customer data; 

Ɇ numerous procedures with many cross-references, which are difficult to use 

and not specific enough, too formalized, reproducing legal provisions instead 

of establishing precise actions adapted to specific people, generating 

ambiguity in terms of responsibilities; and 

Ɇ staff turnover and inadequate training - training is generic, not specific to 

distinct activities, and lacks an awareness component. 

5. Check for unusual transactions: 

Ɇ deficiencies in systems or analysis of alerts generated by monitoring 

applications or analysis of suspicious transactions reported by other 

organizational structures (Network, Payments, Fraud, etc.) / insufficient 

number of staff responsible for reviewing alerts; 

Ɇ imprecise parameters used for the scenario-based monitoring system, which 

generates a large number of alerts; 

Ɇ the lack of prioritization of the alerts issued by the monitoring systems and the 

lenient deadlines for their analysis; 

Ɇ a poor analysis of the transactional behavior of some customers due to 

workload/lack of training; and 

Ɇ the lack of a control procedure regarding the management of alerts generated 

by the institutions' IT system. 

  

It should be noted that the above deficiencies have been identified over the years and 

drastically reduced following recommendations/surveillance measures. 

  

Regarding lending/leasing NBFIs, money laundering deterrence measures (resources, 

systems) are not as efficient as those of banks (except for non-banking financial institutions 

that are part of a financial group), but the risk associated with them is also very low. 

  

The deficiencies mentioned or identified above were reflected in the following categories of 

vulnerabilities: 

  

(i) Exposure to ML/TF risk in the process of continuous monitoring of customer operations 

through applications 

In the context of the assessment of the relevant risk factors related to fraudulent 

transactions, it was found that the ease with which credit institutions offered all customers 

access to the Internet Banking service (which presents certain inherent ML/TF risks, by 



 

  

facilitating the rapid and remote ordering of transactions), correlated conduct, mostly, 

with establishing the achievement of sales targets in the case of employees responsible for 

attracting customers. 

  

Thus, the access of customers who present a high risk for digital platforms, in the absence 

of a dynamic process of permanent monitoring of all ongoing operations, which would 

allow the segmentation of scenarios according to the category of clientele, as well as the 

possibility of customizing and permanently updating the implemented scenarios/limits for 

pre- and post-transaction monitoring, reflects a high appetite for the risk of money 

laundering and terrorist financing, without taking into account the relationship of direct 

proportionality vis-à-vis the credit institution's ability to manage it. 

  

(ii) The risk of occasional use of inactive (dormant) accounts for fraudulent transactions. 

The main factor that makes these dormant accounts more prone to fraud is the lack of 

customer activity. When an account is inactive, either the customer has lost track of the 

account and is no longer in contact with the bank, in which case the customer will most 

likely not notice any unauthorized activity on their account, or may raise the suspicion 

that that customer is waiting the timing of using the account depending on the outcome of 

unexpected earnings. In both cases, the unusual behavior of the customer in relation to the 

nature and purpose of the business relationship can be noted. 

  

From the analysis carried out, it was found, among other things, that some of the legal entities 

that had opened accounts at several banks, ordered some transactions to be carried out after 

long periods of time in which the only recorded operations consisted in the automatic 

payment of account management fees, and when these accounts became active, the 

transactions carried out were predominantly external, unrelated to the object of activity or 

their value far exceeded the transactional volume declared by the clients at the initiation of 

business relations. 

  

At the same time, issuing possible alerts was impossible in the absence of detection 

rules/scenarios that correspond to individual risks (information held about the client), as well 

as in the impossibility of examining the history of transactions concluded during the business 

relationship, even more so especially since these accounts were closed shortly after the 

operations were carried out. 

  

(iii) Exposure to ML/TF risk in the process of approving the initiation of business relations / 

account opening, in conjunction with the existence of non-compliant standards of 

derogation from the application of customer due diligence measures to the initiation of 

business relations / account opening. 

During the checks carried out on the processes of opening accounts at credit institutions 

in Romania and used to carry out fraudulent transactions, such as CEO/BEC fraud, the 

inadequacy of KYC measures, respectively the lack of effective measures in terms of 

internal control, was found, aspects that led to a flawed assessment of intrinsic risks from 

a ML/TF perspective, likely to affect the entire process of getting to know the client. 

  

The main risk aspects identified with regard to customer awareness (KYC) measures applied 

at the time of initiating business relationships were: 

Å the low level of awareness of the risks of ML/TF at the level of employees within the 

territorial units, considering that they did not notice the suspicious nature of the initiation 

of business relations on the same day, at the same territorial unit, with several commercial 



 

  

companies having the same beneficiary real, as well as objects of activity and identical 

registered office addresses; 

Å failure to identify the unusual nature of the transfer of clients' operational activity from 

one bank to another, after only a few months, given that these entities were recently 

established commercial companies; 

Å lack of mandatory information in the account opening files (examples - extracts from the 

Trade Register, operating authorizations); 

Å inconsistencies between the object of activity of legal entity clients, according to the 

constitutive act, and the information provided by the territorial unit in order to approve 

the initiation of the business relationship; 

Å the branches (customer relations managers) did not do the necessary due diligence to 

understand the reason why people domiciled in other states opened accounts at a bank in 

Romania, without having a solid economic justification for their requests for banking 

products or services in Romania, without presenting documents issued by the Romanian 

authorities (example - temporary residence permit), or proof of any connection of these 

persons with the "suppliers" of social headquarters. 

  

(iv) ML/TF risk and integrity standards / conflicts of interest 

Institutions must ensure that decisions in the line of prevention and control of money 

laundering and terrorist financing are taken independently, without being affected by 

possible influences, pressures or conflicts of interest, meaning that they must define, 

control and implement an activity management framework that ensures efficient and 

prudent administration, including by separating the duties between the operational and 

monitoring functions. From the analyzes carried out so far, it was possible to observe, in 

several cases, the predilection of the customers in the sample for certain territorial units of 

credit institutions, which could indicate deficiencies in compliance with integrity 

standards. 

  

In order to reduce ML/TF risks, institutions must compensate for the potential lack of 

independence generated by conflicts of interest resulting from the remuneration of staff 

according to certain commercial performance indicators, stimulated by an inadequate 

remuneration policy (low salaries), by implementing controls internal measures intended to 

prevent, in this sense, the impact on the process of classifying clients based on risk, also 

taking into account the dynamic business environment in which they operate, also 

characterized by staff turnover. 

  

These are, along with monitoring for the prevention of internal fraud, tools that prevent the 

exploitation of bank employees for money laundering. The only case presented in the risk 

assessment is an old case, which involved a very small amount compared to the level of 

assets in the sector. 

  

(v) vulnerabilities in ensuring the confidentiality of information held in relation to money 

laundering and terrorist financing risks (respectively, requests for information / 

recommendations made by the central bank regarding the business relations of the 

reporting entities with certain persons, which have come to the knowledge of the latter). 

  

(vi) the phenomenon of "de-risking", respectively the approach characterized by refusal / 

termination of business relationships to avoid, rather than to manage, money laundering 

and terrorist financing risks. 

  



 

  

Resilience measures/risk mitigation measures 

  

Considering the risk factors mentioned above, the NBR has issued recommendations for the 

implementation of the following measures to improve the management framework, policies, 

procedures and controls implemented to mitigate and effectively manage money laundering 

risks money and terrorist financing: 

  

Å not granting or, as the case may be, ceasing the provision of digital banking services, 

which allow the rapid initiation of fund transfers, to customers included in the categories 

of high and medium-high risk of money laundering and terrorist financing; 

Å exercising increased vigilance by implementing additional controls to help reduce the risk 

of fraud and money laundering and terrorist financing associated with inactive (dormant) 

accounts; 

Å the centralization of the approval of the initiation of business relations / the opening of 

accounts, regardless of the risk associated with them, at the level of a structure within the 

head office of the institution 

credit of a Romanian legal entity / branch of a foreign legal entity credit institution; 

Å the elimination of the possibilities / situations of derogation from the application of the 

provisions of the internal rules regarding knowing the clientele and opening accounts, so 

as to ensure the compliant application of the provisions of the regulatory framework 

regarding the prevention and combating of money laundering and the financing of 

terrorism; 

Å the implementation of demanding human resources management standards at the level of 

all structures involved in the processes of preventing money laundering and terrorist 

financing, through: 

  

o compliance with appropriate standards for the employment of persons with 

responsibilities in the application of customer awareness measures; 

o pursuing the improvement of professional skills and awareness of ML/TF risks at 

the level of all organizational structures with responsibilities within AML/CTF 

processes, including by presenting the relevant practical aspects resulting from 

their own activity, 

  

Å carrying out internal audit missions to ensure an independent assessment of the 

effectiveness of conflict-of-interest management policies and the integrity of the 

employees of the structures involved in customer due diligence processes in order to 

prevent and combat money laundering and terrorist financing; 

Å conducting internal audit engagements to provide an independent assessment of how 

record-keeping procedures and all documents comply with legal requirements, including 

establishing access to them (strictly on a need-to-know basis), reporting procedures 

internally and to the competent authorities, including reporting and communication 

systems and channels, ensure full confidentiality of information requests, as well as data 

related to the prevention of money laundering and terrorist financing; 

Å assessing situations where certain risk factors associated with a client arise, including in 

the process of updating documents and information, which should not automatically lead 

to the termination of the business relationship; the decision taken should be proportionate 

to the risk and based on an analysis of the concrete situation, in order to establish, 

gradually, the necessary measures for the management of related risks, in accordance with 

the provisions of the relevant legal framework; 

Å segmentation, customization and updating of scenarios/limits implemented for pre- and 

post-transaction monitoring, in order to ensure a dynamic process of permanent 



 

  

monitoring of all operations performed by customers through digital applications (for 

example, transfer operations performed through the internet banking channel), especially 

in the case of high-risk customer access to digital platforms, insufficient risk management 

generated by the use of these digital services may lead to serious violations; 

Å holding training sessions dedicated to AML/CTF obligations, including the consequences 

of failure to fulfill responsibilities and the implications for the institution and for the 

persons who hold such duties through the job description or who is responsible for non-

compliance with legal provisions, in case of incidents; 

Å the assessment of all employees responsible for implementing the measures provided for 

in the rules on knowing the clientele and those responsible for coordinating the 

implementation of the internal rules for the implementation of international sanctions for 

the blocking of funds, to ensure that they are properly prepared for the performance of 

their duties, from the perspective of ensuring the confidentiality of data and information, 

as well as to ensure that their obligations regarding the management of confidential 

information are expressly stated in the job description. 

  

The financial institutions have the obligation to notify the National Bank of Romania of the 

adopted measures, within the terms established by it. 

  

The NBR is constantly acting to support entities in understanding developments and 

implications regarding ML/TF risks. The entities supervised by the NBR were actively 

consulted on the draft law transposing the Directive (Law no. 129/2019) and on the draft 

regulation of the NBR (NBR Regulation no. 2/2019) and submitted comments/observations 

regarding the provisions of the law. 

  

Also, with the entry into force of the new legal framework, the NBR organized meetings with 

the reporting entities (and other than credit institutions), in accordance with the 

recommendation of the Moneyval Committee in the Detailed Report issued as a result of the 

fourth assessment round mutual of Romania. The recommendation was to take actions aimed 

at increasing the awareness of non-banking financial institutions, electronic money issuing 

institutions and payment institutions regarding their AML/CTF obligations and supervisory 

authority expectations. 

  

The NBR acts through three distinct channels to enhance and improve the guidance of 

supervised entities, respectively through: 

  

(i) issuing tailored and highly detailed recommendations for specific/individual entities, 

based on findings from surveillance activity regarding their system/prevention 

measures or in response to specific requests for guidance. If necessary, we can 

provide examples where we have addressed several specific measures to a single 

credit institution, following the supervisory report. 

(ii) issuing specific recommendations/measures for the supervised sector/sub-sector if 

threats/vulnerabilities of common interest are detected; 

(iii) holding meetings/sending letters to industry associations/representative bodies 

regarding measures involving the need for coordination between supervised entities to 

achieve best results. 

  

(i) Guidance provided by the NBR for supervised entities through specific documents 

(measures or recommendations) issued following supervisory actions carried out based 

on the risk-based approach 

  



 

  

One of the strategic objectives assessed by the NBR in each supervisory action planned 

for 2021 was "to assess the methodology of supervised entities in conducting and 

updating risk assessment, its implementation and the policies developed to manage and 

mitigate the risks of money laundering and terrorist financing, and of circumvention of 

international sanctions, respectively, to which the institution is or could be exposed". As 

most of the supervisory reports for the 2021 actions are already drafted, the process of 

issuing very specific actions or recommendations to address the findings is an ongoing 

one. These types of tools used in the supervisory process are, in the NBR's view, one of 

the most effective forms of guidance, as the measures are tailored to each institution, 

adapted to the specific business model, governance structure and internal control system 

of the supervised entity and to the specific vulnerabilities identified. 40% of the banking 

sector was covered in 2021 by inspections that included this specific objective (14 credit 

institutions out of 35). At the level of the other types of entities that are supervised by the 

NBR (non-bank financial institutions, payment institutions or electronic money issuers), a 

total of 12 inspections were also carried out that included this specific objective. 

  

(ii) Letters sent by the NBR to the supervised sectors (some of which are related to types of 

ML/TF, and others to risks/threats) 

  

With regard to the ML/TF typologies, it is important to underline that the NBR is 

empowered by law only to verify compliance by supervised entities with the provisions of 

the legal framework on AML/CTF and the implementation of international sanctions, 

without having, in fact, powers related to the investigation of money laundering/terrorist 

financing cases/transactions. Also, the NBR is not the competent authority to receive 

STRs from supervised entities, such tasks being in relation to the NOPCML. 

Consequently, the guidance on the typologies of ML/TFs that can be developed internally 

by the NBR is very limited and largely based on information received from other 

authorities receiving, analyzing or investigating such information/cases and/or from 

external public sources. However: 

1) In 2020 - 2021 the NBR sent over 100 information letters to the financial system (and 

in some cases they also included requirements to take proportionate measures for risk 

management), regarding: business relationships in which certain entities are involved 

associated with money laundering activities, warnings regarding the identification of 

certain types of suspicious transactions, fraud or attempted fraud, feedback from 

NOPCML regarding STR reporting, fictitious banks, publication of 

guidelines/instructions/final reports of the experts, de-risking, international sanctions, 

etc. 

2) During 2020 - 2021, at the highest level, the NBR issued several letters of 

recommendation, addressed to all institutions under its supervision or to some sub-

sectors. E.g: 

a. 2 letters (no. 94/February 20
th
, 2020 and no.138/March 11

th
, 2020, 

supplemented and detailed by letter no. 152/18.03.2020), regarding some types 

of money laundering. Specific recommendations were ordered for the entire 

banking system so as to mitigate the risks identified by the NBR following 

several supervisory inspections. 

b. no. 504/September 10
th
, 2020 for the entire banking system, regarding the 

phenomenon of derisking, accompanied by a set of instructions on how to 

approach this phenomenon. 

c. no. 517/September 15
th
, 2020 for the entire system supervised by the NBR, 

regarding the legal provisions regarding the confidentiality of information and 



 

  

the necessary measures to be taken to comply with the obligations generated 

by this field. 

d. no. 554/October 5
th
, 2020 regarding the phenomenon of identity theft in order 

to obtain loans, based on false identity documents; 

e. no. 323/May 19
th
, 2021 - regarding de-risking; 

f. no. 589/September 10
th
, 2021 - recommendations for all credit institutions in 

relation to the application of international sanctions regimes, etc. 

  

(iii) Training and meetings with the supervised sector 

  

After the entry into force of the NBR Regulation no.2/2019 on the prevention and control of 

money laundering and terrorist financing, the NBR organized 4 meetings with supervised 

entities (all credit/leasing NBFIs, PIs, EMIIs supervised by the NBR were invited, with 83% 

of the sector participating). These consisted of presentations of the new aspects of the 

legislation and open discussions on issues that could raise implementation issues identified 

by the NBR and the financial sector. Discussions focused on the requirements for drafting 

risk assessments. The NBR representatives provided explanations of supervisory expectations 

and examples of possible sources of information, at European and national level, that could 

be used for entities' own assessments. Practical examples were also given of approaches for 

processing the possible transactions they may face, to reflect the specific risk taken by each 

entity in relation to its activities. 

  

The sessions were highly appreciated by the financial sector. The participants followed the 

supervisory authority's recommendation to organize within their own institutions a working 

group dedicated to AML/CTF aspects. 

  

Also, for credit institutions, in addition to the periodic meetings within the committee of 

compliance officers (which are organized at the request of the Romanian Banks Association), 

meetings were held through remote communication means, which covered a wide field of 

compliance, including measures to be implemented to improve the governance framework, 

policies, procedures and controls to effectively mitigate and manage the risks of money 

laundering and terrorist financing. 

  

Money laundering typologies, whenever notified/identified, were also disseminated to 

supervised entities
17

. As a result of cooperation with other institutions and authorities in the 

AML/CTF area, the NBR has identified a number of downstream risks in relation to certain 

individuals and legal entities. Thus, in order to assist reporting entities in the process of 

complying with the relevant legal framework, to be able to continuously assess their business 

relationships with their customers and, in particular, to be able to identify and report 

suspicious transactions and activities through suspicious transaction reports, the central bank 

has sent letters to the supervised financial system outlining possible ML/TF threats whenever 

they arise in relation to possible business relationships with certain natural and legal persons. 

  

The Central Bank Supervision Directorate closely monitors all developments in this area, 

participates in EU working groups and supervisory colleges and implements best 

                                                        
17According to MONEYVAL, the 4th Round of mutual assessments, the second compliance report presented by 
Romania in 2019, ,,Furthermore, the definite increase in the number of sanctions led to a corresponding increase in the 
number of RTSs. The sector supervised by the NBR and especially the banking system has an overwhelming share in 
the total number of STRs. (85.57% of the total number of STRs)". As a result, an official letter was received from 
NOPCML expressing high appreciation for the direct contribution of the NBR to the continuous increase in the number 
of STRs. 



 

  

requirements and practices. Reporting entities supervised by the central bank are aware that if 

they want to be part of the single financial market and be competitive, they need to align with 

legislative and regulatory developments in the market. In order to understand the NBR's 

approach to supervision along the AML/CTF line on the obligation for entities to identify and 

assess money laundering and terrorist financing risks, we will briefly outline the evolution of 

the legal framework on this issue and how the conclusions resulting from supervisory work 

contribute to the architecture of the new regulatory framework. 

  

Under the legislation, institutions have been required to conduct their own risk assessments to 

identify and assess the risk of money laundering and terrorist financing at the client level, at 

the level of services and products offered, and at the level of the whole business, taking into 

account national and sectoral assessments available in the jurisdictions in which they operate 

and assessments at the level of the group to which they belong. 

  

At the beginning of 2020, at the request of the NBR, all credit institutions made their own 

risk-based assessments available to the central bank. At the same time, on-site surveillance 

activities were also aimed at assessing the supervised entities' understanding of 

vulnerabilities, and therefore more attention was paid to internal risk assessments. All these 

aspects are analyzed either during on-site inspections or continuously in off-site monitoring 

activities. Based on all these aspects, the main recent priorities in surveillance activity have 

been: 

Å The assessment of the methodology for carrying out and updating the risk assessment, 

implemented by the supervised institutions, of the way of its implementation and, 

respectively, of the policies developed for the management and reduction of the risk 

of money laundering and financing of terrorism and evasion of international sanctions 

to which the institution is or could be exposed; 

Å Assessment of how the recommendations sent to the sector during the previous year 

were implemented; 

Å Assessment and implementation of digitization strategies and their impact on business 

models and implications for internal governance and internal control system 

(establishing a healthy and effective governance culture of ML/TF risks associated 

with the implementation of digitization strategies, adoption of FinTech solutions/ new 

technologies, the increase in cybercrime during the pandemic and the weaknesses of 

the IT systems used in the know-your-customer process, the prevention of money 

laundering and of terrorism financing and a robust internal control system, in 

particular from the perspective of risk assessment, correct identification of customers 

and the quality of the data collected at the time of the initiation of the business 

relationship, the measures to know the customers and to monitor the transactions); 

Å Assessing the ML/TF risks associated with digitization projects to allow access to 

both individuals and legal entities, and to provide digital services and solutions; 

Å ML/TF risks generated by reliance on digital and remote solutions to conduct day-to-

day operations and provide services to clients; 

Å Collaboration with supervised institutions, NOPCML and judicial bodies to identify 

and raise awareness of emerging risks, namely new types of ML/TF, in the context of 

a potential new economic crisis and to update risk assessments accordingly. 

  

The review of the supervised sector also confirmed the general trend towards a cultural 

change in the banking sector. Digitization and acceleration of banking processes and 

workflows positions banks to new challenges, including in the prevention of ML/TF. Shorter 

processing times and faster processing of payments, especially instant payments, together 

with certain forms of online transactions and new payment methods pose a threat to the 



 

  

application of adequate preventive measures. Also, in this context, new risks are manifested 

as a result of innovative business models and new technologies of FinTech companies. 

  

It should also be mentioned that innovative technologies can also offer opportunities in terms 

of managing money laundering and terrorist financing risks. Potential areas of application in 

this regard could include STR monitoring and processing. Better algorithms could be used to 

generate fewer false-positive alerts, enable fast and real-time processing, and thus ensure 

more effective monitoring and reporting of suspicious transactions. However, according to 

the banks, fully market-ready solutions are not yet available. 

  

For most banks, it is not very clear how specific cases of terrorist financing can be identified 

in the ex-ante assessment of transactions, the key measure being to compare customer lists 

with published international sanctions lists or to detect certain anomalies. 

  

The changes in the regulatory framework and supervisory practices of AML/CTF at EU level 

have also been reflected in the supervisory process in Romania, with the implementation of a 

risk-based approach
18

 in the assessment of supervised institutions, as already presented in this 

Report. Supervisory powers and tools. Thus, the amount of information requested, the 

frequency and intensity of checks, analyses and assessments take into account the nature of 

the activity, correlated with the level of money laundering and terrorist financing risks 

identified at individual, sectoral or national level. This risk-based approach procedure 

governs the processes, mechanisms and practical arrangements that enable the NBR to 

exercise its supervisory powers in the area of prevention of money laundering and terrorist 

financing in a manner proportionate to the money laundering/terrorist financing risks 

identified at the level of the supervised institutions. 

  

The Money Laundering and Terrorist Financing Prevention and International Sanctions Unit 

collects relevant and reliable information in order to obtain an adequate understanding of the 

risk factors faced by the subjects of the assessment. For this purpose, relevant data and 

information shall be collected: 

Å international, national and sectoral risk assessments; 

Å reports/information issued by NOPCML and other national and international 

authorities/institutions with competence in the matter (e.g. EBA); 

Å the exchange such information with other competent authorities, at national level or 

abroad, holding relevant information on the matter, including those involved in the 

supervision of firms operating across borders in accordance with the ESA Joint 

Guidance on cooperation and exchange of information for the purposes of Directive 

(EU) 2015/849 between competent authorities supervising credit and financial 

institutions, obtained through participation in supervisory colleges or through bilateral 

cooperation; 

Å reports on the financial situation/stability from a microprudential and macroprudential 

perspective; 

Å information/questionnaires, rules, situations, reports and reports submitted by 

institutions, analyzed within the off-site supervision processes, the changes that 

occurred in the situation of the supervised entities in the period between the 

conclusion of the on-site supervision action and the drafting of the final documents, 

which are included in individual files of supervised entities; 

                                                        
18In 2017, the NBR approved and implemented the Procedure on the process of risk-based supervision and assessment 
of credit institutions, non-bank financial institutions, payment institutions and institutions issuing electronic money, 
based on their exposure to the risk of money laundering, terrorist financing and non-implementation of international 
sanctions. The procedure has subsequently been updated 5 times. 



 

  

Å findings resulting from on-site inspection actions, off-site and/or on-site surveillance 

reports or off-site assessments/analyses; 

Å the exchange of information with the prudential supervision services, which is carried 

out by means of supervision reports and the ad hoc exchange of information whenever 

there are reasons for a specialized analysis in the field of preventing money 

laundering and terrorist financing; 

Å the lists of international sanctions provided by the competent international bodies, 

respectively the UN Security Council and the EU. 

 

Other sources of information are also considered, such as: 

  

Å information and analysis provided by professional associations, institutions/economic 

agents active in the financial sector or in related sectors, such as typologies and 

information on emerging risks; 

Å information from international standard-setting bodies, such as mutual assessments of 

the actions taken by the Member States in relation to preventing and combating 

money laundering and the financing of terrorism, the anti-corruption system and the 

tax regime; 

Å sources of public information, such as studies/reports/articles published in the press; 

whistleblower reports, i.e. information informally submitted to the supervisor by 

employees of entities, in accordance with Article 61 of Directive 2015/849 and the 

law in the field of preventing and combating money laundering and terrorist financing 

transposing the Directive. 

In the case of all financial institutions supervised by the NBR, the relevant 

information shall include at least: the ownership structure and governance structure of 

the company, taking into account whether the subject of the assessment is an 

international, foreign or domestic institution, a parent company, a branch, a subsidiary 

or other form of incorporation, and the degree of complexity and transparency of its 

organization and structure; 

Å the reputation and integrity of executives, members of the governing body and 

significant shareholders; 

Å the nature and complexity of the products and services offered, as well as the activities 

and transactions carried out; 

Å the distribution channels used, including the free provision of services and the use of 

agents or intermediaries; 

Å the types of clients served; 

Å the geographical area where the activities took place, in particular if they were carried 

out in high-risk third countries, as well as, where applicable, the countries of origin or 

establishment of a significant part of the customers and the countries that are subject 

to international sanctions imposed by the UN and the EU; 

Å the quality of internal governance mechanisms and structures, including the adequacy 

and effectiveness of internal audit and compliance functions, the level of compliance 

with legal and regulatory requirements for the prevention of money laundering and 

the financing of terrorism and the enforcement of international sanctions, as well as 

the effectiveness of policies and procedures in the field of preventing and combating 

money laundering and terrorist financing, to the extent that they are already 

determined; 

Å information from prudential supervisors regarding any suspicion of committing or 

attempting to commit money laundering or terrorist financing crimes, as well as 

regarding any other finding that indicates a possible violation of the regulatory 



 

  

framework on preventing and combating money laundering, and of terrorist financing 

or internal control deficiencies that may be relevant. 

Å information on changes to an institution's activity or business model that could expose 

institutions to an increased risk of money laundering or front-loading. 

Å the prevailing "corporate culture", in particular the "culture of compliance" and the 

culture of transparency and trust in relations with the competent authorities; 

Å other prudential and general aspects, such as years of operation, liquidity or capital 

adequacy, alignment of policies and procedures in the field of preventing and 

combating money laundering and terrorist financing with the specific requirements of 

the EBA Guide on credit origination and monitoring - EBA/GL/ 2020/06. 

The assessment of each of these categories of data mentioned above is carried out based on 

the criteria provided in the specific procedure. 

  

The Money Laundering and Terrorist Financing Prevention and International Sanctions 

Enforcement Unit shall assess the extent to which the identified inherent risk factors affect 

the risk profile of the entity or group of entities and the extent to which the systems and 

controls in the area of preventing and combating money laundering and terrorist financing 

implemented by the assessed legal person are adequate to effectively mitigate the inherent 

money laundering and terrorist financing risks to which it is exposed, thereby determining the 

level of residual risk. 

  

In order to assess the risk profile of money laundering/terrorist financing and non-application 

of international sanctions, respectively the type and level of risk that is maintained even after 

the actions to reduce it, the surveillance actions analyze at least the following components: 

  

1) Risks arising from the business model, size, nature, volume and complexity of the 

institution's activities: 

Å the business model; 

Å the size of the institution; 

Å the geographical area in which it operates; 

Å the nature and complexity of the product and service portfolio; 

Å customer profile; 

Å distribution channels used; 

Å prudential and general aspects, such as elements of credit risk, elements of operational 

risk, developments recorded by prudential indicators that may constitute ML/TF risk 

generating factors, depending on the case. 

  

2) The risks arising from internal governance and the internal control system, at the level of 

international sanctions enforcement activities, prevention of money laundering and 

terrorist financing: 

Å the nature, structure and reputation of the shareholding; 

Å the reputation and integrity of members of the governing body and middle managers; 

Å the complexity and transparency of the organizational structure; 

Å the way of assigning duties and responsibilities at the level of positions/functions; 

Å the way of exercising the duties and responsibilities by the personnel/management 

structures involved in AML/CTF activity and applying international sanctions; 

Å the existence of effective communication and reporting channels; 

Å the existence of appropriate policies and procedures, as well as formalized processes; 

Å the degree of adequacy of human resources engaged in AML/CTF activity and the 

application of international sanctions; 



 

  

Å the corporate culture, the relationship with the authorities with responsibilities in the 

field of AML/CTF and enforcement of international sanctions; 

Å the existence of a solid internal control framework regarding AML/CTF activities and 

the application of international sanctions (the management of ML/TF risks and the 

non-application of international sanctions, the efficiency of the compliance and 

internal audit functions). 

  

3) The risks arising from the way of applying the provisions of the legal framework in force 

in the matter of ML/TF: 

How the institution defines, identifies and manages Publicly Exposed Persons 

(PEPs); 

Å The way in which the institution defines and ensures the identification of the real 

beneficiary; 

Å Assessment of procedures and processes for the application of standard, simplified 

and additional measures; 

Å The way in which the institution evaluates and classifies the clientele and transactions 

according to the degree of potential risk associated with them; 

Å The way in which the institution manages the risk associated with customers and 

transactions presenting a potentially higher degree of risk; 

Å Assessment of procedures and processes for identification, management and 

notification of operations likely to have the purpose of money laundering or terrorist 

financing; 

Å Assessment of the procedures and processes applied for the identification and 

reporting of transactions carried out with amounts in cash, in lei or in foreign 

currency, and of external transactions whose minimum limit represents the equivalent 

of EUR 10,000; 

Å How to update and manage the documents used to identify customers, respectively the 

secondary records and the registration of financial operations carried out by 

customers. 

  

4) The risks arising from the implementation of international sanctions: 

Å analysis of the reports sent to NAFA and NBR regarding the designated persons 

and/or entities, identified as a result of the application of customer awareness 

measures, according to the reporting mechanism and model; 

Å analyze proceeding implemented for update lists of designated persons/entities; 

Å the analysis, as the case may be, of authorizations, exemptions, notifications of 

transfers on certain relationships that are subject to international sanctions, if 

applicable; 

Å testing compliance with the provisions of the Sectoral Regulation of the National 

Bank of Romania, respectively verifying whether the supervised institution has 

adopted and submitted to the NBR the internal rules for the implementation of 

international funds blocking sanctions, which include at least: 

- procedures for detecting designated persons/entities; 

- the duties of the persons responsible for applying the relevant legislation in the 

field; 

- the internal reporting procedures regarding the identification of a designated 

person/entity; 

Å analysis of how to manage alerts, in case all the identification elements of the 

designated person/entity do not match. 

  



 

  

After evaluating the components mentioned above (some of them may not be taken into 

account in the supervisory actions, depending on the specifics of each entity/cluster), a rating 

between 1 and 4 is assigned to each component. The rating for each element is determined by 

combining two determining factors, namely the rating for the inherent risk factors and the 

rating for the factors that mitigate the inherent risk of ML/TF and the risk derived from the 

non-application of international sanctions, and by taking into account: 

  

º the probability that the risk will materialize, respectively materialize in 

transactions/operations involving the abusive use of the banking/financial sector to 

channel funds of illegal or even legal origin for money laundering and terrorist 

financing purposes; 

º the estimated impact on the integrity, good functioning, reputation and, implicitly, on 

the stability of the institution; 

º the existence of policies, controls and procedures that adequately manage the risks of 

money laundering and terrorist financing identified at national level, at EU level, 

within the member states in which they operate and by the obliged entities. These 

policies, controls and procedures must be proportionate to the nature and size of the 

respective obliged entities. 

  

The overall score, which reflects the residual risk (relative to the sector/sub-sector to which 

the entity belongs), is determined as a weighted average of the ratings of the above-

mentioned evaluated components. However, these ratings allow the supervisor to determine 

whether a financial institution's level of ML/TF risk has resulted from, for example, a high 

level of inherent ML/TF risk and effective anti-money laundering controls /terrorist financing 

or from a moderate level of money laundering/terrorist financing risk and ineffective anti-

money laundering/terrorist financing controls. 

All these activities and analyzes enable better resilience of the sector to inherent threats. 

  

4.2.2. Conclusions regarding individual sub-sectors 
  

1. The bank sector 

  

The banks, most of which belong to international groups (but all with an EEA-based parent 

company and no owner/controller risks), offer both individuals and businesses a full range of 

banking products and services, including deposits, current accounts, loans, transfers, currency 

exchanges, safe deposit boxes, etc. 

  

The banking sector has a growing inclusion rate, in most cases it is, in the case of natural 

persons, resident customers who maintain a long-term relationship with the credit institution 

for primary use, namely saving, collecting salaries/pensions through online payment and, 

where applicable, mortgages. The use of financial services in Romania is low, especially in 

the rural / elderly sector. In fact, international statistics show that Romania has one of the 

lowest levels of financial inclusion among countries in the region. A relatively large number 

of people who have accounts with credit institutions use financial services to a low degree, 

using their accounts with credit institutions only to cash in some amounts (e.g. salaries, 

pensions, scholarships), while other transactions are carried out in cash and money is 

withdrawn immediately from ATMs. However, lately, especially in order to attract young 

people, there has been a noticeable trend to launch products based on initiating a business 

relationship without physical presence or through agents, accelerated by the COVID-19 

pandemic and the increased use of online purchases. The Romanian banking system is 

characterized by the existence of a dense network of banking centers and both online and 



 

  

mobile banking facilities are available. The number of branches is decreasing, but this is a 

general trend in the EU. 

 

  

According to statistics
19

 published by the European Banking Federation, Romania is 

the country with the highest number of inhabitants per bank employee, namely 365 

inhabitants per bank employee (while, for example, Luxembourg has the lowest 

number, with only 23 inhabitants per bank employee). The average number of 

inhabitants per bank branch, 4,781, is also above the EU average (3,281). This 

pressure of high customer/bank staff numbers has been reflected in supervisory 

reports as a vulnerability that sometimes leads to non-compliance with legal 

requirements in the form of a tick box exercise without due attention to the 

implementation of the very measures for which the processes were designed (tick 

box exercise), or to alerts being closed without proper analysis. 

  

Retail and business banks make up the bulk of the market and are representative for 

this assessment. The banking sector is inherently vulnerable to money laundering 

and terrorist financing risks due to a number of factors, such as the large number of 

customers, the increased speed of transactions and the large volume of financial 

flows which, according to the general understanding of global money laundering 

practices, could facilitate the concealment of illegal transactions. Savings and loan 

banks in the housing sector (2) and credit unions (1) have a much lower inherent 

risk due to their specific customer base and the fact that many features of retail 

banking do not correspond to them and also given their small number, market share 

and unique characteristics (however, they are subject to supervision and individual 

risk assessment. 

  

As far as the private banking sector is concerned, in Romania it is in fact in most 

cases only a product name, a marketing strategy used to attract customers, but 

without the characteristics of real private banking in the sense of activity considered 

high risk from the AML perspective (defined as the provision of personalized 

services to higher net-worth customers, with a relationship manager acting as a link 

between the customer and the bank and facilitating the customer's use of the bank's 

financial services and products. Information on the private banking segment is 

requested through the annual NBR questionnaire. For example, in 2020 data on the 

number of private banking customers and transactional volumes (debit/credit) were 

requested, but the data collected reveals a very limited transactional share. 

According to the 2020 annual questionnaire data, as of 30.06.2020, there were 7 

banks offering private banking services with a total of less than 0.01% of the total 

customers falling into this category (as mentioned, most of them are actually called 

private banking but do not fall under the established definition of private banking). 

Also, their share in transactional volumes, in terms of value of transactions in the 

first half of 2020, was very low (less than 0.5% of total volumes for other clients). 

As mentioned, the criteria for classifying clients in the private banking category do 

not always imply the use of standards similar to those used in other Member States. 

For example, one bank (which had about 18% of the total number of private 

banking clients in the whole system) classified as a "private banking client" any 

client with either assets under management of more than ú50,000 or income of more 

than ú2,000/month and, although clients were classified as private banking on the 

                                                        
19 https://www.ebf.eu/facts-and-figures/structures-of-the-banking-section/   

63   

https://www.ebf.eu/facts-and-figures/structure-of-the-banking-sector/
https://www.ebf.eu/facts-and-figures/structure-of-the-banking-sector/
https://www.ebf.eu/facts-and-figures/structure-of-the-banking-sector/
https://www.ebf.eu/facts-and-figures/structure-of-the-banking-sector/
https://www.ebf.eu/facts-and-figures/structure-of-the-banking-sector/
https://www.ebf.eu/facts-and-figures/structure-of-the-banking-sector/
https://www.ebf.eu/facts-and-figures/structure-of-the-banking-sector/
https://www.ebf.eu/facts-and-figures/structure-of-the-banking-sector/
https://www.ebf.eu/facts-and-figures/structure-of-the-banking-sector/
https://www.ebf.eu/facts-and-figures/structure-of-the-banking-sector/
https://www.ebf.eu/facts-and-figures/structure-of-the-banking-sector/
https://www.ebf.eu/facts-and-figures/structure-of-the-banking-sector/
https://www.ebf.eu/facts-and-figures/structure-of-the-banking-sector/
https://www.ebf.eu/facts-and-figures/structure-of-the-banking-sector/
https://www.ebf.eu/facts-and-figures/structure-of-the-banking-sector/


 

  

basis of these criteria, they could access the same products as standard clients, the 

difference being in the quality of service (e.g. a dedicated territorial unit, shorter 

service time,etc.). 

 

 

 
However, with regard to the risk associated with private banking activity, we note 

that during each on-site supervisory inspection all private banking clients were 

requested to provide a statement containing at least their name, personal 

identification number, assigned risk, business relationship start dates, most recently 

updating information, country of origin/residence/citizenship, source of funds, 

volume of transactions during the period analyzed (debit/credit), volume of cross-

border transactions within the EU, volume of cross-border transactions outside the 

EU, loans granted during the period analyzed (date of disbursement, amount, 

currency, type of credit, type of guarantee, credit balance at reporting date), volume 

of deposits, products held. Based on these reports, the inspection sample under 

review also includes private banking clients. The enhanced customer awareness 

measures applied to this type of customer, the internal control system applicable to 

private banking customer processes, etc. are also analyzed and, where appropriate, 

recommendations or measures are issued based on the inspection findings. 

  

As far as cryptocurrencies are concerned, it should be mentioned that the NBR has 

been carefully monitoring and taking a position since the beginning of these 

activities in Romania. Since March 2015, the NBR has issued a series of public 

statements highlighting the risks. 

  

 

 

 

 

 

 

 

 

 

 

 

 

  

  



 

  

 

 

 

 

 

 

 

The number of banks and the volume of assets are small compared to the major 

financial systems in the EU, as well as compared to a number of states in the 

region.

  

  

Cash 

  

The analysis showed that money laundering and terrorist financing still frequently 

rely on the use of cash. As a result, cash transactions are a regular subject of 

suspicious transaction reports and investigations in the banking sector, as well as in 

other sectors. 

  

  

  

  



 

  

Regarding the risk associated with the intensive use of cash, in addition to the obligation
20

 

existing reporting, we mention the following measures to reduce it taken by the NBR: 

  

1. The list of documents requested before the inspection action includes the databases used 

by the inspection team to select samples of cash/customer transactions and to assess the 

effectiveness of statistical reporting to NOPCML: 

Å The Database of occasional transactions carried out during the period analyzed 

(this will contain information such as: date of transaction, customer name, unique 

personal identification code, type of transaction, amount, currency sold/purchased 

or paid/received, beneficiary/payer and their country in the case of money 

remittances). 

Å List of customers who have carried out cash transactions during the period 

analyzed (which is usually at least one year). The list contains at least the 

following information: customer name, unique identifier, type of customer (legal 

entity/individual), country of origin, country of residence, nationality, date of 

opening of the relationship, risk category, number of STRs issued in relation to the 

customer, number of requests for information from the authorities in the case of a 

PEP or private banking customer, number of cash withdrawals and total amount 

during the period analyzed, number of cash deposits and total amount during the 

period analyzed, number of alerts from transaction monitoring applications during 

the period analyzed. 

Å Reports submitted during the period under review to the NOPCML for cash 

transactions, in RON or in foreign currency, equal to or greater than the RON 

equivalent of EUR 10,000, including transactions that appear to be linked to each 

other. 

  

The following aspects should also be mentioned: 

  

Some credit institutions on the Romanian market have decided to reduce the number of units 

that operate with cash or even to suppress this type of service: 

Å due to the COVID-19 pandemic, a change in customer behavior has been 

observed, with a large number of them migrating to using mainly distribution 

channels such as ATMs or MFMs (multi-functional machines) and payments 

online/with card; 

  

Through the 2020 questionnaire, the NBR collected a series of relevant data on the issue, 

such as: 

Å The number of clients whose operating limits via the card have been increased 

above the standard limits; 

Å The number of customers whose internet banking or mobile banking operating 

limits have been increased beyond the standard limits; 

                                                        
20According to Article 7 of the AML/CTF Law (no. 129/2019), reporting entities are required to report to the NOPCML all 

cash transactions, in RON or in foreign currency, equal to or exceeding the RON equivalent of EUR 10,000, including 

transactions that appear to be linked*. For money remittance activity, reporting entities are required to submit to the 

NOPCML reports on transfers of funds with a minimum limit of RON equivalent of EUR 2,000. The reports for these 

transactions must be submitted to the NOPCML no later than 3 working days from the time of the transaction. 
(*transactions that appear to be linked are transactions where the total amount is fragmented into several amounts 
less than the RON equivalent of the amounts referred to in Article 7 of Law 129/2019, also having common elements 
such as:  the parties to the transactions, including the beneficial owners, the nature or category of the transactions and 
the amounts involved).  
Also in force is Law no. 70/2015, aimed at strengthening financial discipline on cash receipts and payments. 



 

  

Å If the implemented monitoring system detects situations in which a customer 

carries out several transactions that have a value immediately below the reporting 

thresholds; 

Å Ante-factum and post-factum monitoring scenarios (including cash and casual 

transaction monitoring scenarios). 

  

Credit institutions consider the ML/TF risk associated with cash-intensive behavior as 

follows: 

Å Among the criteria used to assess the risk of customers, it is taken into account 

whether the customer or its actual beneficiary is associated with a sector that uses 

cash intensively; in some cases, the client's ML/TF risk assessment takes into 

account the volume and/or number of cash transactions (estimated or executed); 

Å Institutions have implemented dedicated scenarios for monitoring cash 

transactions, based on indicators and analyses, such as: 

  

o account receipts are withdrawn in cash above a certain percentage of the 

turnover; 

o the number/volume of cash transactions exceeds certain limits 

(fixed thresholds or deviations from the client's previous behavior);  

  o cash withdrawals/deposits made by the same customer at different units of 

the same credit institution in a short period of time; 

o the declared intention to deposit a large amount of cash by a person 

unrelated to the customer's account (for example, legal representative, 

proxy, etc.); 

o smurfing (structuring of large amounts of cash into several transactions of 

small value); 

o frequent cash deposits/bank transfers followed shortly by cash 

withdrawals; 

o substantial transfers of funds from the company's accounts to the account 

of the actual beneficiary, followed by cash withdrawals and cash deposits 

on the same day or at short time intervals, back to the accounts of the 

ordering company, so that, through the circuit created, the original 

ordering party becomes the final beneficiary of amounts transferred 

through accounts; 

o repeated deposits/withdrawals of cash, of the same value, or to/from 

similar accounts; 

o substantial cash deposits from various individuals, within a short period of 

time, followed by the immediate cash withdrawal of these amounts; 

o more cash transactions below the reporting threshold; 

o repeated money remittance transactions carried out by the same customer, 

to different individuals/jurisdictions; high service activity (ATM 

transactions exceeding thresholds); * consistent cash deposits followed by 

transfers abroad; * quick movement of funds - from cash to international 

transfer 

(cash deposit followed by immediate external transfers); a fast movement 

of funds - from international transfer to cash 

(cash withdrawal immediately after external collection of funds); a 

rapid circulation of funds - from cash to cash; 

o significant cash transactions of customers who do not have a historical 

(behavior) in relation to the institution (new customers); * large cash 



 

  

transactions for high risk industries/activities; withdrawing large amounts of 

cash from inactive (dormant) accounts after recording large collections. 

  

Thresholds can be differentiated taking into account aspects such as the assigned risk 

category, whether or not the respective customer is a publicly exposed person (PEP), the 

customer's business segment, etc. 

  

It should be noted that the NBR requires banks to periodically review the scenarios 

implemented in the applications used to monitor transactions, to carry out an in-depth 

analysis regarding the establishment of (alert) thresholds and to adapt them taking into 

account the risk factors arising from their own business models (customer portfolio, 

completed transactions, etc.). The formalized analysis carried out regarding the accuracy, 

efficiency and adequacy of the scenarios as a whole, as well as for each 

customization/modification of the parameters, are also evaluated by the NBR, at least at the 

time of the inspection action (general on-site inspection ï on-site- or thematic inspection, 

when the objectives of the action include issues related to, for example, IT systems, 

suspicious transactions, etc.). 

  

2. Examples of recommendations/measures imposed by the NBR on credit institutions, 

regarding processes aimed at the use of cash: 

Å To implement flows and procedures regarding the obligation to carry out an 

appropriate analysis from the ML/TF perspective of requests received regarding 

the increase of daily trading limits, in the case of operations carried out through 

alternative channels, including the need to establish appropriate limits and the 

periods for which grant the increase; 

Å To implement control procedures regarding decisions to approve requests to 

increase the standard trading limits for operations carried out through alternative 

channels; 

Å Reviewing the AML/CTF customer awareness framework to ensure that: 

o the operational flow implemented to monitor ATM cash deposit 

transactions is properly formalized to ensure the application of appropriate 

KYC measures in relation to customer/service risk; and 

o establishing daily transaction limits for ATM cash deposits to reduce ML 

risk associated with this service; 

Å Ensuring the application of the additional measure of obtaining approval at a 

higher hierarchical level for transactions carried out through the accounts of "high 

risk" customers, including PEPs, exceeding the threshold of EUR 10,000 or 

equivalent/transaction, regardless of whether the transactions are carried out in 

cash or by transfers internal or external; 

Å Revising the control methodology in terms of providing the NOPCML with 

accurate and complete data on cash transactions by establishing a wider range of 

sampling criteria and alternating these criteria at the time of controls; 

Å Carrying out an internal audit mission with the objective of verifying that reports 

submitted to NOPCML on cash transactions of at least EUR 10,000 or equivalent 

(including transactions that appear to be linked) contain accurate and complete 

data, as well as the effectiveness of procedures, processes and IT systems 

implemented for data extraction and processing. 

  

Financial flows 

 



 

  

Another key factor is the business of money remittance services, carried out through banks 

and involving higher risks, especially in the case of cash transactions of an international 

dimension (followed by transfers abroad) and payments made outside a relationship of 

existing businesses. 

  

However, in terms of cross-border transactions with all jurisdictions, less than 50% of the 

banking sector (15 banks out of 35) was involved in money remittance service activities in 

2020, and the amounts represented barely 0 .03% of the total volume of assets employed by 

the sector. 

  

However, the risk associated with cross-border exposure remains relevant, but not as 

important as in the case of Member States known to be international financial centers. 

 

In 2020, 7 Romanian banks (including 2 branches of credit institutions from other member 

states) out of the 31 credit institutions that managed such transactions, had the most intense 

activity in this sector in terms of the volume of cross-border transactions ordered/collected by 

customers. These are actually the biggest banks in Romania, covering 60% of the market 

share. 

  

The most important risk factors related to cross-border operations are represented by the 

geographical areas and the customers involved in the transaction chain. However, the 

prevalence of volumes circulated through the same large banks mentioned previously was 

observed, which is explainable considering their international recognition and the range of 

services they offer, having a greater financial and IT expertise capacity (special hubs with 

hundreds of employees monitoring and managing risks). 

  

With regard to geographical areas, namely third countries with high risk and strategic 

deficiencies
21

 (HRTC), the total volume of transactions involving these jurisdictions carried 

out by banks in 2020 represents 2.39% in the case of recorded receipts and 6.46% in the case 

of payments made. For this estimate, the NBR included in the HRTC category, the 

jurisdictions that were included on the FATF list in 2021, although at the time of the 

operations, in 2020, they were not all on the FATF list of monitored jurisdictions, thus, the 

estimated volume being smaller. In the context where, for adequate risk management, the 

legislation requires additional measures to know the clientele in such cases, in order to 

process some transactions with the jurisdictions in question, the bank requests additional 

information and supporting documents. 

  

With regard to the customers who made cross-border transactions, respectively regarding the 

volumes of external transactions recorded on the accounts of customers identified as publicly 

exposed persons (PEP), 0.37% of these were made through the accounts of resident PEP 

customers, and 0. 57% through the accounts of non-resident PEP clients [noting that the total 

number of current accounts held by non-resident clients (individuals and legal entities) was 

calculated regardless of their currency and the number of accounts held by the same client]. 

                                                        
21Commission Delegated Regulation (EU) 2016/1675 of 14 July 2016 supplementing Directive (EU) 2015/849 of the 
European Parliament and of the Council by identifying high-risk third countries that have strategic deficiencies, as 
amended and supplemented: https://eur-lex.europa.eu/legal-content/RO/TXT/?uri=CELEX%3A02016R1675-20210207 - 
FATF List of High Risk Jurisdictions Subject to a Request for Action: http://www.fatf gafi.org/publications/high-risk-and-
other-monitored-jurisdictions/documents/call-forum-act-February-2020.html - FATF List of Jurisdictions Under 
Enhanced Monitoring ɀ 21 February 2020: http://www.fatf gafi.org/publications/high-risk-and-other-monitored-
jurisdictions/documents/call-for-action-february-2020.html  
- FATF List of Jurisdictions Under Enhanced Monitoring - June 202170:  http://www.fatf -gafi.org/publications/high-risk-

andother-monitored-jurisdictions/documents/increased-monitoring-young-2021.html  
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Although the likelihood of a particular customer, type of transaction or product being used 

for money laundering or terrorist financing is low (as evidenced by the very small number of 

money laundering cases ï many of which are triggered by STRs (banks, as mentioned, have 

the highest reporting rate and the best prevention systems in place), the total volume recorded 

presents a challenge for detecting suspicious transactions. 

  

Romania's economy is interconnected internationally and, being a member of the European 

single market, the free movement of capital applies. Accordingly, the risk assessment must 

attach great importance to the cross-border threat of money laundering and terrorist financing 

and assess it as a priority. With regard to cross-border transactions processed by Romania 

with other countries selected on the basis of a series of criteria, which include, in particular, 

all neighboring states of Romania, countries where a relatively large number of Romanians 

live, jurisdictions of particular economic importance for Romania and, of course, the 

countries that are frequently related, at an international level, to money laundering/terrorist 

financing activities. 

  

Financial institutions in Romania have a very limited presence abroad, more precisely in only 

two countries, the Republic of Moldova and Italy. As regards the Republic of Moldova, joint 

inspections were carried out in accordance with the provisions of the Agreement of 

Understanding on Banking Supervision of July 27
th
, 2001 between the NBR and the National 

Bank of Moldova. The Agreement was recently replaced by the Understanding Agreement, 

signed on June 11
th
, 2021, which extends cooperation between the two authorities also in the 

segment of institutional capacity building in areas such as banking supervision, including the 

activity of payment service providers and electronic money issuers, financial market 

infrastructures, cash transactions, prevention of money laundering and terrorist financing, 

etc., with a view to promoting the smooth functioning of the financial and banking systems. 

Similarly, on December 12
th
, 2002, a Memorandum of Understanding was signed between 

the National Bank of Italy and the NBR on cooperation in the field of banking supervision. 

  

In the context of the identification of serious violations of anti-money laundering rules, in 

accordance with the ESA's Common Guidelines on cooperation and exchange of information 

within the meaning of Directive (EU) No. 2015/849 between the competent authorities that 

supervise credit institutions and financial institutions, the representatives of the National 

Bank of Romania participate in the supervisory boards in the field of preventing and 

combating money laundering and terrorist financing of the competent authorities that 

supervise credit institutions, lending/leasing NBFIs, PIs and EMIIs. 

  

In the case of the banking system, the NBR estimates that the greatest exogenous risks arise 

from multiple external receipts from different, apparently unrelated originators, transactions 

that are not consistent with the customer profile and, above all, from the use of so-called 

trade-based money laundering - a method characterized by payments for complex, fictitious 

or overstated commercial transactions for which supporting documents are presented. In 

addition, these are often carried out through several financial institutions, so that each of 

them has only a partial view of the parties involved in the transactions. All these aspects 

make it very difficult or impossible to detect money laundering operations of this type under 

normal conditions. 

Regarding identified and identifiable threats, there is a high degree of concern, represented by 

the fact that the percentage of STRs transmitted by banks (for transactions/activities or 

attempted transactions) of the national total of STRs is a significant one. At the same time it 

should be noted that, among all reporting entities, banks have the most developed and 



 

  

efficient departments, as well as specialized tools. However, the risk remains due to the 

weight and complexity of financial services offered to a wide range of customers and its role 

as a gateway to other financial sectors. 

  

The credits 

  

Loan-related products (loans) generally present a lower money laundering/terrorist financing 

risk. Mortgage loans, in particular, require extensive documentation of income, assets and 

future cash flows, if only to verify credit worthiness (solvency). In principle, loans to legal 

entities are more susceptible to money laundering than loans to individuals, as they tend to 

involve more complex structures and larger volumes of transactions. The banking sector in 

Romania is characterized by a relatively low share of corporate borrowers in the total loan 

portfolio, as corporates account for only 42% of all loans, 50% of all loans are granted to 

households, of which mortgage loans account for 30 percent, and the rest are consumer loans. 

transactions. The banking sector in Romania is characterized by a relatively low share of 

corporate borrowers in the total loan portfolio, as businesses represent only 42% of total 

loans, 50% of total loans are granted to households, of which mortgage loans represent 30 

percent, and the rest are consumer loans. 

  

  

  

However, one of the challenges of lending is updating customer data due to the refusal of 

some customers to provide data to the institution after the loan is granted, believing that as 

long as they pay the installments on time there is no reason to interact with the bank. 

However, the sectoral regulation of the National Bank of Romania provides guidance for 

such situations. 

  

Current accounts 

  

As regards product-specific risks, it should be mentioned that in Romania current accounts 

are the basis of a business relationship and serve as a benchmark for other banking products. 

They are subject to increased risk as funds in current accounts can be highly fungible and 

liquid and transactions can be carried out in a very short period of time at any time. Cash 



 

  

can also be deposited and withdrawn at any time, including via ATMs. There is a wide 

range of distribution channels, including those that support online banking without direct 

contact with customers. In online retailing, new payment methods are being seen where the 

payer and payee can be separated, on several levels. This can make it difficult to identify the 

actual payee or the person who holds the payment account, as instant payment allows 

amounts to be transferred in real time. Current accounts can also be used for terrorist 

financing purposes, particularly for small value transactions, as small amounts are harder to 

identify and trace than larger transactions. According to centralized data from the banking 

system, the total number of current accounts held by individuals at the end of 2020 was 

24,681,152 (regardless of the number of accounts held by each customer and their currency), 

while the number of customers, individuals, in banks' portfolios was 19,580,567.  

 

Only one bank in the system does not offer current account services to customers, 3 credit 

institutions do not manage business relationships with individuals, and another bank does 

not accept business relationships with non-resident individuals. 

  

The number of resident individual customers in the banks' customer portfolios is 19,374,172, 

representing 98.95% of the total number of customers. 

  

The number of non-resident individual customers in banks' customer portfolios is 206,395, 

representing 1.05% of the total number of customers. 

  

In terms of distribution channels, 15 banks offer the possibility to initiate business 

relationships and access products/services remotely, without the physical presence of the 

customer. Customers with current accounts only in foreign currency represent a certain risk, 

but the likelihood of it occurring is low, as most banks initiate business relations with a 

customer by opening an initial current account in RON, because there are a small number of 

non-resident customers in the banks' portfolios, but also because banks apply additional 

know-your-customer measures in such circumstances. 

  

Additionally, according to centralized data from the banking system, the total number of 

business relationships managed by banks with legal entities, for the reference period, is 

1,383,138. Four (4) credit institutions do not manage business relationships with legal 

entities. The number of clients, resident legal entities (with resident real beneficiaries), from 

the banks' portfolios is 1,271,741, representing 91.95% of the total number of legal entity 

clients. 

  

The number of clients, resident legal entities (with at least one non-resident real 

beneficiary), from the banks' portfolios was 107,658, representing 7.78% of the total number 

of legal entity clients. 

  

The number of clients, non-resident legal entities, from the banks' portfolios was 3,739, 

representing 0.27% of the total number of legal entity clients. 

  

Although the number of non-resident clients is small, according to the data, the average 

turnover of non-resident clients is higher than the average turnover of resident clients in the 

portfolio, an aspect identified in the case of about 60% of banks, which denotes an intense 

activity of non-resident customers. 

  

Of the total number of clients classified as Publicly Exposed Persons (PEPs) in banks, 

95.94% are resident PEPs, while of the total number of non-resident PEPs, 6.57% are PEPs 



 

  

from high-risk third jurisdictions as determined by European Commission, 52.8% are PEPs 

from other high-risk jurisdictions, and 37.71% are PEPs from the EU/EEA. 

   

Banking correspondent relationship 

  

Regarding LORO accounts, opened as part of the banking correspondent services offered by 

credit institutions in Romania, the following aspects must be taken into account: 

- Of the 35 credit institutions registered in Romania and branches of foreign credit 

institutions, 21 offered LORO accounts as bank correspondent services in 2021; 

- None of these 21 banks offered "payable-through account" services and only 3 of 

them, which are part of international groups, established "nested accounts" 

relationships; 

- In 2021, most of the responding credit institutions were registered in the European 

Economic Area (including Romania). Although more than 50% of the transactional 

volumes (in terms of amounts) were related to respondent credit institutions outside 

the European Economic Area, the largest transactional volumes related to this type of 

correspondent relationship were recorded with institutions in the UK and the USA; 

- Credit institutions have policies for accepting correspondent banks in their portfolio 

and usually establish a list of unacceptable types of correspondent banks (ghost 

banks, banks offering anonymous accounts, unregulated banks, downstream 

correspondent banks, etc.) and of unacceptable customers/transactions of the 

respondent banks (in correlation with their risk appetite, for example: customers in 

the gaming industry, using virtual currency, customers/transactions related to the 

production and sale of weapons, customers/transactions related to pornography/ 

prostitution etc.) 

  

During 2018-2021 there were no closed correspondent relationships due to repeated 

provision of funds transfers with incomplete/missing mandatory data. The analysis of the 

banking sector revealed the following risks: 

  

A. General risks: 

Å the evolution of the criminal phenomenon at the national level, the diversification 

of the operating methods and techniques used by criminals to introduce the 

proceeds of crime into the banking and financial system; 

Å the national economic context; 

Å the political environment; 

Å the risks generated by the pandemic (trafficking of counterfeit medicines, 

falsification of medical materials and the sale of consumables without the quality 

standards required by the health sector; the increase in fraud and financial scams 

due to economic uncertainty; cybercrime; offering fraudulent investments in the 

form of Ponzi schemes due to economic uncertainty and derivative methods in the 

context of the pandemic; the use of virtual assets, as a method of laundering them; 

possible delays in obtaining additional information necessary for the ongoing 

analysis or investigation, but also delays in the transmission of STRs; the use 

abuse of non-profit organizations; temporary or intermittent closure of economic 

activities that prevent the proper fulfillment of obligations to prevent money 

laundering and terrorist financing), 

Å the international climate (the war in Ukraine, terrorist attacks in European cities, 

the situation in Syria, Iran, North Korea, Russia, the pronounced phenomenon of 

migration from the Middle East to European states, the situation in Afghanistan), 

  



 

  

B. Technological developments: 

Å Technological progress, the digital revolution, the promotion of new distribution 

mechanisms and the use of new technologies. 

  

C. Customer and product categories: 

Å persons/entities that issue/distribute and/or trade in any form electronic/virtual 

currency; 

Å fund transfer operations - because they can constitute a channel for the transfer of 

funds for the purpose of financing terrorism; 

Å developers, real estate promotion and real estate transactions; 

Å precious metals/stones (including diamonds) businesses, online casinos/gambling, 

charities, maritime industry; 

Å not updating CAEN codes (Classification of National Economic Activities) to 

current realities - activities such as currency exchange offices / pawnshops are not 

differentiated from other financial activities that may present a lower risk related 

to ML; 

Å international fund transfers; 

Å speculative transactions for the sale and purchase of agricultural land. The 

appearance in the field of agriculture in Romania of legal entities 

owned/controlled by investment funds; 

Å establishing business relationships with natural or legal persons associated with 

non-cooperative countries/countries that do not properly apply FATF standards; 

Å initiating / continuing business relations with persons associated with negative 

events from the point of view of financial crimes; 

Å from the perspective of correspondent banking relationships; 

Å the transition to a digital activity generated the launch of new specific 

products/services that allow customers remote access, without the need for their 

physical presence at the bank. 

  

D. Banking correspondent relationships: 

Å the lack of standardization of SWIFT/SEPA payment messages, in order to ensure 

compliance with Regulation (EU) 2015/847, FATF Recommendation no. 16, EBA 

Guidelines and Guidelines, to ensure the necessary framework for preventing and 

combating money laundering and terrorist financing, in accordance with legal 

provisions, in the context where messages accompanying cross-border payments 

do not contain a separate ISO code field for both the country of the payer/payee 

bank (customer counterparty) and a separate dedicated field for the country of 

registration/residence of the payer/ the beneficiary (counterpart of the client). 

  

Additionally, in terms of the most common types of assets that can be introduced into the 

financial circuit through money laundering mechanisms, according to consultation with 

compliance officers from credit institutions, on a scale where "rarely = 1", "average = 2", 

"often = 3". 

Thus, securities (guarantees) were considered to be rarely used (1.1282/3), and cash was 

identified as the most frequently (2.8322/3) used asset for money laundering. At the same 

time, the other indicators were classified, within the consultation, as being used, as follows: 

rare: bank deposits (1.1823/3), medium: business investments (infusion of income into 

private businesses) - 2, 0112/3 and precious stones and metals (2.0276/3) and often used for 

money laundering: real estate (2.5036/3) and luxury goods (2.5436/3). 

  

  



 

  

  

  

Value boxes 

  

A small number of banks consider that there is a "potential" risk of abuse for certain 

categories of safes. However, there is no evidence of actual abuses and therefore a real 

danger, since, in accordance with the legislation in the field, know-your-customer measures 

are also mandatory for this service, and the customers and beneficial owners are registered 

and reported to the centralized register of bank accounts. 

  

However, the safe can only store goods/money, but is not a way to allow them to enter the 

financial system. In addition, several banks have introduced into the contract the prohibition 

to deposit cash in these safes and the condition that, in order to obtain this product, the 

person is already a client of the bank using other products/services. Most studies and reports 

have concluded that extending the term "financial intermediation" to purely physical storage 

of assets would be complex and expected to be associated with high costs. Additionally, it is 

important to note that the existing regulation in the field is in accordance with international 

standards. 

  

Given that the need for additional regulation has not been identified, the existing legal 

framework and the measures implemented by the banks being sufficient with regard to the 

principle of proportionality, the NBR will nevertheless monitor developments and, if 

necessary, revise the applicable measures. 

  

Illustrated risks from surveillance activity 

  

As presented in the general part, the NBR assessed the risks of money laundering and 

terrorist financing, classified banks and established a detailed methodology for a risk-based 

approach to its supervisory activities in the field of preventing and combating money 

laundering and terrorist financing. 

  

Conclusion: The banking sector is considered to present an average (residual) risk, 

partly due to a more mature control environment compared to the rest of the regulated 

entities. The high average rating set by the NBR for certain institutions, as well as the 

weighted average rating of the banking sector (3.1) are used for supervisory purposes, 

resource allocation and also for awareness purposes. The elements taken into account in the 

determination of the supervisory rating used in the supervisory work are those verified in 



 

  

accordance with the legal supervisory tasks, focusing on operational risks, governance, 

deficiencies, but in a broader perspective. Therefore, given the small size of the Romanian 

financial system in the EU financial market, the lack of complex products (e.g., as 

presented, private banking) and the limited outreach (very low number of branches abroad), 

the money laundering/terrorist financing risk associated with this sector, from the 

perspective of the national risk assessment, is considered medium (based on the ratings in 

the Council Assessment Methodology). Another element is the very demanding regulation 

of know-your-customer measures, the number of documents required, the sources of 

information and supporting documents, as well as continuous updating and verification are 

very strict for the financial sector supervised by the NBR. It should be noted that this applies 

to the entire sector supervised by the NBR. 

  

In general, the legislation is implemented effectively using the risk-based approach. Due to 

the detailed requirements, banks focus very much on initial customer identification. 

Identification in bank branches - face-to-face identification - continues to be the most 

commonly used method of identification. Careful initial identification should be followed by 

regular and ongoing identity verification, with comprehensive monitoring of the business 

relationship and transactions. As financial intermediaries, banks are extremely important to 

the economy because of their business support functions and international 

interconnectedness. High turnover volumes and the sector's natural focus on asset 

management and transfer may mean that the banking sector as a whole is naturally exposed 

to a higher risk of money laundering. The risk of the banking sector as a whole being 

misused for money laundering is assessed as medium. However, mitigating factors keep the 

overall risk of the sector at medium level, as the quality and effectiveness of general 

controls in the area of prevention and combating money laundering and terrorist financing 

are considered adequate, with insufficient resources being the main problem. In recent years, 

the quality and effectiveness of supervisory procedures and practices have been 

continuously improved. 

  

2. Sub-sector of non-banking financial institutions (NBFIs) (loan/leasing companies) 

  

Non-bank financial institutions (loan/leasing companies) - (NBFIs) are companies 

authorized to carry out lending activities and, where appropriate, payment services and other 

ancillary activities. Loan/leasing NBFIs are not allowed to receive deposits or other 

repayable funds. Loan/leasing NBFIs are registered by the NBR, depending on the type and 

volume of their lending activity, in order to carry out their lending activity. Loan/leasing 

NBFIs registered in the General Register which exceed a threshold set by the NBR such that 

their activity is of enhanced interest from a financial stability perspective, are also registered 

in the Special Register if the cumulative level of own capital and sources borrowed on the 

basis of outstanding loan/financing contracts is at least RON 50,000,000, the cumulative 

level of loans/financing granted and commitments entered into is at least RON 25,000,000 

and the total volume of consumer loans granted in the last three quarters exceeds RON 

75,000,000. 

  

As mentioned, in order to prevent money laundering and terrorist financing, the NBR is 

responsible for the regulation and supervision of only loan/leasing NBFIs registered in the 

Special Register, and those registered only in the General Register or in the Special Register 

are supervised by NOPCML. 

  

Loan/leasing NBFIs registered in the Special Register can carry out the following lending 

activities: 



 

  

  

a. granting loans, including but not limited to: consumer loans, mortgage loans, 

real estate loans, microloans, financing of commercial transactions, factoring 

operations, discounting, lump sums; 

b. financial leasing; 

c. issuing guarantees, assuming guarantee commitments, assuming financing 

commitments. 

  

In the 2019-2021 period, the number of institutions regulated and supervised by the NBR 

increased slightly, as well as the balance of loans granted by these institutions: 

  

  31.12.2019 31.12.2020 31.12.2021 

Number of institutions 

regulated and supervised 

by 

NBR 

69 69 73 

The balance of loans 

granted by 

the institutions 

regulated and supervised 

by 

NBR 

7,123,153,913 Eur 7,148,774,694 

Eur 

7,637,064,934 Eur 

  

The sub-sector represented by Loan/Leasing NBFIs is low-risk, as the client portfolio is 

almost entirely composed of residents, as noted in the chart below, and the only products are 

lending products. 

  

Total no of 

customers 

Residents Non-

resident 

and 

Individuals Companies Low risk Medium 

risk 

High risk 

1,953,822 1,953,747 75 1,661,870 291,950 71.63% 25.52% 2.85% 

  

In terms of products, services and risk factors of transactions in this sub-sector, according to 

the latest EBA
22

 Risk Factor Guide, they are more associated with low risks, such as a low-

value loan facility, including one that is conditional on the purchase of a particular consumer 

good or service, a low-value product, a leasing contract, where the legal and beneficial title to 

the asset is not transferred to the customer until the contractual relationship is terminated, the 

transactions are largely carried out through an account opened in the customer's name with a 

financial institution subject to AML/CTF requirements. 

  

Also, almost none of the higher risk factors related to products are specific to this sub-sector, 

except for new products associated with online registration mechanisms, which are starting to 

be promoted, especially since the outbreak of the pandemic, and which pose some risks 

related to identity theft. To reduce this risk, the Romanian Digitization Authority has adopted 

specific requirements. At the same time, the NBR has supported a new legislative 

initiative/draft law that will allow supervised entities to access the Ministry of Internal 

                                                        
22 
https://www.eba.europa.eu/sites/default/documents/files/document_library/Publications/Guidelines/2021/Guidelines%2 
0on%20ML-

TF%20risk%20factors%20%28revised%29%20202102/Translations/1016927/Guidelines%20ML%20TF%20Risk%20Factors_RO.p

df  



 

  

Affairs' database with information on people's identity documents. In the meantime, the NBR 

is sending letters to all supervised entities with warnings about any suspicion of identity 

theft/forged identity documents and issuing guidance on developments in the associated 

distribution channels. 

  

In many respects, the very nature of leasing makes the industry low risk from a money 

laundering perspective, and this is the general view. For example, in a leasing contract, no 

funds are transferred to the lessee (the user), but instead the customer is granted the right to 

use an asset (e.g. equipment or a vehicle). In this way, the way leasing contracts are set up 

clearly does not lend itself to being used for money laundering or terrorist financing, as the 

funds are almost always paid directly into the supplier's bank account. In addition to the 

nature of the relationship between the lessor, lessee and supplier, the duration of the leases as 

well as the payment methods used by lessees to make repayments contribute, also reduce the 

risk of money laundering in leasing. Leases are generally long-term, with an average duration 

of between 3 and 5 years. In addition, in the vast majority of cases, repayments to lessors are 

made by direct debit or payment order from the lessee's bank account, which means that the 

necessary checks consisting of know-your-customer measures will have been carried out by 

the customer's financial institution before being subject to further checks by the leasing 

company. 

  

Also, another fact to consider is that the compliance systems and resources of these non-bank 

financial lending institutions are not comparable to those of banks. Only those that are part of 

a group that benefits from the support of the parent bank have access to such resources. The 

same legal requirements and supervisory objectives were and are applicable to all supervised 

institutions. 

  

The main vulnerabilities identified in the supervision process at the level of (some) non-bank 

financial lending institutions are: 

  

Å Inadequate risk assessment methodology and risk assessment or assessment process 

used in relation to distribution channels; 

Å lack of procedures or inadequate procedures and control systems regarding the 

implementation and efficiency of know-your-customer measures; 

Å the high turnover of staff performing KYC/AML/CTF activities, including at the level 

of the compliance officer responsible for coordinating the implementation of legal 

provisions; 

Å lack of a training program for employees carrying out KYC/AML/CTF activities (for 

example: not including aspects related to types of suspicious behavior, the legal and 

internal framework of KYC/AML or the absence of final assessment tests taken by 

employees at the end of the training program). 

However, the overall risk of the sub-sector is low due to the limited nature of the products, 

the limited possibility of geographical coverage, the fact that most of the supervised entities 

have resident persons in the customer portfolio and offer leasing and small loans. Due to the 

specific nature of the business, in order to reduce credit risk, institutions collect all relevant 

information about customers, their source of funding, etc., and it occurs in the case of loans 

with significant collateral, early repayments that do not match the customer's financial 

situation or from third parties unrelated to the customer, but such situations were very few. 

  

In addition, in accordance with the ESA Joint Guidelines on cooperation and exchange of 

information for the purposes of Directive (EU) No 2015/849 between competent authorities 

supervising credit institutions and financial institutions, representatives of the NBR 



 

  

participate in the AML/CTF supervisory boards (AML/CTF) of the competent authorities 

supervising loan/leasing NBFIs. 

  

It should be noted that, at the time of establishment, these loan/leasing NBFIs are under the 

supervision of the NOPCML and, once they reach a certain level of importance in their 

activity, they come under the supervision of the NBR. At the time, there is close 

communication between them and the NBR to ensure that the former are aware of their 

(new/additional) anti-money laundering and anti-terrorist financing obligations under sectoral 

legislation. They must demonstrate that they have the appropriate strategy, risk assessment 

and procedures in place. As of 2021, meetings are held individually for each institution with 

the persons responsible for the implementation of legislation in the field of prevention and 

combating money laundering and terrorist financing and international sanctions and 

information is requested on their work, client portfolio, human resources involved in the 

activities to prevent money laundering and terrorist financing, etc. Similarly, such meetings 

are held with loan/leasing NBFIs classified as high risk compared to other entities in their 

sub-sector to discuss measures to be implemented to reduce the level of risk/timeline of 

activities in the supervisory program, etc. 

  

Taking into account the above elements as well as the results of the inspections (supervisory 

actions) carried out, the loan/leasing NBFIs have been grouped into 4 groups. 

  

The level of supervisory engagement will be determined in proportion to the degree of 

ML/TF risk associated with each NBFI according to the most recent available assessment, 

and according to the group into which it falls. 

  

It should be noted that the same requirements for know-your-customer measures as for banks 

are applicable to loan/leasing NBFIs. In addition, for any type of loan/leasing, NBR 

Regulation No 17/2012, as amended, sets out a number of obligations for supervised entities 

regarding the types of income considered eligible by the lender, in particular that lenders 

must analyze income for the previous year based on documents proving the income declared 

to the tax authorities and/or documents proving the income received on accounts opened with 

the loan institution. In cases where there is no legal obligation to declare income to the tax 

authorities, creditors shall establish the income for the previous year on the basis of other 

supporting documents that demonstrate its continuity. Supporting documents are also needed 

to prove changes in the client's income declaration, such as a change of job, or changes that 

have a significant impact on the growth of the self-employed person's business. Such 

measures provide a better picture of the source of funds and traceability, which would allow 

the detection of money laundering through loan/leasing and early repayment of criminal 

proceeds. Any shortcomings in the implementation of these requirements will be brought to 

the attention of the Money Laundering and Terrorist Financing Prevention Service by 

prudential supervision to examine the implications from this perspective. 

  

In terms of structure, consumer credit and credit cards account for 99% of all loans granted 

by loan/leasing NBFIs. As regards the corporate sector, only 6% of the amounts outstanding 

are credit lines, with loans to finance assets and equipment accounting for about 32% of total 

exposures of loan/leasing NBFIs. Against the backdrop of the epidemiological situation in 

Romania, Loan/Leasing NBFIs were less active in the credit market in the months 

immediately following the pandemic, a situation driven both by lower demand (in the context 

of high uncertainty about the future financial situation of both companies and a population) 

and lower supply (as a result of increased risk aversion towards companies from sectors 

affected by restrictions or towards individuals operating in sectors affected by downsizing). 



 

  

In the context of the launch of two government programs ("SME Leasing" and "SME 

Factor"), loan/leasing NBFIs are eligible for funding and may recover in the near future. 

These economic developments also reflect on risk appetite and reduce pressure on financial 

crime departments. 

  

No. Elements 

Likelihood Rating (L)  

Assessment of 

consequence (C) 

Risk rating  

  Risk associated with 

the Subsector of non-

banking financial 

institutions (NBFI) 

(loan/leasing 

companies) 

low low low 

Associated vulnerabilities: 

Limited control of the customer relationship - once credit has been granted, there are no tools to change 

the course of the business relationship. 

Event description: 

Using the loan as justification for illegal money, by repaying in advance from unknown/unclear sources 

Risk description: 

The probability is very low 

Consequences are low, 

The risk is low 

  

3. Electronic Money Issuing Institutions (EMII) sub-sector 

Currently, there are 5 institutions issuing electronic money supervised by the NBR in the 

field of preventing money laundering and terrorist financing: 

Å 2 institutions issuing electronic money, Romanian legal entities (one of which is also a 

non-bank financial institution registered in the Special Register) 

Å 3 branches of electronic money issuing institutions from other member states 

  

The money laundering and terrorist financing risk associated with electronic currency, which 

typically offers a fast and often anonymous payment option, has been documented by FATF 

and Moneyval. In Romania, for a better management of these risks, the legal framework does 

not exempt any type of electronic currency from the application of due diligence measures, 

and therefore no anonymous electronic currency can be issued by entities authorized by the 

NBR. 

  

In terms of sector size, as of 30/06/2020, all EMIIs, including branches, had 225,905 

customers, of which only 34 were non-residents. 

  

Total number 

of customers 

residents non 

residents 

Individuals Trade 

companies 

Low risk Medium 

risk 

High 

risk 

225,905 

225.8 

71 34 224,442 1,463 57.14% 39.39% 3.47% 

  

The sector is mainly involved in providing payment services to its customers and therefore 

also offers cross-border payment services. In the period between 01.07.2019 and 30.06.2020, 

the total value of cross-border payments received was of EUR 9,039,168 (65% from the UK, 



 

  

Austria and Germany) and the value of cross-border payments ordered was of EUR 

3,187,997 (74% to China, Turkey and Belgium). 

  

As regards the risks related to the issuance of e-money by EMIIs, it is noted that they provide 

e-wallets to their customers and the offer does not include anonymous cards. Although the 

product allows peer-to-peer transfers exclusively between EMII customers, there are limits on 

the value of transactions. The e-money product can be funded by card or bank transfer from a 

RON account with a credit or financial institution in the EEA. Cash deposits and withdrawals 

at ATMs can only be done by the customer, with low limits per transaction and per day: the 

limit for daily cash deposits or withdrawals is capped at RON 10,000/day, with additional 

limits: a limit of RON 500/1,000 per location, and deposit or withdrawal can only be done by 

the customer (no third parties can be involved in the transaction). 

 

Thus, a customer wishing to use the maximum daily limit would have to visit 10-20 dealer 

locations and deposit/withdraw the maximum amount at each location. Cash withdrawals 

using linked debit cards have daily and monthly limits based on the amount and number of 

transactions. The institution has set up an automated scenario-based transaction monitoring 

system with several scenarios designed to identify all cases where customer transactions 

exceed normally expected withdrawals (upon registration, customer makes cash transactions 

close to the maximum allowed amount; multiple cash receipts/deposits in a given period 

(day/week/month); multiple cash receipts followed by a peer-to-peer/cash withdrawal, etc.).  

According to the results of the on-site inspections, the risk rating of the EMII sub-sector was 

assessed as medium-risk (3). 

  

No. Elements 

Likelihood Rating (L)  

Assessment of 

consequences (C) 

Risk Rating 

  

Risk associated 

with the sub-

sector 

 Electronic Money 

Issuing 

Institutions  

(EMII)  

low severe medium-high 

Associated vulnerabilities: 

Low quality controls and poor reporting. 

Associated threat: 

Applicable customer awareness measures and ongoing monitoring may not detect problems in time. 

Event description: 

Criminals can exploit the vulnerabilities 

Risk description: medium-high 

Probability is low, Consequences can be severe. 

  

4. Payment institutions sub-sector (PI) 

  

Globally, money remittance firms (including payment and e-money institutions) are 

commonly used by criminals involved in money laundering or terrorist financing, given the 

international payments, speed and volume of transactions and the geographical coverage. 

  




